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1 IIOSICHUTEJIBHAS 3AIIUCKA

1.1 Heap AMCUMIUIMHBI. O3HAKOMJICHHE ¢ 0OmIel mpobieMoit mHOpMAIMOHHOW 0e3-
OMaCHOCTH MH(OPMALMOHHBIX CUCTEM, OPTraHM3ALMOHHBIMH, TEXHUYECKUMHU U JIPYTHMMH METO-
JlaMU M CPEACTBaMU 3alllUThl HH(POPMALUHY, C 3aKOHO/IATEJIbCTBOM M CTaHIapTaMH B 3TOH oOuia-
CTH, C COBPEMEHHBIMU KPUITOCHCTEMaMH, C KOMITBIOTEPHBIMH CPEJICTBAMH PEATU3AI[H 3aIUTHI
B MH(OPMAILIMOHHBIX CUCTEMaX, U3yueHHE METOA0B MIEHTH(UKALNHU MoIb30BaTeneil, 60pbObl ¢
BUpYCaMHU; OCBOCHHUE (DyH/IaMEHTAIbHBIX 3HAHUH B 00JacTH MH(DOPMAIIMOHHON 0€30MacHOCTH U
BbIpa0OTKa MPAKTUUECKUX HABBIKOB IIPUMEHEHUS 3TUX 3HAHUI.

1.2 Mecto aucuuniauabl B ctpyktype OOIL: J{uctmmnnna «MuadopmanonHas 6e3-
OIMaCHOCTB» OTHOCHTCS K IUCIHUILIHHAM 00s3aTenbHoi yactu 010ka b1 (51.0.25).

Conepxanne quctumuinHbl «HPOpMamonHas 6€30MacHOCThY BXOJIUT B HEOOXOTUMBII
MUHMMYM IpodeccHOHaIbHbIX 3HaHUH. [IpenogaBanue aucuurunbel «MHopManonHas 6e3-
OIAaCHOCTBY CBSA3aHO C JPYTHMMH TUCHUIUIMHAMH TpodeccuoHanbHoro mukia « MapoxoMMyHH-
KallMOHHBIE CUCTEMBI U CETH», K APXUTEKTYpa HH(POPMALMOHHBIX CUCTEM.

1.3 IlncuunjmHa HanpaBJieHa HA (popMuUpoOBaHue ciaenyommux kommnerenmuii: OITK-
3, IIK-3:

- OIIK-3 CriocobeH pemaTth CTaHIapTHBIE 3a/1a4d MPO(eCCHOHAIBHOM IeATEIIbHOCTH Ha
OCHOBE MH(OPMaIIMOHHON U OMOIMOrpaduuecKoi KyabTyphbl C IPUMEHEHUEM UH(POPMALMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTHIA M C Y4€TOM OCHOBHBIX TpeOoBaHMi MH(OpMarMoHHOW 0e3-
OIaCHOCTH, MHAMKATOPAMH TOCTH)KEHUS KOTOPOM SIBISETCS:

e UJI-lonk-3-3HaTh: NPUHLMIIBI, METOABI U CPEJCTBA PELICHMs CTaHJAPTHBIX 3a7ay Ipo-
(deccnoHanbHON AEATENbHOCTH HAa OCHOBE HMH(pOpManmuoHHOW W OubOiIHMorpaduueckon
KYJIbTYpbl C IPUMEHEHHEM HH(OPMAIIMOHHO-KOMMYHHMKAIIMOHHBIX TEXHOJIOTUN U C yue-
TOM OCHOBHBIX TpeOOBaHUI MH()OPMAIIIOHHOH 0€301TacCHOCTH.

e UJI-2onk-3-yMeTh: pelaTh CTaHIApTHBIE 3aaul NPOoEeCCHOHATbHON /IE€ATEIbHOCTH Ha
OCHOBE MH(POPMALMOHHON U 6uOIHorpadguueckoit KyabTypbl C IPUMEHEHHEM HH(pOpMa-
[IUOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHA M C Y4€TOM OCHOBHBIX TpeOOBaHH WHQOP-
MalMOHHOH 0€30MacHOCTH.

e MJI-30nK-3-UMETh HaBBIKU: MOJTOTOBKH 0030pOB, aHHOTAIMi, cocTaBileHus pedeparos,
Hay4HBIX JTOKJIAJ0B, MyOJUKauid 1 Oubauorpaduu Mo Hay4HO- MUCCIIEIOBATEILCKON pa-
60Te ¢ yueroMm TpeOoBaHUN MHPOPMALIMOHHON OE30MaCHOCTH.

- IIK-3. CiocoOHOCTh 0OecrieunBaTh TPeOyeMblli KaueCTBEHHBIM OeCTiepeOOMHBIN PeXuM pa-
60Tbl THPOKOMMYHUKAIIMOHHON CUCTEMbI, MHIUKATOPAaMH JIOCTUKEHUS KOTOPO SBISAETCS:

e UJ-3nk-1-3Haer: Monenu MHCTUTYTa MHKEHEPOB MO JIEKTPOTEXHUKE M PATHOAIEKTPO-
Huke (IEEE). Monens B3aumonerictBus oTkpbIThiX cucteM (OSI) ISO. OcHoBBI cuctem-
HOT0 aJMHHUCTpUpoBaHus. CpeacTBa 3alIUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA OIle-
PAIMOHHBIX CHCTEM W CHCTEM yTpaBJIeHUs 0a3aMu NaHHBIX. TpeOoBaHMS OXpaHBI TPyIa
npu paboTe ¢ CeTeBOW ammaparypoi, ¢ amnmapaTHbIMU, MIPOrpaMMHO-ANMapaTHbIMU M
POTPAMMHBIMHU CPEACTBAMHU aIMUHUCTPHPYEMOI HMHPOKOMMYHHUKAITMOHHON CHCTEMBI.

o UJI-3nk-2-ymeer: UneHTHUIIMPOBATH MTpaBa MOJIB30BATENeH 1O JOCTYIY K MPOTPaMM-
HO-anmapaTHbiM cpejacTBaM. KoHHUrypupoBaTh ONEpaliOHHBIE CHCTEMBI, CETEBbIE
ycrpoiicTBa. [lapameTpu3upoBaTh MPOTOKOJBI KaHAILHOTO, CETEBOTO M TPAHCIOPTHOTO
YPOBHSI MOJEIH B3aHUMOJAEHCTBHUS OTKPBITHIX CUCTeM. lIpuMeHsTh mporpamMmHO-
amraparHbIe CPEeICTBA ISl JUarHOCTHKY OTKAa30B M OMIMOOK CETEBBIX yCTPOUCTB. TecTH-
poBanue mnpororuna MC Ha NpoBEepKYy KOPPEKTHOCTH aPXUTEKTYPHBIX PEIICHHH.

e UJI-3nk-3-BnaseeT HABBIKOM: YTIpaBJIEHUS JOCTYIIOM K MPOrpaMMHO-aNMapaTHbIM Cpel-
ctBaM. KOHTpOs MCHONB30BaHUS pecypcoB ceTeBbiX ycTpoicTB M [10. Ynpasnenus
6e30macHOCThIO ceTeBbIX ycTpoiicTB U I10. [TpuMeHsTh IporpaMMHO-annapaTHbIE Cpe-
CTBa IUIS IMArHOCTUKH OTKa30B U omunook I10.
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1.4 TlepeyeHb MJIAHMPYEMBbIX pe3yJIbTATOB 00y4eHusi. B pe3yiabTate u3yueHus AUCIIU-

IJIMHBI CTYACHT OOJIKCH

3HATh:

3HATh MIPABOBHIE OCHOBBI HH(OPMALIMOHHON O€30MaCHOCTH U 3alIUThl HH(POPMAIUH;
OnpeziefieHue OCHOBHBIX MOHSITHM 3allUThl HHQOpPMAIUHM, TUIIOBBIE MPOTPAMMHO-
anmapaTHble CPEACTBA M CUCTEMBI 3alUThl HHPOPMAIIMKA OT HECAaHKIIMOHHUPOBAHHOTO JI0-
CTyIla B KOMIIBIOTEPHYIO CPELY;

CrocoObl MHU(PPOBaHUS KOMITBIOTEPHBIX JaHHBIX, CTAHAAPTHI, MOAEIN U METObI MH(po-
BaHUS;

MPUHIIAITEI KPUMITOTpadUIECKIX TPeoOpa3oBaHuid, TUCKpETHOE MpeodpazoBanue Oyphe;
TUTIOBBIC CPEJICTBA 3AIIUTHI HHPOPMAIIUK U BO3MOXKHOCTH MX HCIIOJIB30BAHMS B PEalib-
HBIX 3aJ]a4ax CO3[aHUs U BHEIPEHHS HHPOPMAIIMOHHBIX CUCTEM;

yMeTb:

YMETh PEaIM30BBIBATH MEPONPHUATHS JIs1 00ECeUeHUs] Ha MPEanpusiTuu (B opraHu3a-
[[UU) JIEATEIBHOCTH B 00JIACTH 3aIIUTH HHPOPMAIIHH;

MPOBOAMTH aHAJIW3 CTENEHH 3alUIICHHOCTH UH(OPMALUK U OCYILIECTBIIATH MOBBIIICHHE
YPOBHS 3aIIMTHI C YYETOM Pa3BUTHUSI MaTEMaTHYECKOrO M MPOrPaMMHOT0O 0OecredeHHs
BBIUMCIUTENbHBIX CUCTEM;

pa3pabaThIBaTh CPEICTBA U CUCTEMBI 3alIUTHI HHPOPMAIIUU

BJIa/I€Th:

METOJIaMU 3alIUTHI IPOTPaMM OT BUPYCOB;

HaBbIKAMU ayTeHTU(UKAIIMU TTOTH30BaTENCH.

1.5 O6mas TpyaoeMkocTh AucuMILUIMHBI «H(bOpMalnoHHas 6€30MacHOCThY COCTaB-

asiet 4 3auetHbie equHUIb! (nanee — 3E) (144 gaca).

HporpaMMa npeayCcCMaTpuBacT U3YyUCHUC MATCpHUajla HA JICKIUAX U MPAKTUYCCKUX 3aHS-

tusx. [IpenxycmoTpena camocrositenpHas paboTa CTy/AEHTOB 1O TeMaM M paszzaenam. IIposepka
3HaHMUH OCYIIECTBIsACTCS (POHTATBHO, HHAUBUIYyaBHO.

1.6 O6bem AUCHMILUINHBI U BUAbI Y4eOHOM /1esiTeIbHOCTH

O0beM TUCHUILIMHBI M BH/IbI YUe0HOl JiesiTeIbHOCTH (04uHast (popma o0yueHuUst)

Bua yuyeoHoii pa6oThl Bcero uyacoB Cemectp 7/
OO61mas Tpya0eMKOCTh 144 144
AyIUTOpHBIE 3aHATHS %4 54
Jlexuun 34 34
JlaGopaTopHbie pabOThI 20 20
CamocrosiTenbpHas padora 54 54
By uTOroBOro KOHTPOJIS 36 9K3aMeH

O0beM TUCHUIUIMHBI M BHIbI Y4e0HOH 1eITeTbHOCTH (3a04Hasi popMa o0ydeHns )

Buja yue0Hoii padoThl Bcero uacoB Cemectp 9
OO61mas TpyA0eMKOCTh 144 144
AyIUTOpHBIE 3aHITHS 16 16
Jlexun 4 4
JlaGopaTopHbie pabOThI 12 12
CamocrosiTenpHas padoTta 119 119
Bu MTOroBOro KOHTPOJISE 9 9K3aMeH




2 YYEBHO-TEMATHUYECKOE IINTAHUPOBAHHUE

2.1 Ounas ¢popma 00y4eHuUs

YyeOHo-TeMaTHYECKHIl IJIaH

HaunmenoBanue
TeM (pa3aesioB)

Bcero
JacoB

AYIUTOPHBbIE 3aHATHUS

Jleknun

JlaGopaTtopHbie
padoThI

CamocTos-
TeJbHAS
padora

Benenune B nHGOPMAIMOHHYIO
6e3onacHocTh. O0Mmas mpo-
Osema nHPOPMAITMOHHOH 0e3-
OITACHOCTH MH()OPMAIIMOHHBIX
CHUCTEM.

OO011ecuCTEMHBIE OCHOBBI
3amUThl MH()OPMALIUU U TIPO-
1ecca ee 00pabOTKHU B BBIYHC-
JIMTEJILHBIX CUCTEMAaX. 3aluTa
HH(OPMALIMK TIPH PeaIU3alun
MH(OPMAIMOHHBIX TPOIIECCOB
(BBOA, BBIBOJI, TIEpE1ayua, oOpa-
00TKa, HAKOTJICHHE, XPAHECHHUE)

[TpaBoBOE OOecmieueHue
MH(POPMAIIMOHHOH 6e301acHo-
CTH

OpranuzanuonHoe odecrieye-
HUe UH(pOpMAIIMOHHOH 0e3-
OIAaCHOCTH

Texuuyeckue cpeacTna odec-
ne4eHust UHQOPMaIlMOHHON
0e30macHOCTH

3amuTa HHpOpMaIUU OT
HECaHKLMOHUPOBAHHOTO J0-
cryna. IIpegorBpanienue He-
CaHKLIMOHMPOBAHHOTO JOCTyTa
K KOMITBIOTEPHBIM pecypcam U
3alUTa IPOrPaMMHBIX CPEACTB

3amuTa OT KOMIBIOTEPHBIX
BHUPYCOB

MaremaTHuecKue U MeToAuYe-
CKHe cpecTBa 3amuThl. Kpun-
Torpaduaeckoe 3aKphITHE HH-
dbopmanuu

20

10

YHHUYTOKEHHE OCTaTOYHBIX
JaHHBIX

10.

3ammra oT norepu HHPopma-
LIMU ¥ OTKa30B [IPOTrPaAMMHO-
annapaTHbIX CPEJICTB

11.

KomnberoTepHsie cpencra
peanu3aiy 3auThl B UHPOp-
MAaIMOHHBIX CUCTEMAaxX. 3alluTa
MH(POPMAIMOHHO-

10




MPOTrpaMMHOTO 00ecTIeueHUs
Ha YPOBHE ONEPAMOHHBIX CH-
cTeM

12.

3amuTa HHPOPMAIUU HA
YPOBHE CUCTEM YIIPaBICHUS 6
0Oa3zaMH TaHHBIX

13.

Crenunpuueckne 0cCOOCHHOCTH
3aIUThl KH)OPMALIUH B JIO-
KaJIbHBIX 1 I‘JIO6EU'IBHLIX KOM-
MBIOTEPHBIX CETIX

14

14.

[Tporpamma uHpOpMaLIMOHHOM
6e3zomacHoctr Poccuu u mytn
ee peanuszanuu. CoBpeMeHHbIE 4
CpenCcTBa 3alUThl HH(OPMALUH
or HCJ]

DOK3aMeH 36

UTOoIro

144

34

20

54

I/IHTepaKTI/IBHOC oﬁyt{elme o JTMCHUIIJIMHE

HaunmenoBanue
TeM (pa3aeioB)

Bun
3aHATHSA

®opma
HHTEPAKTUBHOIO
3aHATHSA

Ko.1-
BO
4acoB

BBenenune B mH(pOpPMAIMOHHYIO 0€30MaCHOCTE.
O6mas npobsema MHGOpPMAIIMOHHONW Oe30mac-

HOCTH MH(OPMAITMOHHBIX CUCTEM.

J

Jlexuus-
JTUCKYCCHS

10

3ammTa WHQOpPMAIMA OT HECAaHKIIMOHUPOBAH-

HOT'O JOCTYTIA.

HpCI[OTBpaH_[eHI/Ie HCCAaHKIIMO-

HUPOBAHHOTO JOCTylla K KOMIIBIOTCPHBIM pC-

CypcCaM U 3aliuTa MPOrpaMMHBIX CPCIACTB

JIb

Pabora B mapax 8

UTOIro

18

2.2 3aouHas ¢opma o0ydeHust

YyeOHO-TEeMAaTHYECCKUH IIJIAH

HanmenoBanue
TeM (pa3aeioB)

Bcero
JacoB

AyIMTOpHBIE 3aHATHS

Jlekuun

JlabopaTopHbIe

padoThl

Camocrosi-
TeJIbHAS
pabora

BBenenne B wuHpOpManmoHHyr 6e3-
omacHocTh. OO6mias mpobiema uHOP-
MaIMOHHON 0e30macHOCTH UH(OopMa-
ITMOHHBIX CHCTEM.

8,5

0,5

OO1mIecucTeMHbIE  OCHOBBI  3QIIIUTHI
nHopManuu U mporecca ee oopadboT-
KM B BBIYUCIUTEIBHBIX CHCTEMax. 3a-
muTa uHGOpMAlMU TpH pealln3aluu
MH(OPMAIIMOHHBIX TPOLIECCOB (BBO,
BBIBOJI, Tiepeaada, oOpaboTka, HaKOII-
JIEHUE, XpaHEHHUE)

11

10

[IpaBoBoe obecneuenne uHpoOpMaIU-
OHHOM 0€3011aCHOCTH

8,5

0,5

Opranu3zannoHHOe obecrieueHne
MH(POPMALIMOHHOM 0€30MaCHOCTH

8,5

0,5




Texnuueckue cpencTBa OOecCICUCHHUs
MH(POPMALIMOHHOHN 0€30MaCHOCTH

12,5

0,5

12

3amuTta WHQOpPMAIMK OT HECAHKIIHO-
HUpOBaHHOTO joctyna. Ilpenorspa-
LICHUE HECaHKIIMOHUPOBAHHOTO JIO-
CTylla K KOMIIBIOTEPHBIM pecypcaM u
3aluTa MPOrPaMMHBIX CPEICTB

17,5

0,5

11

3amura oT KOMITBIOTCPHEIX BUPYCOB

MareMaTHUeCKUE U METOAMYECKHE
cpenctBa 3ammThl. Kpunrorpaguye-
CKO€ 3aKpBITHE MH(OpMAIIH

13

VHUYTOKEHNE OCTAaTOYHBIX JaHHBIX

10.

3ammTa OT MOTepH HHGPOpPMALMU H
OTKa30B IPOrpaMMHO-ANIapaTHBIX
CpPEICTB

11.

KommbroTepHble cpeicTBa peanu3aiun
3a0MThl B MH(OPMALMOHHBIX CHCTE-
Max. 3ammra UH(pOPMaIMOHHO-
IIPOrpaMMHOT0 obecrieyeHus Ha
YPOBHE OTEPALIMOHHBIX CHCTEM

8,5

0,5

12.

3ammra wHbOpMAIMM HAa  ypOBHE
CHCTEM yIpaBjeHUs 0a3aMU JaHHBIX

13.

Cnenuduyeckue 0COOCHHOCTH 3aIIUTHI
nH(pOpMaIUK B JIOKAJILHBIX M T100ajTb-
HBIX KOMIBIOTEPHBIX CETAX

14.

[Iporpamma uH(bOpManmoHHONH  O€3-
onacHocTH Poccun u myTu ee peanusa-
ui. COBpEeMEHHBIE CPENICTBA 3aAIIUTHI
uHpopmanuu ot HCJ{

DK3aMeH

9

UTOoro

144

4

12

119

HNuTepakTBHOE 00yueHHe

o JTMCHMIIJIMHE

HaumenoBanue
TeM (pa3ziesioB)

Bun
3aHSATHS

®opma
HHTEPAKTUBHOI'O
3aHATHSA

Kou-
BO
4acoB

Beenenne B nHQOpMAIMOHHYIO 0€3011acCHOCTb.
O6mast npoGiema nH(pOpMAIIMOHHON Oe3omac-

HOCTH MH()OPMALIMOHHBIX CHCTEM.

J

Jlexuus-
JUCKYCCHUS

3amuTta WHGOPMALMKA OT HECAHKIIMOHUPOBAH-
HOTO jgoctyna. lIpemoTBpalieHre HECaHKITHO-
HUPOBAHHOTO JOCTyNa K KOMIIBIOTEPHBIM pe-

CypcaM U 3allliTa MPOTPaMMHBIX CPEACTB

JIb

PaboTa B mapax

UTOro

3 COAEP)KAHUE TEM (PA3JIEJIOB)

1. BBEJJEHME B THO®OOPMAIIMOHHYO BE3OITACHOCTD. OBIIIA S ITPOBJIEMA
MHO®OPMALIMOHHOM BE3OITACHOCTU UHO®OPMAIIMOHHBIX CUCTEM
[TonsTHE HAMOHANBLHOW 0E30MACHOCTH: BUABI OE30MACHOCTU: TOCYAAPCTBEHHAS, YKOHO-
MHUYECKasi, OOIIECTBEHHAsI, BOCHHAs, SKOJOTUUYECKasl, MH(OOPMAIIMOHHAS; POJIb U MECTO CUCTEMBI
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obecrieuenust nHpopManmonHoi 6e3omacHocty (MB) B cucreme HanmnoHaabHON 0€30MMacHOCTH
P®; noxrpuna Ub, ucropus npobdiemsr Ub, yrpo3sl Ub; meTons! u cpencrsa odecneuenus 1b;
METOJIOJIOTUYECKUE W TEXHOJOTMYECKHE OCHOBBI KOMIUIEKCHOro oOecmneuenuss Mb; mopenw,
CTpaTeruu u cuctemsl odecrieuenus Mb; MeTonbl ynpaBieHus, OpraHu3alui 1 00ecriedeHus pa-
6ot 1o obecrnieuenuto Ub; obecrieuenne b B HOpManbHBIX U YpE3BBIYAHHBIX CUTYAIUAX; IIPO-
6nembl nHOpMaOHHON BOMHBL. [Ipeamer 3ammuTel. OCHOBHBIE COCTaBIIAIONINE WHpOPMALIU-
OHHYIO 0€30MacCHOCTb.

2. OBIIECUCTEMHBIE OCHOBBI 3AIIUTHI MTHO®OPMAILIMU U ITPOLIECCA EE
OBPABOTKUN B BBIYHUCJIMTEJIBHBIX CUCTEMAX. 3AIIUTA NHOOPMALIUU I1PU
PEAJIMBAIIMN MH®OPMAIIMOHHBIX ITPOLECCOB (BBO/], BbIBO/I, IIEPEJIAYA,
OBPABOTKA, HAKOIUUVIEHUE, XPAHEHHUE)

CrtpykTypa ¥ NpUHIMIB (YHKIMOHUPOBAHUS COBPEMEHHBIX BBIYHUCIUTEIBHBIX CHCTEM.
[TpoGnembl obecrieueHus: 6€301MacHOCTH 00paOOTKU U XpaHEeHHs] HHGOPMAIIUU B BBIYUCITUTEIb-
HBIX cucTeMax. ba3oBble 3Tanbl NOCTPOECHUS CUCTEMbI KOMITJIEKCHOM 3alllUThl BEIYMCIUTEIbHBIX
cucteM. AHanu3 MoJeliell HapylmuTens. YTpo3sl HHPOPMAIMOHHO-TIPOrpaMMHOMY oOecreye-
HUIO BBIYMCIIUTEIBHBIX CUCTEM M UX Kiaccupukanus. OyHKIHA CHCTEMBI 3aIUTHI 10 MPEIy-
MPEKICHUIO YTPO3 U YCTPAHEHUIO MOCIENCTBUIN uX peanu3anuu. Knaccudukaius crnoco6oB u
CPeACTB KOMIUIEKCHOW 3amuThl nHpopManuu. Kinaccudukanus MeTomoB 3amuTel HHPOPMALIUU
C UCIOJIb30BAaHUEM MIPOTPAMMHO-AMNMAPATHBIX CPEJCTB BHIYUCIUTEIHHON CUCTEMBI.

OpraHu3anyoHHasi CTPYKTypa CHCTEMBbl KOMIUIEKCHOW 3amuThl HH()OPMAIOHHO-
IPOrpaMMHOT0 obecriedeHus. YIpaBlieHue cucteMoil 3amuThl. OyHKIUU sApa CUCTEMBI KOM-
IUIEKCHOW 3aIiuThl. MHOrOypoBHEBasi CTPYKTypa CHUCTEMbI 3alllUThl HA OCHOBE NPOrpaMMHO-
anmnapaTHbIX CPEJCTB BRIYUCIUTEIHLHONU CUCTEMBI. [I[pOeKTHpOBaHUE CUCTEMBI 3AIIUTHI.

3. [IPABOBOE OBECIHEYEHUE NTHOOPMAITMOHHOM FEE30ITACHOCTU

[IpaBoBble U HOpMaTHBHBIE aKkThl B o0mactu Mb. Poccuiickoe 3akoHOIATENBCTBO B 001a-
CTH MH(OPMALIMOHHOW 0€30MaCHOCTH, 3aIIUTHl TOCYAapCTBEHHOM TallHbl M KOH(UIEHIIUAIbHON
uH(pOpMaIIMK; KOHCTUTYIIMOHHBIE TAPAHTUU TIPAB TpakJaH Ha UH(POPMAIIUIO U MEXaHU3M UX pe-
anu3aluy; MOHATHE U BUJIbI 3alUIIaeMoil HHOopMauu 1o 3akoHoaaTenbcTBy Pd; 3amura nH-
TEJIJIEKTYaIbHOM COOCTBEHHOCTH Cpe/ICTBAaMM MAaTEHTHOTO M aBTOPCKOrO IpaBa; MpaBoBas pe-
TJIaMEHTAIUsl OXPAaHHOM JEsITeNbHOCTH; MEXIyHapOAHOE 3aKOHOIAaTEIbCTBO B 00JIACTH 3aIUThI
uHpopmanuu. O030p 3apyOeKHOT0 3aKOHOIATENBCTBA B 00J1aCTH MH(POPMALIMOHHOM 0e30macHo-
CTH.

OrneHouHble CTaHIAPThl M TeXHUUYECKue crneunpukanun. «OpaHxeBas KHUra» Kak olle-
HouHbIN cTanaapT. Pexomenmanuu X.800. Crangapt «Kpurepuun onenku 6e3omacHoctu HHGOP-
MAalMOHHBIX TEXHOJIOTHI». PykoBoasamue nokyMenTsl I'octexkomuccuu Pocenn.

4. OPI'TAHU3ALIMOHHOE OBECIIEYEHUME MHOOPMAIIMIOHHOM
BE3OITACHOCTH

OcHoBHBIE ompeneNieHus W KpuTepun Kiaccudukamuu yrpo3. CiydailHbie yTpO3HI.
[Tpennamepennslie yrpo3sl. OCHOBHBIE YIPO3bI IIEIOCTHOCTH, JOCTYIHOCTH, KOH(UIEHIINAIbHO-
CTH. AHalU3 U OlleHKa yTpo3 HHPOPMAIIMOHHON 6€30MMacHOCTH 00bEKTa; OLlEHKa yIiepOa Beie-
CTBHE IMPOTUBOMNPABHOTO PACKPHITH MHPOPMALIUU OIPAaHMYEHHOTO JOCTYIA U MEPHI 1O €ro JIo-
KaJIM3alliy; CPeICTBa U METOAbl (PU3NUEeCKON 3aIuThl 0OBEKTOB; CUCTEMbl CUTHAJIU3AINH, BU-
JIeoHa0I0IeHUs, KOHTPOJISL I0CTyIa; Ccliy:k0a Oe3omacHOCTH 00BeKTa; MoA0Op, pacCTaHOBKA U
paboTa ¢ KaJpaMu; OpraHu3anus U odecreueHrue pekuMa CeKPEeTHOCTH; OpraHU3alus MpoMmycK-
HOTO ¥ BHYTPHOOBEKTOBOI'O PEKUMa; OpraHM3alus peXHMa M OXpaHbl OOBEKTOB B IpoIEcce
TPAHCIIOPTUPOBKY; 3aIIMTa UHPOPMAIIUHN MPH aBapHIX, UHBIX IKCTPEMAJbHBIX CUTYyalUsX U B
YCIOBUAX YPE3BBIUANHOTO IMOJIOKEHHS; TEXHOJIOTMYECKHE MEphl MOAJepkKaHus UH(OpMAIMOH-
HOM 0e30macHOCTH OOBEKTOB; oOecrmeueHne MHPOPMAIMOHHONW 0€30macHOCTH OO0BeKTa (yupe-
XKJIeHus, 0aHKa, MPOMBIIIICHHOTO MPEANPUSTHS) NIPH OCYIIECTBICHUH MEXIyHapOJHOIO Hayd-
HO-TEXHHYECKOTO M S3KOHOMHUYECKOTO COTPYIHUYECTBA.



9

AJIMUHHUCTPATUBHBIA YpOBEHb HH(GOPMAIIMOHHON O€30MacHOCTH. YTIPaBJICHUE PUCKAMH.
OcHoBueble nonsTus. [lonmutuka 6e3onacuoctu. [lporpamma 6e3omacHoctu. [loaroroBurtenbHbIe
JTaIbl ynpasiaeHUs puckaMu. OCHOBHBIE dTallbl YIIPABICHUS PUCKAMH.

5. TEXHUYECKHME CPEJCTBA OBECIIEYEHUS WH®OPMAIIMIOHHON
BE3OITACHOCTH

OO01u1re BOpOCH OpraHu3aliiy MPOTUBOICHCTBHS TEXHUYECKON pPa3BellKe; OCHOBHBIE Op-
TFaHU3aLUOHHBIE U TEXHUYECKUE MEPOIIPUATHS, UCIIOJIB3YEMBIE I IPOTUBOACHUCTBUS TEXHUYE-
CKOM pa3BelKe; METOJbI M CPEJCTBA 3AIIUTHI PEKUMHBIX OOBEKTOB OT YTEUKH KOH(UICHIINAIb-
HOW MH(OpMaIUK MO0 TEXHUYECKUM KaHajaM; (U3MYEeCKHe OCHOBBI 00pa3oBaHUs MOOOYHBIX
AIIEKTPOMArHUTHBIX U3IYYCHUH OT TEXHHUYECKUX CPEICTB; KaHAJbl YTEUKH MH(OpMAIMH: 3JIeK-
TPOMarHUTHbBIE, 3JIEKTpUUYECKHE (IPOBOJHBIE), BUOPOAKYCTHUYECKHE; 3alIUTa TEXHUYECKUX
CPEACTB OT YTEYKH MH(OpPMALMU 1O 3TUM KaHAIaM;HOPMBI 3(PPEKTUBHOCTH 3aIIUTHI; POJIb U
MECTO TEXHHUYECKOro KOHTPOoJIA 3((EKTUBHOCTHU 3aIIUThl MH(OpMAIMK; HOPMBI, PYKOBOJSLINE
JOKYMEHTBI 10 OpraHU3alid M BEACHUIO KOHTPOJIS; OPraHU3alMOHHBIA M TEXHUYECKUHN KOH-
TPOJIb; METOJIbI KOHTPOJISL; OCOOCHHOCTH KOHTPOJII 0OBEKTOB B pa3IM4HbIX chepax; anmaparypa
KOHTPOJISI; B3aUMOJECHCTBUE KOHTPOJBHBIX OPraHOB C MOJPAa3/IEICHUSIMH KOHTPOJISI HA MECTaX;
METOJI0JIOTHYECKUE OCHOBBI aBTOMATHU3AaLMM TEXHUYECKOIO KOHTPOJIS; OCHOBHBIE 33/1a4M TEXHU-
YECKOr0 KOHTPOJIS, TpeOyIoIe aBTOMAaTU3UPOBAHHOIO PELLICHUS.

6. 3AIIUTA HNMHPOPMAIIMN OT HECAHKIMOHHWPOBAHHOI'O JOCTVIIA.
I[MPEAOTBPAINIEHWE HECAHKIIMOHNPOBAHHOI'O JOCTVYIIA K KOMIIBIOTEPHBIM
PECYPCAM U 3AIINTA ITPOI'PAMMHLBIX CPEACTB

Wnentudukanus nonb3oBarenaeii 1 yCTaHOBICHUE UX MOJUIMHHOCTH IIPU JAOCTYIIE K KOM-
IBIOTEPHBIM pecypcaM. OCHOBHBIE 3Tallbl AOIyCKa K PECYpCcaM BBIUUCIMTEILHON cucTeMsl. M-
[10JIb30BAaHUE MPOCTOro Mnapois. Mcnonp30BaHne TUHAMUYECKH M3MEHsIoIIerocs napois. B3a-
MMHasl IPOBEpKa MOAJUHHOCTH U Jpyrue ciaydyau ono3HaHus. CrocoObl pasrpaHUYeHUs JOCTyIa
K KOMIBIOTEPHBIM pecypcaM. Pasrpanuuenue noctyna no cnuckam. Mcnons3oBaHue MaTpuIlbl
YCTAaHOBJIEHUS MOJHOMOYMH. [Ipon3BoIbHOE M NPUHYIUTENIBHOE YIpaBieHHE XocTynom. Pas-
IrpaHUYEHHE JTOCTyIa MO YPOBHSAM CEKPETHOCTH M KaTeropusM. [loHsTHe MeToK 0€30MacHOCTH.
VYnpaienue Metkamu OezonacHocTd. [laponbHOe pasrpaHMuyeHHME AOCTyna U KOMOWHUPOBaH-
Hble MeTo/bl. OCOOEHHOCTH MPOrpaMMHOM peaan3aluu KOHTPOJIS YCTAHOBJIEHHBIX MOJHOMO-
4yMii. 3alUTa IPOrpaMMHBIX CPEICTB OT HECAaHKIIMOHHUPOBAHHOTO KOIHMPOBAHMUS, UCCIIEIOBAHUS
u Mogudukauuu. [IpuBsaska nporpamm k cpesne GyHKIMOHUPOBaHMS. 3allluTa MporpaMm OT He-
CaHKLIMOHMPOBAHHOTO 3aITyCKa.

7. 3ALIUTA OT KOMIIBYOTEPHBIX BUPYCOB

BpenonocHoe mporpammHoe oOecrieueHue. VIcTopust MOSBIEHHUST KOMITBIOTEPHBIX BHUPY-
coB U (haKTOpbI, BIUAIOIIME HA UX pacnpocTtpaHeHue. [lonsrue xommbroTepHoro supyca. Oc-
HOBHBIE 3Talbl KU3HEHHOI0 IMKJIA BUPYCOB. OOBEKTHI BHEIPEHUS, PEKUMbI (YHKIIMOHHPOBA-
HUS U crienuanbHble QyHKIMU BUpYcOoB. CxeMbl 3apaxkeHus (aiinoB. CxeMbl 3apa’keHus 3arpys-
yukoB. CriocoObl MacKMpPOBKH, UCIONb3yeMble BUpycaMu. Kinaccudukanus KOMIBIOTEPHBIX BU-
pycoB. O06mias opranu3aius 3aluThl 0T KOMIBIOTEPHBIX BUPYCOB. TpaH3UTHBIN UM ITUHAMUYe-
CKUH peXUMBI aHTUBUPYCHOH 3amuThl. [lonck BUpycoB 1Mo curuatypam M 00e3BpeKHUBaHUE 00-
Hapy>KEHHBIX BUPYCOB. YTIyOJICHHBIN aHAIN3 HA HAJIUYME BUPYCOB IIyTEM KOHTPOJIS ATaIOHHO-
IO COCTOSIHUSI KOMITBIOTEPHOM CHCTEMBI. 3alluTa OT JECTPYKTHUBHBIX JECHCTBUN M Pa3MHOKEHUS
BUpYCOB. Vcronb30BaHye CpeCTB alapaTHOro M MporpaMMHOro kKoHTposs. Ctpaterus 3abna-
TOBPEMEHHOW MOJATOTOBKU K 3((EKTUBHOMN JIMKBUAIIMU TIOCIECTBUIA BUPYCHOH SMTUAEMUH.

8. MATEMATHUYECKME W METOAMYECKHWE CPEJACTBA 3AUIUTHIL
KPUIITOTPAOUYECKOE 3AKPBITUE NTHOOPMALINN

Beenenne B kpunrorpaguto. IlpeacraBnenue 3amuinaeMoil uHGOpManUU; yTrpo3bl
0e30macHOCTH MH(OPMAaLMU; LEHHOCTh MH(OpMAIMM; OCHOBHBIE TEPMUHBI M MOHATHUS
KPUNTOrpa(uu; OTKPHIThIE COOOLICHUS U UX XapaKTEPUCTHKH; MOJAEIH OTKPBITHIX COOOLICHMIA;
UCTOPUYECKHI O4YepK pa3BUTUs Kpunrorpaduu; Tumbsl kpunrorpaduyeckux cuctem. IIpoctsie
MeToAbl MU(POBaHUs: MWUPPHI MOACTAHOBKM M NepecTaHOBKU. I1oCTaHOBKM C mMepeMEHHBIM
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kod(durmentom casura. MHuorocnolinple mudpel. Mcnonb3oBanue MceBAOCTyYalHBIX YHUCEI
JUISE  TeHepanuu Kiarodeid. BpiOop MmopoXkmaromero 4mcia ¢ MaKCHMH3AIUS  JTTUHBI
MOCNIE0OBATEIbHOCTH uKcen Kiarova. Pexumbl mudpoBanus. OcoOeHHOCTH HIH(PpPOBaHUS
JaHHBIX B pekuMe peaidbHoro Bpemenw. llludpoBanme kimo4ya MpU HEOOXOIUMOCTH €ro
XpaHeHuss ¢ 3amu@poBaHHBIMU  JaHHBIMA. CKOpPOCTHBIE W  HEJAETEPMHUHHPOBAHHbBIC
nporpamMmmusbie mudpel. OCHOBBI CKOPOCTHOTO IMH(poBaHUs. BHeceHnEe HEONpPeaeIeHHOCTeH B
npouecc Kpunrorpaduyeckux mnpeoOpazoBanuil. Crannmaptel mmdpoBanus. I[IpoTokomis
pacmpesieNieHusl KJII0Yeid; MPOTOKOJIBI YCTAHOBJICHHS TMOJJIUHHOCTH; 3JIEKTPOHHAs IMQpoBas
noanuck; O61as opranu3aius Kpunrorpadpuyeckon 3auThl HHGOpMaIUU.

9. YHUUYTOXEHUE OCTATOYHbIX JAHHBIX

Beenenne B mpobnemy. Buabl octatounbix JgaHHbIX. CrnocoObl  3aluThl  OT
HCCAaHKIIMOHHUPOBAHHOI'O HUCIIOJIB30BaHUA 0OCTaTOYHOM I/IH(I)OpMaLII/II/I. Hcnonp3oBanue
CHEIHUAIM3UPOBAHHBIX MPOrPaMM [0 YHUYTOXKEHHIO OCTaTOYHBIX JaHHBIX. CrenuanbHble
PEKUMBI U OCOOCHHOCTH MIM(POBAHUS TaHHBIX B PEKUME PEATHHOTO BPEMEHH C BO3MOXHOCTb
MT'HOBEHHOTO YHUYTOKEHUS JTAaHHBIX. Hcnons3oBanue 00IIECUCTEMHBIX u
CIICHHUAJIM3UPOBAHHBIX IMTPOTrpaMMHBIX CPEACTB AJII MTHOBCHHOI'O YHUYTOXKCHUA JaHHBIX.

10. 3AIIMTA OT IIOTEPU HMHOOPMALIMHU N OTKA30B IIPOI'PAMMHO-

AIIITAPATHBIX CPEACTB
OcHOBHBIE ~ CHOCOOBI  3alIUTBI  OT  HOTepd  MHPOPMALMU UM HapyLICHUH
paboTOCIOCOOHOCTH ~ BBIYMCIHMTENBHBIX  CpeACTB.  BHeceHne  (QYHKIMOHAIBHOH |

uH(popMalMoHHOW u30bITOUHOCTH. CrocoObl  pesepBupoBanuu uHpopmanuu. I[lpaBuna
OOHOBIICHHSI PE3EPBHBIX JaHHBIX. Meroabl cxartus WHPopManuu. ApxuBanus (aiIoBbIX
naHHbIX. OCOOCHHOCTH apXUBallMK HA MAarHUTHBIE JUCKU U MAarHUTHYIO JIEHTY. Pe3epBupoBanue
CUCTEMHBIX JaHHbIX. I[lOAroTOBKa MpPOrpaMMHBIX CpPEACTB BOCCTAaHOBJIEHHsS. be3omacHas
WHCTAIUISIUS TPOrpaMMHBIX cpencTB. OO0Imue cBelleHus: 0 HapyIIeHUH JTOCTyNa K JIMCKOBOM U
ONEpaTUBHOM mNaMATH. TEXHOJOTHS BOCCTAHOBJICHHS JUCKOBOM M OINEPATHBHOW IaMSTH.
JlnarHocTUpOBaHKWE M YCTPAHEHHUE JIOTHUECKUX M (PU3HUECKUX Ae()EKTOB MAarHUTHBIX JTUCKOB.
OtmeHa pe3ynbTaToB (POPMAaTUPOBAHUS M BOCCTAHOBJICHHE MOBPEXKACHHBIX (ailIoB IaHHBIX.
3ammra QailloB OT yjHaleHus M BOCCTAHOBIEHHE YyJaleHHbIX (ailnoB. besomacHoe
KOLUIMpOBaHUE M JedparMeHTanusi AUCKOBOM mamsTH. BoccTaHoBieHuMe M ONTUMH3ALUS
OIEpaTUBHOM MaMATH KOMIIbIOTEpa. PydyHOE BOCCTAHOBJIEHHE JaHHBIX. be3onacHoe OKOHYaHue
paboThl Ha KOMIIBIOTEPE.

11. 3AIIMTA HNHOOPMAIIMOHHO-IIPOTPAMMHOI'O OBECIIEYEHHMA HA
YPOBHE OITEPAIIMOHHBIX CUCTEM

OOu1re cBesleHHs 0 pealnu3alny 3alUThl HHPOPMALMOHHO-TIPOTPaMMHOI0 0OecreueHus
B OIEpallMoOHHBIX cuctemax. Kiaccupukanus ¢GyHKOUI 3alUThl 10 YpOBHSM 0€30MacHOCTH,
nojanepkuBaeMeix onepanuonHon cucremoit (OC). Sapo 6GezomacHoctu OC. AmnmapartHas
OCHOBa peanu3anuu 3amuThl Ha ypoBHe OC. Crangaptel 1o oreHke ypoBHs Oe3onacHoctu OC.
Buecenne ¢yHkunoHanmpHON ¥ MHPOPMAIMOHHOW HM30BITOYHOCTH pecypcoB Ha ypoBHe OC.
OcHoBbl HazexxHoro anMuuuctpupoBanus OC. Vcnonb3dyemble cHocoObl pasrpaHUuEHUs
JIOCTYNa K KOMIBIOTEPHBIM pecypcaMm, a Takke CIyKObl perucTpalud M CUTHAJIW3ALUH.
Cpenctea OC mo QuarHOCTUPOBAHHUIO M JIOKAJIW3ALMM HECAHKIMOHWPOBAHHOIO JOCTyHa K
pecypcam BC. bezonacusie ¢aiinoBeie cucteMbl coBpeMeHHBIX OC (HPFS, NTFS). IToncuctemsl
6e3omacuoctr  coBpemenusix OC (Windows 95, Windows NT, UNIX), ux HemocTtaTKu u
OCHOBHBIC HamlpaBlIeHUsl coBepiieHCTBOBaHUsA. I[laponbHas ayteHTuuKkanus. OnHopa3zoBble
naponu. WneHtudukanus/ayreHTuduKanms ¢ MoMoIIpl0 OMOMETpHYEeCKHX AaHHbIX. PoneBoe
YIPAaBIEHUE TOCTYIIOM.

12. 3BAIIUTA THOOPMAILIMN HA YPOBHE CUCTEM VIIPABJIEHUA BA3SAMU
JAHHBIX

KonuenTyanbHble BONPOCH MOCTPOCHUS YPOBHEW 3allUTHl CUCTEM yMpaBieHUs 6azaMu
nanHeix (CYBJ]). OcHoBHble TpeboBanus k moacucreme OezomacHoctd CYBJl. OO6mue
CBEICHMSI O pa3TpaHUYEHUU JocTyna K 0azam naHHbIX. OOsI3aHHOCTHM aJIMUHHUCTpaTOpa IO
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3amure 0a3 JaHHBIX OT HECAaHKIHMOHUPOBAHHOTO Joctyna. OnpenencHue MOJTHOMOYMH
[0JIb30BaTeNe Mo AocTynmy K Oa3ze JnaHHBIX. lcronb3oBaHME MAaTpHUIlbl ITOJHOMOYHUHN st
pasrpaHMYeHHs JOCTymna K »JIeMeHTaM 0a3 JaHHbIX. MaHJaTHas CUCTeMa pa3rpaHUUYCHUs
JOCTyma. 3aliuTa JAaHHBIX MPH CTAaTUCTHYECKOH 00paboTke. OOIIee MOHATHE O METOCTHOCTH
0a3bl JaHHBIX. TUNbI OMMOOK, BEAYIIMX K HapyLIEHHUIO IEJIOCTHOCTH. 3aJlaHhe OTrpaHUYEeHUM
HenocTHOCTH. TpaH3akiuss U ee cBoiicTBa. BoccraHoBneHue 0a3pl naHHBIX. OcoOEHHOCTH
BOCCTaHOBJIEHUs pacupeieneHHol 06a3pl aaHHbIX. [Ipobinema HenmpoTMBOpEYMBOCTH IpU
napajiensHoii  00paboTke JaHHBIX. Mcmoibp3oBaHuWe OJOKUPOBAaHUS JUISL  YHPABJICHUS
napajuieIbHON 00paboTKO. MeToa HE3aBHCHMMOTO BBITIOJIHCHHS TpaH3aKIUi. YIpaBieHUE
NapauleJbHBIMU TPAaH3aKLUUSMU Ha OCHOBE BPEMEHHBIX M BEPCHOHHBIX OTMETOK. MeToj
oOHapy’KeHHs IPOTUBOPEUMBBIX 3alMCE JKypHala perucTpauuu. MeToJ UCIob30BaHUs TECTa
IPaBWIBHOCTH. Pazpemenue TynukoBbix curyauuil. MHcTpymeHnTansHble cpeactsa CYB/] mo
00€CIeyeHHIO LEIOCTHOCTH 0a3 TaHHbIX.

13.  CIEHUAOUYECKUE OCOBEHHOCTU 3AINUTHI WMH®OPMALIMMA B
JIOKAJIBHBIX U1 I''TOBAJIbHBIX KOMIIBIOTEPHBIX CETAX

AHanu3 CTpyKTYphl U IPUHLHUIIOB (PYHKIIMOHUPOBAHUS BBIUHUCIUTENbHBIX CETEH C MO3U-
UK obecredeHus] MHPOPMAITMOHHONW 0e30MacHOCTH. YTPo3bl HHPOPMALMOHHO-TIPOrPAMMHOMY
00ecneveHnI0, XapakTepHbIE TOJIBKO Ul paclpeieIeHHON BBIYMCIUTENBbHOM cpebl. OcoOeHHO-
CTH NIPUMEHEHMs CUMMETPHUYECKUX U aCHMMETPHUECKUX cucTeM IuugppoBanus. Pacnpenenenue
KIIIOYel MEX[y y3JaMd BBIYHCIUTEIHHON ceTh. BripaboTka cekperHbix kiaroued mo duddu-
Xennmany. Pacnipenenenue kiodel ¢ moMOLIbI0 aCHMMETPUYECKUX cUcTeM Hn@poBaHus. B3a-
MMHO€ IOATBEPXKICHUE MOJJIMHHOCTU IpuU oOMeHe coobiieHusmu B cetu. llonnepxanue ie-
JIOCTHOCTH LUMPKYJIUPYIOIUX B CeTH cooOmeHnil. @opMupoBaHue U nposepka HU(poBoi moj-
MUCH. 3amuTa OT OTpHUIaHus (JaKTOB OTIPABKH U MPHEMa COOOMIEHUH. 3amuTa OT HaOII0IeHUS
3a MOTOKOM coobieHuit (Tpadukxom) B cetu. 3ammuTa B Internetu Intranet. OcHoBHBIE TOHATHA.
ApXUTEKTypHbIE acleKThl. Mcronp30BaHne MEXCETEBBIX IKPaHOB (OpaHAMAy’pOB) Ul 3aLIUTHI
UH(OPMALIMHU B JOKAJIbHBIX BHIUMCIUTENBHBIX ceTax. Kiaccudukamus MexceTeBbIX SKpaHOB, UX
JIOCTOMHCTBA U HejocTaTku. OrpaHuueHue JA0CTyIa U3 JoKalbHOM cetu B Internet ¢ momortsio
proxy-cepsepoB. bezonacHocts JAVA-npunoxenuil. AHanu3 3amuieHHocTd. OTKa3oycTonyu-
BOCTb U 30Ha pucka. ObecrneueHne 0Tka30yCTONYMBOCTH.

14. TIPOTPAMMA WH®OPMAIIMOHHON BE30ITACHOCTU POCCHU U IIYTH
EE PEAJIM3AIIMN. COBPEMEHHBLIE CPEJICTBA 3AIIUTHI MTHOOPMALIMU OT HCJL

MeToapl M CpelcTBa OTPAaHUYEHHUS TOCTyIa K KOMIIOHEHTaM DBM, HaJe)KHOCTb CPEICTB
3allMThl KOMIIOHEHT; METOAbl M CpPEJICTBAa MPUBA3KU MPOTPAMMHOIO OOEcreueHus K
anmapaTHOMY OKPY>KEHUIO U (PM3NUYECKUM HOCUTEISIM; METO/BI U CPE/ICTBA XPAaHEHHUs KIIIOUEBOM
uH(pOpMalliY, TUIIOBBIE PELIEHUS B OpPraHU3allMy KJIIOYEBBIX CHUCTEM; 3allMTa IporpaMMm OT
U3y4YeHUs], CIOCOOBl BCTpaUBaHUs CPEACTB 3aIIUTHl B MPOrpaMMHOE OOecledeHue; 3aluTa oT
paspylaronmmx nporpaMMHbix BozaeiictBuil (PIIB), monsiTHe H30IMpOBaHHON NpOrpaMMHOMN
Cpelpl, 3allUTa IPOrpaMM OT HM3MEHEHHS U KOHTPOJIb LEIOCTHOCTH; CHCTEMHBIE BOIPOCHI
3alIUTHl MPOTpaMM U JaHHBIX, OCHOBHBIE KaTeropuu TpeOOBaHUNH K MPOTrpaMMHON U
IporpaMMHO-aNNapaTHON peanu3aliy CpeAcTB odecredeHns HHPOPMaMOHHOW 6e30acHOCTH;
MporpaMMHO-aNmapaTHeIe CPeICcTBa oOecreueHuss HHPOPMAITMOHHON 0€30MaCHOCTH B THUITOBBIX
OTIEepaLlMOHHBIX CHCTEMAaX, CUCTEMAax yIpaBJieHHus 0a3aMU JaHHBIX, BBIYUCIUTEIbHBIX CETAX.

4 METOANYECKHUE PEKOMEHJAINUU (YKA3AHUA) 1JIA CTYAEHTOB 11O
N3YYEHUIO JUCHUITJINHBI

HI/ICHI/IHJ'H/IHa HU3Yy4acTCiad CTyACHTaMU B JICKOUOHHBIX ayAUTOPHUAX W KOMIIBIOTCPHBIX
KJlaccax.

Kypc nexnuii ctpoutcss Ha OCHOBE YETKHMX MOHSTHH U (POPMYITMPOBOK, TaK KaK TOJIBKO
OpY TaKOM TIOAXOJE CTYAEHTHl TNPUOOPETAIOT KyJIbTYpy aOCTPaKkTHOTO  MBIIUICHHS,
HEOOXOAMMYIO JIi BBICOKOKBATM(DHUIIMPOBAHHOTO OakajaBpa B JII0OOW oOTpaciau 3HAHUM.
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N3noxxenne MaTepuana JODKHO OBITH IO BO3MOYKHOCTH IPOCTHIM M 0a3MpOBATHCS Ha YPOBHE
pasyMHON cTporoctu. MW3MoKeHHEe TEOPeTHYECKOro MaTepuana JUCHUILIMHBI  JOJDKHO
IPEeAIECTBOBATH J1A00OPATOPHBIM 3aHATHSIM.

BHuMmaTenpHOE CiymiaHue JIEKIWHU, YSCHEHHE OCHOBHOTO €€ COJep)KaHus, KpaTkas, HO
pa3OopumBasi 3amucCh JICKIMH - YCJIOBHE YCIEIIHOW CaMOCTOATENFHONW pPabOThl KaKIOro
cryaenra. [1oaToMy cTyaeHTHI 00513aHbI HE TOJIBKO BHUMATENBHO CIIYIIATh MPEroiaBaTels, HO U
KOHCIEKTHPOBAaTh M3JlaraéMbelii MM Marepuan. [Ipu 3TOM KOHCIIEKTHpPOBAaHHME MaTepHaia
npezcTaBisieT co00ii 3amuch OCHOBHBIX TEOPETUYECKHUX TOJI0KEHUH, pacCyKICHHH, N31araeMbIX
aekTopoM. HyXHO NHOMHHTB, YTO KOHCIIEKTHPOBAaHHME JICKIMH IaeT CTYyIEHTYy HE TOJIBKO
BO3MOKHOCTb I10JIb30BAThCS 3aMUCSIMHU JICKIHIA IPU CAMOCTOSTENIbHON TOJATOTOBKE K 3aHATHIM U
9K3aMeHy, HO W TIy0)Ke W OCHOBATEIIbHEH BHHMKHYTH B CYIIECTBO H3JIaraéMbIX B JICKIIUU
BONPOCOB, JydYllle YCBOWTh U 3allOMHHTh TEOpPETHYECKUH Marepuai. PexkomeHmyercs
BBICKA3bIBAEMOE JIEKTOPOM IMOJOKEHHE 3aluChIBaTh CBOMMH clioBaMu. [lepex 3ammchpio Hazo
MIOCTapaThCsl BHAYAJIE MOHATH CMBICI CKa3aHHOTO, HEOOXOIMMO CTapaThCsl OTJACIUTH TJIaBHOE OT
BTOPOCTEIICHHOTO U, MPEX/e BCEro, 3alucaTh OCHOBHOM MaTtepuai. KadecTBo 3amucu jekuuw,
KOHEYHO, BO MHOTOM 3aBHCUT OT HAaBBIKOB KOHCIIEKTHUPYIOIIETr0, OT €ro OOIIei MOIroTOBKH, OT
CO00Pa3UTEIHHOCTH, OT YMEHHS U3JIaraTh MPErnoJHOCUMOE PETOAaBaTeIeM CBOMMHU CIIOBAMH.

Ha otpaboTky naGopaTopHbIX 3aaHuii BeiaenseTcss He Menee 80% BpeMeHH OT 00mIero
BPEMEHH Ha JIaOOpaTOpHOM 3aHATUH, OCTajdbHble 20% BpeMEHHM BBIACISACTCS Ha IOIYYCHHUE
3aJJaHusI ¥ OTYETHOCTH 32 €T0 BBIITOJIHEHHUE TIEPE]] MTPETI01aBaTeNIeM.

OtpaboTka 1a00paTOpHBIX 33AaHUH TPOUCXOAUT CIEAYIOIIUM 00pa3oM:

1) IlpenonmaBatens mepen HadaloM 3aHATHS BBIAET 3aJaHUsl CTYACHTAM B BHUJE
TEKCTOBBIX (hailjIOB, KOTOpbIE PEKOMEHAYETCS pa3MellaTh Ha EIUHOM CETEBOM pecypce B
KOMITHIOTEPHOM KJIACCe WM Ha HH(POPMAITMOHHOM CEpBEPE;

2) CTy#eHT Ha SKpaHE KOMIIBIOTEpAa BHUMATEIBHO H3y4aeT IOJyYeHHOE 3a/aHHe, MpH
HEOOXOIMMOCTH 3a/1a€T BOTIPOCHI U YTOUHSET MOCIIEIOBATEIFHOCTD BHIMTOIIHEHUS 3a1anus. [Ipu
BBIMOJIHEHUM  3aJlaHMi  7a0opaTOpHBIX pPabOT PEKOMEHJyeTCs HCMOJIb30BaTh y4eOHO-
METOAMYECKHE MaTepHAITBI.

3) Ilocne BBIMOMHEHMS 3aJaHUS CTYIEHT COXpaHSAET Pe3yibTaThl paboThl B 3aJJaHHOM
MecCTe Ha JIOKJIbHOM Jucke DBM pabouero Mecra uiim Ha CETEBOM pecypce.

4) Cnaét BBINOIHEHHOE 3a/laHKie MPEenoJaBaTeito, A Yero BhI3bIBACT €ro, TOBOPUT, UTO
3aKOHYHJI BHITIOJTHEHUE 33/IaHUS H MOSICHAET TIOCIIEI0BATEIEHOCTh pa0boThL. [Ipn HEOOX0MMOCTH
3a1a€T BOMPOCHI M OTBEYAET HA JIOMOJHUTENBbHBIE BOIPOCH, BO3HUKAIOIIME Y NPErnoaaBaTes,
MOJTy4YaeT OLEHKY.

IIpu pabote ¢ JnuTepaTypoil TIJIaBHOE BHUMAHHE CJEIyeT YJIeNsATh OCHOBHOM
pexoMeHayeMol smTteparype. JlonoJHHUTENbHAS JIUTEpaTypa MperHa3HaueHa JUIsl pacuIupeHus
Kpyrozopa cTyAeHTa M oOecrieunBaeT (OpMHUPOBAHHME JONOJHHUTEIBHBIX MPO(ECCHOHATBHBIX
3HaHWI, YMEHUH U HAaBBIKOB.

JUis  yCHemHoro YyCBOGHMs JUCHMIUIMHBI HeoO0XoJuMa TMpaBHJIbHAs OpraHu3alus
CaMOCTOSITENTHOW Pa0OTHI CTYJCHTOB. JTa paboTa TOJHKHA COIECPIKATH!

—  peryispHyl (eXeHeledbHyI0) MpopabOoTKy TEOpeTHYeCKOro Marepuaia 1o
KOHCIIEKTaM JIEKLIUI U yuyeOHUKaM;

—  peryispHyio (€XKeHEeAeIbHYI0) MOATOTOBKY K JTaOOPATOPHBIM 3aHITHSIM, B TOM UYHCIIE
W3yYEeHHE OMHCaHUs Jab0opaTOpHBIX padoT;

—  BbINOJIHEHME KOHTPOJIbHOMN N CAMOCTOATE/IbHOM pPaboT.

Ocoboe BHMMaHUE IPH OPraHMU3ALUU CAMOCTOSTEIBHOM paboOTHl CHENyeT YJIEeNUTh
IUTAHUPOBAHUIO OJAroTOBKU. [lmanupoBanne — BaKHbINA (PaKTOp OpraHU3alMi CaMOCTOSATEIbHON
pabotel. OHO, BO-TIEPBBIX, MO3BOJSET BUAETH MEPCIEKTUBY pabOThI, BBIABIATH, paclpenessaTh
BpeMsi M MCIOJIb30BaTh €ro MO CBOEMY YCMOTPEHMIO. BO-BTOpBIX, OHO IHCUMILUIMHHUPYET,
NOJUMHSCT IOBEJEHHE CTyICHTa LesM yueObl. B cBsi3M ¢ 3TUM 00s3aTenbHO clexyer
IUIAHUPOBATh CBOIO CAMOCTOSATENbHYIO paboTy B mpezenax Hegenu. [locie Toro, Kkak coctaBieH
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IUIaH, €ro CJeAyeT CTPOro BBIMONHSTH. [IpaBUIbHO yUHTHIBas CBOE BpPEMs U PacCHpEelesisis ero B
COOTBETCTBUU C PACITUCAHUEM 3aHITHIA, CTYJICHT IPU CTPOTOM COOJIFOICHUN HAMEUEHHOTO IIaHa
CMOJKET BBIJICIUTh JOCTATOUHOE KOJUYECTBO YACOB JIJIsi CAMOCTOSTEIbHOM PabOThI.

B ciyuae mosiBieHusI Kakux-JIMOO BOIPOCOB ClieAyeT oOpamarbcs K MpEenojaBaTeiio B
yachl €ro KoHcyibTauuii. Kpurepumem kayecTBa YCBOEHHUS 3HAHHM MOTYT CIIY>KHUTh
aTTECTAIMOHHBIC OIEHKU IO JUCLUUIUIMHE U TEKYIIHE OLEHKH, BHICTABIISIEMbIE MPENOaBaTeIeM
B TEUEHHE CEMecTpa.

Y4eOHO-MeTOAMYECKOE O0ecredyeHre CAMOCTOSITeIbHOI padoThl
CTY/A€HTOB MO IMCUMUILINHE

KoumnuectBo
4acoB, B
D opMbI/BH/IBI i
HaumenoBanue . COOTBETCTBHH C
Ne CaMOCTOSITEILHOMN
pa3naesa (TemMbl) yueOHo-
padoTbI
TeMaTH4YeCKUM
MJIAHOM
1. [ToaroroBka K neKIMU-
Beenenne B mHpopmannonnyro 0e3- | nuckyccuu. Pabora ¢ KoH-
omacHOCTh. OOmas mnpobrema HWH- | CIIEKTOM U PEKOMEHIYeMOil 5
(bopManMOHHON 0€30IaCHOCTH UH- | JUTEPATYpOH 110 TEME JIEKIUU
(bOopMaIMOHHBIX CUCTEM. JUISL CUCTEeMaTH3aluu yuyeOHo-
ro MaTepuaa.
2. | OOmecucTeMHbIE OCHOBBI  3aIIUTHI
[ToaroToBKa K caMOCTOSITENb-
uHpOpMalIUM U Tporecca ee ooOpa- .
HOM1 pabote. PaboTa ¢ KoH-
OOTKH B BBIYMCIIUTEIBHBIX CHCTEMAX. .
CIIEKTOM M PEKOMEH/1yeMOi
3amura WHGOpPMAIMK TIPH peann3a- - 4
JUTEPATypPOH MO TEME JICKITUH
UM  MHGOPMALMOHHBIX IPOLIECCOB
JUIs cCCTeMaTHU3aluu yuyeOHo-
(BBOA, BBIBOJ, Mepenaya, 00paboTKa,
ro MaTepuania.
HaKOIJICHHUE, XpaHEHHE)
3. Hanucanue pedepara. 13y-
YEHHE OCHOBHOW M JOTOJIHU-
[TpaBoBoe oOecneuenne uHpopMma- .
o TEJIbHOM JIUTEpaTyphl M0 TEME 4
IIMOHHOM 0€3011acCHOCTH
nexuuu. Pabota ¢ pecypcamu
HuTtepher.

4. N3yueHnne 0CHOBHOM U J10-
OpraHu3anroHHoe obecreueHue MH- | TOJHHUTENbHOM JUTepaTypsl 2
dbopmarmoHHON 0€30MaCHOCTH 1o Teme Jiekiuu. Pabora ¢

pecypcamu MHTEpHET.

5. N3yueHnne 0CHOBHOM U J0-

TexHuueckue cpeacTBa odbecreueHus | MOJHUTEIbHOM JTUTepaTyphl 2
MH(pOpPMaLlMOHHON 06€30M1acCHOCTH o teme sekiuu. Pa6ora ¢
pecypcamu MHTEpHET.
6. [ToaroroBka k 1a60paTOpHBIM
3ammra uH(pOpMAIMU OT HECaHKIH-
pabortam. PaboTta ¢ koHCTIEK-
OHUpOBaHHOro noctyna. IIpenor- N
TOM U PEKOMEHTyeMOM JIhTe-
BpallleHUe HECAHKIMOHUPOBAHHOTO . 6
patypoii 1o Teme JeKIUH JJis
JIOCTyTIa K KOMITBIOTEPHBIM pecypcam
cUCTeMaTH3aIuy y4eOHOTO
U 3aIl{Ta IPOrPAaMMHBIX CPECTB
MarepHaa.
7. BrinosiHeHME KOHTPOIBHON
paboTsl. I3ydeHne oCHOBHOM
3amura OT KOMIBIOTEPHBIX BUPYCOB . 4
U JOTOJIHUTENBHOM JINTEpa-
TYpPBI IO TEME JICKIIHH.
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8. [ToaroroBka k 1a00paTOPHBIM
pabortam. PaboTta ¢ KoHCTIEK-
MaremaTrueckue ¥ METOJAHYECKUE .
TOM U PEKOMEHTyEeMOM JIhTe-
cpencta 3ammThl. Kpunrorpaduue- . 6
paTypoy 1o TeMe JICKIHH IS
CKO€ 3aKphITHE HH(OpMaIH
cUCTeMaTH3aIuu y4eOHOTOo
MarepHaa.
9. N3ydeHue oCHOBHOM U J10-
MOJIHUTEIBHON JINTEPATYPhI
YHUYTOKEHHE OCTATOYHBIX JAaHHBIX 4
1o Teme Jieknuu. Pabora ¢
pecypcamu MHTEpHET.
10. BrinosiHeHUE KOHTPOJIBHOM
3ammra OT MOTepu HMH(POpPMAIUU | .
pabotbl. M3ydeHue oCHOBHOM
OTKAa30B  MPOrpPaMMHO-AIIAPATHBIX o 4
P Y JOTIOJIHUTEILHOM JITEpa-
p TYPBI IO TEME JICKIIHH.
11. | KoMmbloTepHBIE CpEICTBA peanm3a- N
W3ydeHne OCHOBHOU U JI0-
UM 3aIIUTBl B HH()OPMAIMOHHBIX .
MOJTHUTEJIBHOH JINTEPATYPhI
cucreMax. 3anmra HHHOPMAaIMOHHO- 4
1o Teme Jiekiuu. Pabora ¢
NpOrpaMMHOTO  oOecriedyeHus:  Ha
pecypcamu MHTEpHET.
YPOBHE OIEePAIIMOHHBIX CUCTEM
12. W3ydeHne OCHOBHOU U J10-
3amuTa WHGOPMAIIUU HA YPOBHE CH- | TOJHHUTEIHHOU JIUTEPATYPhI 4
CTEM yIpaBJieHUs 0a3aMu JTaHHBIX 1o Teme Jiekiuu. Pabora ¢
pecypcamu MHTEpHET.
13. IloaroroBka kK caMOCTOSITEb-
HOM1 pabote. PaboTa ¢ KoH-
Cneuuduueckne 0coOEHHOCTH 3a- .
CIIEKTOM U PEKOMEHTyeMOM
IIATHl THPOPMAITUU B JIOKATBHBIX U - 6
JTUTEPATYPOH 110 TeME JICKITUU
II100aTBbHBIX KOMIIBIOTEPHBIX CETIX
JUISL CUCTEMaTH3aIuu yuyeOHo-
ro MaTepHaa.
14. . [ToaroroBka k tecty. Pabora
[Tporpamma uH(poOpManmoHHONH Oe3-
C KOHCIIEKTOM U PEKOMEH/TY-
onacHoctu Poccun u mytH ee peanu- N N
€MOIi JTUTepaTypoii 1o TeMe 2
3annu. COBpEeMEHHBIE CpelCcTBa 3a-
JICKITUY JIJIS1 CUCTEMAaTH3aliN
muThl nHQopmanuu ot HCJI
yueOHOro MaTepuaa.
UTOro 54

HocuTene napopmannu «Tepbepy. (2 gaca).

5 MPAKTUKYM 110 IMCHUIIJIMHE

Tema 9. YHHUYTOKEHHE OCTATOYHBIX JAHHDLIX

Conep:xanue

JlaGopatopnas paGora Nel. IIporpamma 0€3BO3BpaTHOTO YyAaJ€HUS JAaHHBIX C

Lenu:

1. ocBouTH paboTy ¢ MpOrpaMMoii Juid O€3BO3BPATHOIO yAAJEHUs JAHHBIX C HOCUTENEH

uHpopmanuu «Tepbepy;

2. TOJY4YUTh OMBIT PabOTHI ¢ peanm3alveld MexaHu3Ma Oe3BO3BPATHOTO YaJICHUS
TAHHBIX.

3amaun:

1. NpoYnuTaTb W  BBIIIOJHHUTH

UHCTPYKTUBHYIO  4acTb

nabopaTopHOil  paboTHI;
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2. TPOAEMOHCTPHPOBATh IPEMONABATENIO PE3YIbTAaThl BBIMOIHEHUS TPAKTHYECKOTO
3aaHus paboThI;

3. MOATOTOBHTH OTBETHl Ha BOIPOCHI, NMPHUBEAEHHBIE B KOHIE JIAOOpaTOpHOW pabOTHI;
4. OTBETUTH Ha BOIIPOCHI IIpenoaBaTesis o JadopaTopHOi padoTe.

Tema 11. KomnbloTepHbIe CpeICTBA peau3alii 3a1UTHI B UHPOPMALMOHHBIX CHCTEMAX.
3amura nHGOPMALMOHHO-TIPOrPAMMHOI0 0OecIieYeHUs1 HA YPOBHE ONlePAIMOHHBIX CHCTEM

Conep:xxanue

JlabopaTopHas pa6ora Ne2. [IporpamMma ajiss KOHTPOJISI K3MEHEHU 00BEKTOB (haisTIOBOMA

cuctembl «Dukey. (2 gaca).
Henn:

1.

OCBOUTH PabOTy ¢ MporpaMMoit Jijisi OOHapyKeHUS U3MEHEHH B 00beKTax (aiioBoil cu-
CTEMBI;

2. TOJYYHUTH ONBIT PabOTHI C pealin3alreil MexaHu3Ma KOHTPOJIS IIEIOCTHOCTH.

3agauu:

1. mpouuTaTh TEOPETUUYECKUE CBEIICHUS;

2. TPOYUTATh U BBHIOJHUTH MHCTPYKTUBHYIO YacTh 1aOOPATOPHOM paboOThI;

3. BBINOJHUATH 3aJaHUSI JUISI CAMOCTOSITEIILHOTO BBITIOJIHEHUSI B KOHIIE JIAOOPATOPHOU pado-
THI,

4. TPOJEeMOHCTPHPOBATH IMPEMONABATENI0 PE3YIbTATHI BHIMOJIHEHUS MPAKTUYECKOTO 3aja-
HUS pabOTHI;

5. TOATrOTOBHUTH OTBETHI HA BOMPOCHI, MPUBEAEHHBIE B KOHIIE TaOOPaTOPHO pabOTHI;

6. OTBETUTH HA BOMPOCHI MPETIOABATEIIS 10 JTAOOPaTOpPHOU pabdoTe.
JlaGopaTtopHas padora Ne3. [TaponbHas 3amura (2 yaca).

Henn:

MO3HAKOMHUTHCS ¢ MEXaHU3MaMHU NapOJIbHON 3aIIUTHI.

3aganus:

1. mpouuTaTh U BHINOIHUTH UHCTPYKIIMU K TaOOPAaTOpHOI pabore;

2. TOATOTOBUTH OTBETHI Ha BOIMPOCHI, MPUBEAEHHBIE B KOHIIE PaOOTHI;

3. TMPOJEMOHCTPHPOBATH MPEIOIABATEIIO BHITOJHEHHYIO IPAKTHYECKYIO YacTh PadoOTHI,

4. OTBETHUTH HA BOTPOCHI MPETIOIaBATEIIS.

Tema 8. MatemaTH4ecKkne U MeTOAUYECKHE CPecTBa 3amnThl. Kpunrorpaguyeckoe 3a-

KpbITHE HH(pOpMALHU

Conep:xanue

JlaGopatopnas paGora Ned. Kpunrorpaduyeckas 3ammura JaHHBIX Ha HOCHUTENSAX

uH(popmaluu (2 yaca).

C Touku 3pCHUSA 3allINUTLL KOH(bHHCHHHaHBHOﬁ I/IH(i)OpMaL[I/II/I, CTaHJApTHBIC CIIOCOOBI

XpaHeHus (aijoB Ha HOCUTENSIX MH(OpPMALIMKU UMEIOT HECKOJIbKO ys3BuUMocTel. Kak mpasuio,
daitnoBas cucreMa XpaHHUT Bce (aitpl Ha (PU3HMUECKOM HOCHTENE B He3almnppoOBaHHOM BHJIE.
OTO 03HAYAET, YTO MPU MOIMAJAHUN )KECTKUX JTUCKOB WIM JPYTUX HOCUTENIEH B Uy>KHE PYKH BCS
uH(pOpMaIKs ¢ HUX MOXKET OBITh MpOYHTaHa. Takue METOJbl 3aluThl, Kak maponu Windows u
nmpaBa Ha (Haisibl, HE OCTAHOBAT MPOTHUBHUKA. {7151 OOPBOBI C 3TUM HCTOIB3YyETCs MU(pPOBaHUE
uHpOpPMALIMU: B 3TOM CiIydae Ha (PU3MUYECKOM HOCHTEJE JaHHBIC XpaHATCSA B 3alIM(POBAHHOM
BUJC, YTO 3aTPyIHSET ITOCTYI, JaXE €CIH HOCHUTENb IOMajl B PACHOPSDKEHHE MPOTHBHHKA.
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OueHb Bayke€H BBIOOP MPOTrpaMMHOTO oOecrieueHus s M POBaHKs: HanpuMep, mudpoBaHue
¢aiinoB, 1ocTynmHOE B HEKOTOPHIX Bepcusix Windows kak crannaptHas GyHKIHS ONepariioHHON
CHCTEMBI, SIBISETCA CIA0bIM M HE CMOXKET 3aIUTHTh OT MPOTHBHUKA C MPO(ecCHOHATBHBIMU
HaBblkaMu. OJIHAKO, CYILIECTBYET IPOrpaMMHOE OOecledyeHHe, KOTOpoe MAET KAaueCTBEHHYIO
3aIIUTY JaKe POTUB MPOPECCHOHATIBHOTO MTPOTUBHUKA.

OnHUM W3 TpeACTaBUTENCH TAaKOro MPOrPaMMHOI0 OOECIIEUEHHUs SBISIETCS MporpaMma
VeraCrypt, KoTopas OTHOCHTCS K KJacCy HporpamM, INpeiHa3HAYeHHBIX  JUIS
KpUNTOrpaguuecKor 3alMThl JAHHBIX HAa KOMITBIOTEPHBIX HOCUTENsX WHGpopmanuu. Pabora
VeraCrypt OCHOBBIBaeTCS Ha 3alIMIICHHBIX XPAHWJIMIIAX, KOTOPbIE MOXXHO MOHTHPOBAaTh U
UCTIOJIb30BaTh KaK OOBIYHBIC JOTMYECKHE AUCKH. J|aHHBIC HAa TaKMX JMCKaX 3alIn(pOBaHbI: BCE
(aiinpl, KOTOpHIE 3alUCHIBAIOTCS HAa TAaKOW JOTMYECKUil IUCK, MHU(PYIOTCS NMpH 3alucH, H
pacupoBBIBAIOTCS MPU YTEHUH. Takas OpraHu3anus IporeccoB MuGpoBaHUs U e ()POBKH
Ha3bIBaeTcsl mmMQpoBaHueM (nemudpoBanueMm) Ha Jsery. VeraCrypt mHO3BONSET CO3/1aTh
mrdpoBaHHOE XpaHWIWIIE B BHJIE OTAeNbHOro (aiima wimm 3ammdpoBaTh >KECTKUH JHUCK
LEITMKOM WIN ero pasnenn. B TaHHON 71a00paTOPHOI pabore
paccMaTpuBaroTCst 00a BapHaHTa MCIIOJIb30BAHMS ATON MPOTPAMMBI.

JlabopaTopHnasi padora Ne5. Co3aHue U MCHONb30BAaHUE CEPTU(DUKATOB AIEKTPOHHOU
nudposoit moanucu (2 yaca).
Henn:

1. TOXYYUTH MPECTABIICHUS O MEXaHU3MaX CO3JAHMSI M MCIIOH30BAHMS CEPTUDUKATOB
3JICKTPOHHOM TU(PPOBOH TOAKCH;
2. TOJY4YUTh OMBIT paboThl ¢ cepTudukaramu DI

3aganusa:

1. mpouuTaTh U BHIMOIHUTH UHCTPYKIIHIO K JIaOopaTOpHOU padoTe;

2. TIOJTOTOBUTH OTBETHI HAa BOIIPOCHI, TPUBEAEHHBIC B KOHIIE PaOOTHI;

3. TPOJAEMOHCTPUPOBATH MPETOAABATEINIO BHITIOTHEHHYIO MPAKTUYECKYIO YaCTh PaOOTHI;
4. OTBETUTH Ha BOIPOCHI, 3a/IaHHBIE MTPETIOJaBaTelIEM.

JlaGopatopnas padora Ne8. Coznanue u pabora ¢ 3amM(ppOBaHHBIMU XpaHWIUIIAMHU
uHpopMmaiuu (2 yaca).
Hean:
OCBOUTH IIPOCThIE KpUNTOrpauuecKue CpecTBa 3alUThl HHPOPMAIIH.
3aganus:
1. mpounTaThL ¥ BHIIOJHUTL MHCTPYKIIHIO K J1a00PaTOPHOii paboTe;
2. TOATOTOBUTH OTBETHI HA BOIIPOCHL, NPUBEIEHHEIE B KOHIIE PA0OTHL;

3. NpPOIEMOHCTPHPOBATH IIPENOAABATENIO BBHINOJHEHHYIO MPAKTHYECKYIO 4acTh pabo-

ThI,

2

4. OTBCTUTH HA BOIIPOCHI, 3aJaHHBIC IPCIIOJAABATCIICM.

JlaGopaTopnasi pagdora Ne9. Co3maHne M HCIOIB30BaHUE CEPTH(PUKATOB DIEKTPOHHOM
udpoBoit noanucH (2 yaca).

B cooTBeTcTBHU CO cXeMOW paccuMTaTh CyMMapHYIO pa30opuuBOCTh (POPMAHT B CMEXK-
HOM IIOMEIIEHUH, KOPUJOpE U 3a Hapy HOU cTeHoil. Crenarh BBIBOJbI O BO3MOXKHOCTH WJIU He-
BO3MOXKHOCTH YTE€UKHU 3BYKOBOI MH(OpMAIIHH.



17

BryTpeHHHH qBOP

STAHHA
OJkHO
: K
; | | S
CMeskaan
Komuara, rae peayrcs KOMHATa
KoH(HIe [HAIbHBIE

IepPeroEopkbI @

—
Kopunop @ Hpephb

YPOBHU HHTEHCHUBHOCTH PEYHU B OKTaBHBIX Mojocax Oepyrcs u3 Tadn. 1,
JUTSI BCEX BapUAHTOB OHU OJIMHAKOBHI.
Xoz BBIIOTHEHHS 1Ta00PaTOPHOI pabOThI U €€ pe3yabTaThl IPEICTaBbTe B OpME OTUETA.

i

JlabopaTopnas pa6ora Nel0. Co3nanue U UCHONB30BAHUE CEPTH(PUKATOB AIIEKTPOHHON
undposoit moganucu (2 yaca).

B cootBeTcTBUM cO cxemoil (puc. 1) mpou3BeCTH pacyeThl 3alUIIEHHOCTA TTOME-
HICHUA OT YTEUYKU MHPOPMAITUU TI0 JIEKTPOMArHUTHOMY KaHaly.

TI'pannna koHTpONMHPYeMOH 30HEI

OxHO

IISBM

=

Puc. 1. Cxema nomenieHus Juisi IpOBEICHUS PaCueTOB

CpenHekBaipaTUUECKHe 3HAYEHUS HAINpPSHKEHHOCTH moiyid E. arMocdepHbIX moMex He
PacCUMTHIBATH, & CYUTATh OJMHAKOBBIMU JUJI BCEX BAPUAHTOB U PABHBIMMU:

100 MI'n 500 MI'n 1000 MI'n

Ea, MkB/Mm
(Ta=293°K, f,x=40 MTI'1)) 0,346 1,738 3,467
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Tema 13. Cnenupuueckue 0coO0eHHOCTH 3aAIUTHI HH(OPMAIMH B JIOKAJBHBIX U IJ1002J1b-
HBIX KOMIILIOTEPHBIX CETAX

Conep:xanue

JlabopaTopuasi padora Ne6. [loctpoenne VPN-ceTu ¢ MOAKIIOYCHHEM IO JIOTUHY U
naposito (2 yaca).

3ananus

O3HaKOMUTHCA C onucaHusIMU TexHosiorud VPN m mporpammuoro npoaykra SoftEther
VPN.

Co3znaTh ceTh U3 BUPTYAJIbHBIX MAIllMH, UMEIOIIYIO IPUBEIEHHYIO HIKE KOH(PUTYpALHIO.

YcranoButh u Hactpouth SoftEther VPN Server Ha cepBepHoOii ManuHe.

YcranoButhb 1 HacTpouth SoftEther VPN Client Ha KIIMEHTCKUX MallIMHAX.

[TpoBepuTh pabOTOCIIOCOOHOCTH CETH MPEATIOKEHHBIMH CIIOCO0AMH.

OO01mue cBegeHus

VPN

Virtual Private Network — BupTyanbHas dYacTHas CeTb — 3TO HAOOp TEXHOJOTHH,
MO3BOJIAIOIINX IOCTPOUTH JIOTUYECKYIO CETh MTOBEPX APYroil cetu, Hanpumep, Uutepuera. Takas
JIOTUYECKasi CeTh MOXKET COCTOSTh U3 ABYX M OoJiee y3JI0B, MOKET ObITh OJHOPA30BOM, TO €CTh
YCTAHABJIMBAETCS JJIsl IPOBEICHMSI TOJBKO OJHOTO €IMHCTBEHHOIO ceaHca padoThl, Tak U
CYILIECTBOBATh HA MMOCTOSIHHOM OCHOBE.

VY cereit VPN ectb aBa OCHOBHBIX Ha3Hau€HHs: |) MOCTpPOEHHE JOKAJIBHOM CETH
(COOTBETCTBEHHO OpraHM3allMsi COBMECTHOW pabOThl U paclpeesieHue pecypcoB MallWH, Kak
MPaBWIIO, HE HAXOIAMMXCS (U3MYECKH B OJHON JIOKATBHOW CETH), 2) OpraHH3aIus
3alUIIEHHOTO 0OMeHa HHOpMAaIIel MeXIy y3/1aMu, COCTABISIONIMME Takyto ceTb. VPN wacto
OPUMEHSIOTCSI KOMIIAHUSIMH, JUIsI  OpraHu3aluy  3allMUIEHHOTO  YJAJIEHHOTO JIoCTyna
COTPYJITHUKOB JIOKAJTbHBIM CETSIM MPEANPHUATHS B CiIydae ynaiéHHONU paboThl, M1 00beAUHEHUS
JIOKAJIbHBIX ceTell priinanoB, HaXOASIIMUXCS Ha OOJIBIIUX PACCTOSHUAX JIPYT OT ApPYyTa, B €AUHYIO
CeTh KOMIaHWM, W N oOMeHa 0co00 BaKHBIMH JAHHBIMH, KOTOpBIE HENb3s IepenaBarh IO
HE3alUIIEHHBIM KaHallaM CBSI3U B OTKPBITOM BHJIE.

VPN He sBisieTcsi €IUHCTBEHHBIM CpPEJICTBOM 3allUThl MEPEJaBa€MbIX JaHHBIX, HO BO
MHOTuX ciydasx cerb VPN oka3biBaeTcss Hambosee ONTHUMAalbHBIM PEHIEHHEM, U 4acTO —
€MHCTBEHHO BEPHBIM.

Nnes VPN cocTtoutr B TOM, 4TO CBSI3b OCYLIECTBJISETCSA IO CETSAM C MEHBIIUM WIH
HEU3BECTHBIM YpPOBHEM JIOBepUs (Hampumep, Mo MyOJMYHBIM CETSAM), a YPOBEHb JOBEpHUS K
MIOCTPOECHHOH JIOTUYECKOW CETH HE 3aBHCHUT OT YPOBHSI JOBEpHUs K 0a30BbIM ceTsM Omaronaps
HCIIONIB30BAaHUIO CpeNCcTB Kpumnrtorpadguu (mmdpoBaHus, ayTeHTU(PUKALNUN, UHPPACTPYKTYPHI
OTKPBITBIX KJIFOYEH, CpeICTB Ul 3allUThl OT MOBTOPOB M HM3MEHEHMH IepelaBaeMbIX I10
JIOTHUYECKON CETH COOOITICHUH ).

VPN Mmoxxer obecnieunBaTh COEAMHEHUS TPEX BUAOB: y3€I-y3€, Y3€JI-CETh U CETh-CETh.

Cerp VPN MoxeT OBITH IMOCTpOEHa Kak Ha OCHOBE CIIELUAIBHOTO 000pYyI0BaHMS,
HanpuMep MapHpyTu3aTopoB komnanuu Cisco, TaKk U Ha OCHOBE CHEIHAIbHOTO MPOrPaMMHOTO
o0ecrieyeHns WM KOMOMHUPOBAHHOTO BapHaHTA.

JlaGopaTtopunas padora Ne7/. Iloctpoenue VPN c mojakitoyeHHeM Y3JOB K CETH IO
ceptudukary (2 yaca).

3aoanusn

. npouyntante MaTepwuan paspena Ob6wwue

cCBeAEeHUNar

2. BbIMOMNHWUTE noagar otToBKY K BblMOJMNMHEHMWUI
npakKTMYyecKOMW YyacTun nabopaTopHONU paborTesl;



BbIMOMNHWUTE

exay

KITWEeHTaMMU
eXaHWUW3M
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YyCTaHOBUTE coeagnHeHMWUE
7 cepBepoOoOMm yepeas

YyTEeHTUDUKAUUKM NOoO cepTUudMKaTamM,;

NI4YeHUs a
MdbMUKaToORB,;
YyCTaAaHOBMUTE

3abnoKkKupy#mnTe
KNTMWEeHTOB

epa KINUEeHTOM,;
npoBepbTe paboToCnoCoObBHOCTbL CETMU.

MEeHAVYIITC A

bWU:

LinuxFormat:
MdbpoBb €

BO3MOXHOCT®Db
no OOHOMY n3

MeXaHW3IM ayTeHTUDUMKaAUMUM

K NPOYTEHMULI cneayowme
CONEeKTPOHHBIE noaonucwu U
cepTudUKaATHEHI. YacTb 1.»

http://wiki. linuxformat. ru/wiki/LXF93: O n e K TPOHHBIE_MNOANMU

c
2.

c
3.

n

LinuxFormat:
LMdpOBSHE

n

OpenOffice
umndpoByto

Org:

O NeKTPOHHBLIE NOAMUCH "

cepTunudUMKaATHI. YacThb 2.»
http://wiki. linuxformat. ru/wiki/LXF94: 9 ne K TPOHHBIE_NOANMHU

noanunceb

K{MMone3HOCTMU: Kak co3parThb

B JOKYMEeHTE Ooo»

https://wiki.openoffice.org/wiki/OOQo Mones3HocTHU: Kak c

o3faTb UMDpPpOBYIW NoanNnMCcbhb B AOKYMeHTe 0O

o#.DO0. 92. DO. BO. D1. 80. DO. B8. DO. BO. DO. BD. D1. 8

2. _.DO0. A1.D0. BO. DO. BC. DO. B

E. DO. BF. DO. BE. DO. B4. DO. BF. DO. B8. D1. 81. D0. B

0.
1.D0.B5.D1. 80. D1. 82. DO. B8. D1. 84. DO. B8. DO. BA.

2_
DO. BD.DO.BD.D1.SB.O.BQ_.D1.8
DO. BO. D1. 82.

A Takxe cTaTtbu 3 Wikipedia:
https://ru.wikipedia.org/wiki/UndpoBorn cepTudPpurkar
2. https://ru.wikipedia.org/wiki/LleHTp cepTuUudUuKaULUU

1

3.

https://ru.wikipedia.org/wiki/CepTuMdMKaAaT OTKPLTOIrO_ KNI

Hd4a

4. https://ru.wikipedia.org/wiki/ 9 nekKTpoHHasag noaonNMUCGL

5.

https://ru.wikipedia.org/wiki/ MHdbpac TpyKTYypa OTKPL Thl X _

Knwoyewmu

6 IMJAKTUYECKHUE MATEPHAJIBI 1JI51 KOHTPOJISA (CAMOKOHTPOJIS)

6.1 OneHoYHbIE CPEACTBA, MOKA3ATEIH U K

YCBOEHHOI'O MATEPHAJIA

HTCPUHA OLICHUBAHUSA KOMIIeTeHI il

Nupexc
KoOMIIe-
TEHIHU

Onenounoe
CPeACTBO

IHoka3aTenaun
OLICHUBAaHHUS

Kpurepun onenuBanns
c¢opMHPOBAHHOCTH KOMIIETEHUM I



https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://ru.wikipedia.org/wiki/Цифровой_сертификат
https://ru.wikipedia.org/wiki/Центр_сертификации
https://ru.wikipedia.org/wiki/Сертификат_открытого_ключа
https://ru.wikipedia.org/wiki/Сертификат_открытого_ключа
https://ru.wikipedia.org/wiki/Электронная_подпись
https://ru.wikipedia.org/wiki/Инфраструктура_открытых_ключей
https://ru.wikipedia.org/wiki/Инфраструктура_открытых_ключей
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OIIK-3,
[1K-3

CobecenoBa-
HUE

Huszkui
(HEYTOBJICTBOPUTEIHLHO)

CTyzieHT OTBeYaeT HEeNmpaBHIBHO, HEYETKO
U HeyOenuTeNbHO, aeT HEBEpHbIe ¢op-
MYJIUPOBKH, B OTBETE OTCYTCTBYET KaKoOe-
100 IPEACTaBICHHE O BOIIPOCE

[ToporoBbiii
(YIOBIETBOPUTEIIHLHO)

CTyneHT OTBEYaeT HEKOHKPETHO, ci1abo
apryMEHTHPOBAHO U HE YOCAUTEIBHO, XO-
TSI ¥ MIMEETCsl KaKOe-TO IPEJCTaBICHUE O
BOIIpOCE

ba3oBrrit
(xopor1o)

CTYI[GHT OTBCYACT B LCJIOM IIpPaBUIIBHO,
HO HEAOCTATOYHO ITIOJIHO, YETKO H Y6CI[I/I-
TCIIBHO

Bricokuit
(oTHMuHO)

CTaBI/ITCﬂ, €ClIni  MPOAECMOHCTPHPOBAHBL
3HAaHUC BOIpoCa U CaMOCTOATCIBbHOCTDH
MBIIUJICHUS, OTBET COOTBETCTBYCT Tp€60-
BaHUAM MPaBUIBHOCTH, ITOJHOTBI U apry-
MCHTHPOBAHHOCTH.

OIIK-

I1K-3

PasnoypoBHe-
BBIE 33J1a4U U
3a/1aHus

Huzkuit
(HEeyAOBIETBOPHUTENBHO)

OTBeT CTyICHTY HE 3aUUTHIBAECTCS €CIIU:

e 3ajaHue BBIIOJHEHO MEHEe, YeM Ha
IIOJIOBUHY;

e CryzneHT O0OHapyXHBaeT HE3HaHUE
00JIbIIEH YaCTU COOTBETCTBYIOLIETO Mare-
puana, JOmyckaeT owmuOku B (opmyiu-
POBKE ONpEENICHUN U MpaBWIl, UCKAXKAIO-
M€ UX CMBICHI, OECHOpsI0YHO H3Jaraer
MaTepual.

[Toporosslii
(YIOBJIETBOPUTEIILHO)

3asaHue BBIIOJIHEHO OoJjiee, YeM Ha IO0JIo-
BUHY. CTyIeHT OOHapy»XUBaeT 3HaHHE U
NIOHMMAHHUE OCHOBHBIX IIOJIOXKEHUH 3ana-
HUS, HO:

e 3naraer maTepuan HEMOJIHO U JOIyC-
KaeT HETOYHOCTH B ONPEIEIICHUU TIIOHS-
THH;

e He ymeer pocratodHo riy0oOKo M J0-
Ka3aTeJIbHO 000CHOBATh CBOU CYXACHUS U
IIPUBECTH CBOM IPUMEDBI;

e Il3naraer marepuall HENOCIEAOBATENb-
HO M JIONyCKaeT OWIMOKH B S3BIKOBOM
0(OpMIICHHUHU M3J1araeMoro.

bazoBsrii (xoporiio)

3agaHne B OCHOBHOM BBIIOJTHEHO. OTBETHI
MpaBWIbHbIE, HO:

e B orBere nomyiieHbl Manao3HAYUTENb-
HBIE OIMUOKH U HEJOCTATOYHO IOJHO pac-
KPBITO COJIEpKaHHEe BOIIPOCa;

e He mpuBeneHsl WUIIOCTPUPYIOIINE
MIPUMEPHI, HEOCTATOYHO YETKO BBIPAXKEHO
o0o01arolie MHEHHE CTYICHTA;

e Jlonymeno 1-2 Hegouera B mocien0Ba-
TEJIILHOCTH ¥ SI3BIKOBOM O(OPMIICHUU H3-
JaraemMoro.
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Bricokwii (0TM4HO)

3ajaHie BBINOJIHEHO B MaKCUMalbHOM
oobeme. OTBETHI IOJTHBIE U TPABUIIBHBIE.

e CryAeHT MOJHO H3JIaraeT MaTepuall,
JlaeT TMPaBUIILHOE OIpEesIeHNEe OCHOBHBIX
TTOHSATHH;

e OO0OHapyxHBaeT IOHMMaHHE MaTepHa-
Ja, MOXKET OOOCHOBAaTh CBOM CYKICHHUS,
IPUMEHHUTh 3HAHUS Ha NpaKTHKE, MpHUBeE-
CTH HEOOXOUMBIE IPUMEDBI;

e Il3maraer Marepuain IMOCIEIOBATEIbHO
U MPaBWIBHO C TOYKH 3PEHMsI HOPM JIUTE-
PaTypHOTO SI3BIKA.

bazosriit
(xopor10)

3agaHre B OCHOBHOM BBITIOJITHEHO:

e CryaeHT TBEpAO YCBOWJI TeMy, Ipa-
MOTHO U TIO CYIIECTBY H3JIaraeT €e, Omu-
pasich Ha 3HaHHUSI OCHOBHOM JTUTEPATYPHI;

e He gomyckaeT CyIIeCTBEHHBIX HETOY-
HOCTEH;

e VBS3BIBACT YCBOCHHBIC 3HAHUS C MPaK-
THYECKOH JACATEIbHOCTBIO;

e ApryMeHTUpPYET Hay4HbIE MOJIOKEHUS;
e JlemaeT BBIBOABI M 000OIICHHS;

e BrnageeT cHCTEMOM OCHOBHBIX IIOHS-
THUH.

Bricokuii
(oTnHMuHO)

3amaHre BBHIIOJHEHO B MaKCHMalIbHOM
obbeMe.

e CrymeHT TayOOKO U BCECTOPOHHE
YCBOMJI POOIIEMY;

e VYBepeHHO, JIOTUYHO, ITOCIICIOBATEIHLHO
¥ TPAMOTHO €T0 W3JIaraer;

e Omnupasice Ha 3HaHHUA OCHOBHOH U J10O-
MOJTHUTENBHOMN JTUTEpaTyphbl, TECHO MPUBS-
3BIBAET YCBOCHHBIC HAYYHBIC TIOJIOKEHUS C
MPAKTHYECKON JAeSITeTbHOCTHIO;

e VYMeno 00OCHOBBIBAET U apryMEHTHPY-
€T BbIJIBUT'a€MbIC UM HJICH;

e JlenaeT BBIBOJIBI M 0OOOIIICHMS;

e (CBO0OOIHO BIIAZEET HOHATUIMU.

6.2 [IpoMe:kyTOUYHASI aTTECTAIUSI CTYAEHTOB MO ANUCHUILINHE

IIpomexxyTouHast arrecTanus sSBISIETCS NPOBEPKOM BCEX 3HAHUM, HABBIKOB M YMEHUU
CTYACHTOB, IPUOOPETEHHBIX B MpOIECCEe U3YUESHUS AUCHUILTUHBL. POPMOI MPOMEXYTOUHOH aT-

TEeCTAalUH 110 AUCIHHUITIIMHE SABJIACTCA DK3aMCH.

I[J'ISI OLICHUBAHUWA PE3YJIbTATOB OCBOCHUSA NUCHUIIMHBI IPUMCHACTCA CICAYIOIUC KPUTC-

pyur OUCHHUBAHUA.

KpuTtepun onieHUBaHNSs YCTHOTO O0TBETAa HA IK3aMeHe

Ouenka 5 (OTIIMYHO) CTABUTCS, €CIIU:

MOJIHO PACKPBITO COZEpaHUe BOMPOCOB B 00beMe NMPOrpaMMbl U peKOMEHIOBAHHOM JIH-
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TEepaTyphl; YeTKO W MPABWIIBHO JAaHBI ONPEACICHHUS M PACKPBITO COACPKAHME KOHIICTITYaIbHBIX
MOHSITHIA, 3aKOHOMEPHOCTEH, KOPPEKTHO HUCIOJIb30BAaHBI HAYYHBIE TCPMUHBI, IS JOKa3aTellb-
CTBAa MCIIOJIb30BAHbI PA3IMUHBIC TCOPETUYCCKHE 3HAHMS, BBHIBOJIBI M3 HAOJIOJCHUH M OIBITOB;
OTBET CaMOCTOSITEIbHBINA, MCUEPIBIBAOIINN, 0€3 HABOAAIIUX JOMOJHUTEIHHBIX BOIPOCOB, C
OMOpPOH Ha 3HAHUs, TPHOOPETECHHBIC B MPOLIECCEe CICIIHATN3AINHN 110 BBIOPAHHOMY HAIIPaBJICHHIO
UH(POPMATUKH.

Ornenka 4 (X0poIlIo) CTaBUTCS, €CIIH:

PacKpBITO OCHOBHOE COJICPKAHKE BOIIPOCOB; B OCHOBHOM MPABUIILHO JIAHBI OMPEICICHHUS
MOHSTHI M MCITOJIh30BaHbl HAYYHbBIC TEPMUHBI; OTBET CAMOCTOSATEIbHBIN; ONPEICIICHUS TTOHATHH
HETOJIHBIC, TOMYIICHBl HAPYIICHHS MOCIEA0BATEIHLHOCTH U3JI0KECHUS, HEOOIbIINE HETOYHOCTH
IIPH KCIIOJIb30BAaHUKM HAYYHBIX TCPMUHOB WJIM B BBIBOJIAX U 000OIICHUAX, HCIIPABIISIEMBIE T10 JI0-
MOJIHUTEIIBHBIM BOIIPOCAM YK3aMEHATOPOB.

Ouenka 3 (YIOBJIETBOPUTENLHO) CTABUTCS, ECIIH:

YCBOCHO OCHOBHOE COJICpKaHHME y4eOHOro MaTepualia, HO MU3JI0KeHO (pparMeHTapHoO, HE
BCEr/ia IMOCJEA0BATEIbHO; ONPEICIICHUE MOHITHH HEJ0CTATOYHO YETKOE, HE HCIIOJIb30BAHBI B
KAaueCTBE JIOKA3aTeIhCTBA BHIBOBI U3 HAOJIIOICHUN U OINBITOB WM JOMYIICHBI OMIMOKH MPU HX
U3JI0KCHUU; JIOMYIIEHbI OUIMOKM ¥ HETOYHOCTH B HCIIOJIB30BAaHMHM HAYYHOH TEPMHUHOJIOTHH,
ONPEAETICHUHN TTOHITHH.

Ouenka 2 (HEyAOBIETBOPUTEILHO) CTABUTCS, €CIIN:

OTBET HEMPABWIBHBINA, HE PACKPHITO OCHOBHOE COJACPKAHHE MPOTPAMMHOIO MaTepHAIIa;
HE JIaHbl OTBETHI Ha BCIIOMOTAaTEJIbHBIC BOIIPOCH 9K3aMEHATOPOB; JIOMYIICHBI IPyOble OMTHOKH B
OTIpe/ICIICHUH TIOHATHH, IIPU UCTIOIH30BAaHUH TSPMUHOJIOTHH.

6.3 TunoBble KOHTPOJIbHBIC 3a/IaHUSl WJIX UHBIC MaTE€pUuaJbl, He06X0}II/IMI)Ie AJIdA
OHCHKHU PE3yJbTATOB OCBOCHHUS TUCIHUIIJIMHDBI

Ilepeyens NpuMepHBIX BONPOCOB K IK3aMEHY
1. ITousarue Ub. OcHoBubIe cocTaBisitomue Vb u ux pons npu coznanuu UC.
2. 3nauenue u posb b B coBpeMEHHOM MHpeE.
3. Yrpo3et b (0CHOBHEIE OTIpe/ieieHNs) U KPUTEPHH KIIacCU(DUKAIIMHU YTPO3.
4. ITpuMepsl yrpo3 U PUCKOB 110 BCEM OCHOBHBIM cOCTaBIsAt0IINM (acnektam) Ub.
5. Ananmu3 yrpo3 u puckoB MC ¢ Touku 3penust Ub.
6. Poccuiickoe 1 MexlyHapoJHOE 3aKOHOAATENIbCTBO B 00JIACTH 3allUThl HH(POPMALIUH.

7. Crangapthl U cienuuKalnyy B 00J1acTy 3alUThl UHPOPMAIIUU, UX OCHOBHbBIE
MIOJIO’KEHUS ¥ TIPUHLUIIBI TIOCTPOEHHUS.

8. «OpankeBasi KHATa» KaK OLIEHOYHBIA CTaHJAPT.
9. Kpurepuu orieHku 6€301MacHOCTH MHPOPMALTMOHHBIX TEXHOJIOTUI
10. OcHOBHBIE MEXaHU3MBI 1 CEPBHUCHI OE30MACHOCTH.

11. CereBas 6e30nacHOCTb, HanboJIee XapaKkTepHble YIpo3bl s ceTeBbix MIC, Toukn
BXOJ1a.

12. AnmuHHCTpaTUBHBIN yYpoBeHb b (OCHOBHBIE MOHATHS, MTOJIUTHKA 0€30MACHOCTH).

13. IIporpamma 6€30MaCHOCTH, CHHXPOHH3AITUS ITPOTrpaMMBbl 0€301TaCHOCTH C
JKU3HEHHBIM LIUKJIOM CHCTEM.

14. Yopasnenue puckaMu. OCHOBHBIE TOHATHS, TPUHIIUIIBI, STAIIbI.

15. Ilpouenypusiii yposenb Wb, kinaccudukamnus Mep 3Toro ypoBHs.
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16. [Ipuntune puzndeckoi u apxutekTypHoi 6ezonacHoctr MC. Mepapxuyeckas
opranusanus 1C.

17. Unentudukanus u ayreHTHGUKAIKS (CIIOCOObI, UX JTOCTOMHCTBA U HEJOCTATKH),
yIpaBJICHUE TOCTYTIOM.

18. praBHeHI/IC AOCTYIIOM, TEXHOJIOTMH, IPUHIOMUIIBI OPraHnu3aliuui, TUIIMYHBIC PCIICHM.

19. TexHOIOTUM MPOTOKOIUPOBAHUS U ayauTa. [IpUHIUIIBI TOCTPOCHUS U 3a/1a4H,
3aBUCHUMOCTB OT Apyrux cpeactB Ub.

20. Ucnonp3oBanue kpunrorpaduyeckux rexnonorui B UC.

21. Texuuueckue cpecTBa, 00eceunBaroINe 3alUTy HH()OPMALIUY, UX KJIacCU(PUKAIUs
Y Ha3HAuYCHUE.

22. PeaFI/IpOBaHI/IC Ha HApYHICHUC pCKUMa 6C3OHaCHOCTI/I, mpoucaypsl INIAHOBBIX
BOCCTaAHOBHUTCIIbHBIX pa60T.

23. OcoOEHHOCTH COBPEMEHHBIX HH()OPMAITMOHHBIX CHCTEM, CYIIECCTBEHHBIE C TOUKH
3peHust OE30MaCHOCTH.

24. PoneBoe yrpaBieHUE JOCTYIIOM.

25. AKTUBHBIN ¥ TAaCCUBHBIN ay/IUT.

7 IEPEYEHb HHO®OPMAIIMOHHBIX TEXHOJIOT U, UCIOJIb3YEMBIX
B NTPOIECCE OBYYEHUA

Jns obGecniedeHns: yueOHOTro mpolecca He00X0IUMO:

1) wucnosabp30BaHKE JICKIIMOHHOW M JTa00PaTOPHOW CHCTEM OOydYeHHs, YICOHUKOB, TEXHU-
YECKHUX W BU3YAIIbHBIX CPEIICTB OOYUCHUS;

2) BHYTpEHHss JIoKanbHas ceth BITIY;

3) TekcroBblit mporeccop Microsoft OfficeWord,;

4) snexrponnsie Tadauibl Microsoft OfficeExcel;

5) cucremsl mporpammuposanust (C++, Java, Delphi, Pascal);

6) HCHOJIB30BAHHWE HHTEPHET-PECYPCOB IS OpraHM3alid CaMOCTOSTEIBHON pPabOThI
CTYJICHTOB.

B o6pa3zoBarenbHOM Ipoliecce Mo JUCIUIUIMHE UCIIONB3YIOTCS CleAyIone nH(popMaIu-
OHHbIE  TEXHOJIOTMH, SBISIOIIMECS  KOMIIOHEHTaMU  OJEKTPOHHOM  HH(OpPMAIMOHHO-
oOpa3oBatensHOM cpezsl BITIY:

e Odunmanbuelii caiit BI'TIY,

KopnoparusHast ceTb 1 KOpriopaTUBHas 31eKTpoHHas nouta bI'TIY
Cuctema snexktponHoro ooyueaus @I'bOY BO «bI'TIY »;
DJeKTPOHHbIE OMOINOTEYHBIE CUCTEMBI,

MynbTUMEIUINHOE CONTPOBOXKIACHUE JIEKIIMHA U IPAKTUYECKUX 3aHATUH;
Tpenaxxeppl, BUPTyaIbHbIE CPELIBI;

8 OCOBEHHOCTHU U3YYEHUA JUCHUIIJINHBI UHBAJINJIAMMU U JIMIHAMMU C
OI'PAHUYEHHBIMHA BO3MOKHOCTSAMMU 310POBbsA

[Ipu oOGyueHuu nuIl ¢ OTpaHUYEHHBIMH BO3MOXKHOCTSMHU 3/10POBbsI IPUMEHSIOTCS aJai-
TUBHBIE 00pa30BaTENIbHBIC TEXHOJIOTHH B COOTBETCTBUU C YCIOBUSIMU, U3IIOKEHHBIMH B pa3ziel
«OCcoOeHHOCTH OpraHu3aluu 00pa30BaTENbHOIO Mpoliecca Mo 00pa3oBaTEIbHBIM IIPOrpaMMamM
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JUISL MHBAJIMJIOB M JIMII C OTPAaHUYCHHBIMU BO3MOKHOCTSIMH 3/I0pPOBbS» OCHOBHOM 00pa3oBaTeb-
HOU MporpamMMmbl (MCTIOIB30BAHUE CHEIMATBHBIX YYEOHBIX TOCOOUI U JUIAKTUYECKUX MaTepHa-
JIOB, CTICIHAJIBHBIX TEXHUYECKUX CPEJICTB 00YUEHUs KOJUIEKTHBHOTO M MHAWBUAYAIHHOTO TOJb-
30BaHUs, PEJOCTABICHUE YCIYT aCCUCTEHTA (IIOMOIIHHUKA), OKAa3bIBAIOIIEr0 O0yUYaoUMCs He-
00XOIMMYIO TEXHHYECKYIO TIOMOIIb U T.II.) C YY4ETOM MHIMBHIYAIBHBIX OCOOECHHOCTEI 00yda-
IOIINXCS.

9 CIMCOK JIMTEPATYPbI U UH®OPMAILIMOHHbBIX PECYPCOB

9.1 JIutepatypa

1. Bporr, P. bezonacHocts ceteit. [Tomroe pykoBoacTso / P. bparr, M. Poac-Oyciu,
K. Ctpaccoepr. — M.: DKOM: bunowm. Jlabopatopust 3Hanuii, 2011. — 911 c.(1)

2. Kazapun, O. B. HanexxHocTs B 0€301aCHOCTH NMPOTPAMMHOTO OOECIICUCHUS :
yaeOHoe rmocobue mis By30B / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : 31arenscTBo
IOpaiir, 2022. — 342 ¢. — (Boicmiee obpaszoBanue). — ISBN 978-5-534-05142-1. — Tekcr :
autekTpoHHBI  //  OOpa3zoBarenbHas  twuiarpopma  FOpaiir  [caiit]. —  URL:
https://urait.ru/bcode/493262 (nara obpamenus: 13.10.2022).

3. Cysoposa, I'. M. NUudopmanmonHast 6€30MacHOCTb : y4eOHOE TOCOOHE /ISl By30B
/ T. M. CyBopoBa. — Mocksa : U3natensctBo HOpaiit, 2022. — 253 ¢. — (Bsiciiee o6paso-
Banue). — ISBN 978-5-534-13960-0. — Tekcr : anextponHbIi / OOpazoBaTelbHAs TUIAT-
dopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/496741 (nara o6pamenus: 13.10.2022).

JlomojHuTEILHASA
1. Topcreitncon, I1. Kpunrorpadus u 6e3onacuocts B TexHonoruu NET / I1. Topcreiin-
coH, I'. A. I'anem; niep. ¢ anri. B.J[. Xopesa; nox pen. C.M. MonsBko. — M.: buHowm.
Jlabopatopus 3uanuii, 2007. — 479 c.(1)

2. UYepemymkuH, A.B. Kpunrtorpapuueckue mpoTtokosnbl. OCHOBHBIE CBOWCTBA M
ySI3BUMOCTH: yueO.nmocobue /uid ctyn. By3oB / A.B. Uepemymikun. — M.: Axagemus, 2009. —
271 ¢.(2)

3. bapmen, C. Pazpabotka npasmi nH(popMaoHHO# 6e3omacHocTh.: [lep. ¢ aHr. /
C. bapmen.— M.: U3narensckuit 1oM «Bunbsame», 2002. — 208 c.

4. Tepacumenko, B.A. HoBble HanpaBieHus IPUMEHEHUS KPUNITOTpapUUECKUX Me-
ToJ10B 3amuThel uH(Gopmarmuu. / B.A.I'epacumenko, A.A.Cksopuos, N.E. Xapuronos. — M.:
Panno u cBs3n, 1989. — 360 c.

5. 3aumra nporpamMmuoro obecneuenus / . I'poysep — M.: Mup, 1992. — 280 c.

6. 3uma, B.M. Be3omnacHocTh ri00aibHBIX CeTEBBIX TexHOoruii. / B.M. 3uma, A.A.
Momnnossn, H.A. MonnossH. - CI16: BXB-Ilerepoypr. - 2000. — 368 c.

7. IlerpaxoB A.B. 3amura u oxpaHa JU4HOCTH, COOCTBEHHOCTH, HH(pOpMaluu. — M.:
Paguo u cBsa3p, 1997. — 320 c.

8. Ilerpenxko, C.A. Aynut 6ezonacHoctu Intranet/ C.A.Ilerpenko, A.A. [leTpenko. —
M.: IMK TIlpecc, 2002. — 416 c.

9. Coseros, b.41. Beenenne B Teopuro 3amutsl nHbopMmaruu. / b.51. Cosetos, B.M.
3uma, A.A. MonnossH. — CII6, M3agarensckuit ientp CIIGIOTY, 2001.

10. CnecuBues, A.B. 3amura naopmaruu B nepcoHanbHbix OBM. / A.B. Crecus-
1eB. — M.: Pagno u cBs3p, 1992, — 190 c.

11. Cromnunre, B. Kpunrorpadus u 3amura cetei: nmpuHIuUNbI U npaktuka. [lep. ¢
auri. / B. Crommunre. — M.: U3a. nom «Bumaeamey, 2001. — 672 c.

12. Hlnaiiep, b. Ipuxmagnas xkpunrorpadus. [IpoTOKOIBI, aaTOPUTMBI, WCXOIHBIC
TekcThl Ha s3b1ke Cu / bproc HInaiiep. — M.: M3parensctBo TPUYM®, 2002 816 c.

13. ABepuenkos, B.1. MeTobl 1 cpeficTBa MHKEHEPHO-TEXHHUYECKOU 3alTUThI HHGOpMAITUN
[DnexTpoHHBIH pecype] : yuebHoe mocodue / B.1. ABepuenkos, M.IO. PriToB, A.B. Ky-
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BBIKJIMH [U Ap.]. — DnekTtpoH. nan. — M. : ®JIMHTA, 2011. — 187 ¢. — Pexum no-
crymna: http://e.lanbook.com/books/element.php?pll id=60717 — 3aru. ¢ skpaHa.

14. Anuxun, JI.B. Madopmanmonnass 6€301MacHOCTh U 3aniuTa HHPOPMAIHUH [ DJIEKTPOHHBIHI
pecype] : . — Dnekrpon. nan. — CII6. : U0 CII6YYuD (MHCTUTYT 3IEKTPOHHOTO
o0yuenust Cankr-IlerepOyprckoro yHUBEpCUTETa YIpaBIEHUS W SKOHOMHKH), 2011. —
269 ¢. — Pexum pocrtyma: http://e.lanbook.com/books/element.php?pll id=63950 —
3arii. ¢ ’KpaHa.

9.2 ba3bl JaHHBIX ¥ UH()OPMAIIMOHHO-CIIPABOYHBIE CUCTEMBbI

1. ®epepanbubiii mopran «Poccuiickoe obpazoBanue» - http://www.edu.ru.

2. Bcepoccuiickuii o6pa3oBaTenbHblii mopTan «MHPpOpMaMOHHO-KOMMYHHUKAIIHOHHBIE
TEXHOJIOTHH Ttegaroramy - hitps://edu-ikt.ru .

3. Poccuiickuii moptan oTkpeiToro oopasoBanus - http://www.openet.ru/University.nsf/

4. denepaibHas YHUBEPCUTETCKas KOMITbIOTepHas ceThb Poccuu - http://www.runnet
.ru/res.

5. I'noGanpHast ceTh TUCTAHIIMOHHOTO 0Opa3oBanus - http://www.cito.ru/gdenet.

6. ITopran GecryIaTHOrO TUCTAaHIIMOHHOTO 0Opa3oBaHus - WWW.anriintern.com

7. Tloptan HayyHOU IIEKTPOHHOM OubIMoTeku - http://elibrary.ru/defaultx.asp.

HopMmaTuBHbIE JOKYMEHTBI
1. TOCT 28147-89. Cucrembr 00paboTku mHbOpMauu. 3ammra Kpunrorpadude-
CKas. ATOPUTMBI KPUIITOTpapUIeCcKOro Mpeodpa3oBaHUs.

2. TOCT 34.10-94. NuadopmanmonHas texHojorus. Kpunrorpadudeckas 3amura
uHpopmanuu. [Ipouenypsl BRIpabOTKH ¥ IPOBEPKHU 3JIEKTPOHHOU IU(PPOBOI moanucu Ha Oa-
3¢ ACHMMETPUYHOTO KPUNITOTPAPUIECKOTO AJITOPUTMA.

3. PyxoBomsmmii nokymeHt ['octexxomuccun Poccun. TepMuHBI U onpenencHus B
obnactu 3amutel oT HCJI k undpopmanuu. M.: I'TK PO, 1992.

4. PyxoBomsmuii fokymeHT ['ocrexxkomuccuu Poccuu. KoHrenust 3amThbl cpeacTs
BBIYHMCIIUTENILHON TEXHUKU M aBTOMATHU3MPOBAHHBIX CHUCTEM OT HECAHKIIMOHMPOBAHHOTO JI0-
cryna k uadopmaruu. M.: 'TK PO, 1992.

5. PyxoBomsmmii qokymeHT ['octexkomuccun Poccuun. CpenctBa BHIYMCIUTEIBHON
TEXHHUKHU. 3alluTa OT HECAaHKIMOHHPOBAHHOTO AocTymna K uHpopmanuu. [lokazarenu 3amu-
menHoctd CBT ot HCJI x uadopmaruu. M.:I'TK P®D, 1992.

6. PykoBomsmuii moxkymeHT ['ocrexkomuccuu Poccuu. ABTOMaTH3HpOBAaHHBIEC CH-
CTeMBI. 3aluTa OT HECAHKIIMOHUPOBAHHOTO nocTyna K uHpopmannu. Knaccuduxamus aBro-
MaTU3UPOBAHHBIX CUCTEM U TpeOoBaHus 1o 3auute nHpopmanuu. M.: I'TK PO, 1992.

7. http://www.intuit.ru
8. http://www.citforum.ru

9.3 DJ1IeKTPOHHO-0MOINOTEYHBIE PecypChI
. OBC «IOpaiit». - Pexxum goctyma: https://urait.ru
. Monmpen (0630p CMMU). - Pexxum noctymna: https://polpred.com/news

N —
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10 MATEPUAJIBHO-TEXHUYECKAS BA3A

JUid IpoBeieHUs 3aHATHN JIEKIMOHHOIO M CEMUHAPCKOI0 TUIIA, TPYIIIOBBIX U UHIAUBHY-
aJIbHBIX KOHCYJbTALMW, TEKYILEro KOHTPOJS U INPOMEXKYTOYHOW AaTTECTALlMM HMCIOJIBb3YHOTCS
ayJUTOPUHU, OCHAUIEHHBIE Y4eOHON MeOesblo, ayIMTOPHON JOCKOM, KOMIIBIOTEPOM C YCTaHOB-
JICHHBIM JIMIEH3UOHHBIM CIEIHATN3UPOBAHHBIM ITPOrPAMMHBIM OOECIIEYCHHEM, C BBIXOJOM B
3JIEKTPOHHO-OMOIMOTEYHYI0 CUCTEMY M JIEKTPOHHYIO HH(OPMAIMOHHO-00Pa30BaTEIIbHYIO
cpeny BITIY, MynbTUMETUHHBIMH TPOEKTOPAMH, HKCHO3MLIMOHHBIMU SKpaHaMu, y4yeOHO-
HarJsIIHBIMU TOCOOUSAMH (MYJIbTUMEAUMHBIE IPE3EHTALUHN).

CamocrosTenbHas paboTa CTYAEHTOB OPraHU3YeTCs B Ay TUTOPHUIX OCHALICHHBIX KOMIIb-

IOTEPHON TEXHUKOHN C BBIXOJOM B 3JIEKTPOHHYIO MH(GOPMAIMOHHO-00Pa30BaTEIbHYIO CPEAY BY-
3a, B CIICIIMAJIM3HUPOBAHHBIX JIA0OPATOPHAX O JUCIHUILUIMHE, a TAKXKE B 3ajaX JOCTYIa B JIOKAJIb-
Hyto cetb BI'TIY, B maboparopuu 1ncuxoiaoro-negarorudeckux UCCiael0BaHuM U JIp.

st oGecnieyeHust yueOGHOTO Ipoiiecca He0OXO0aUMO:

JIEKIIMOHHAs ayUTOPUS C MYJIbTUMEANA-TIPOEKTOPOM;

— KOMIIBIOTEPHBIN KJIacC C BbIXOJOM B MIHTEepHET n BHyTpeHHIOK0 ceTb bI'TIY;
— o¢ucusie nporpammser. MS Office Word, MS Office Excel;

— cucrembl nporpammupoanus (C++, Java, Delphi, Pascal);

— Opaysepbl.

Hcnonszyemoe nporpammuoe obecrneuenue: Microsoft @ WINEDUperDVC AllLng Up-
grade/SoftwareAssurancePack Academic OLV 1License LevelE Platform 1Year; Mi-
crosoft®OfficeProPlusEducation AllLng License/SoftwareAssurancePack Academic OLV
1License LevelE Platform 1Year; Dr.Web Security Suite; Java Runtime Environment; Calculate
Linux.

Pa3paborunk: Cepruenko A.1O., HauanbHUK yIIpaBieHUs HH(OPMaLlMOHHON Oe30macHo-
ctn OO0 «Croxapsbl», cT. mpenojasareib kadeapsl napopmatuku u MIIN.
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11 IMCT UBSMEHEHHUH U JOITOJTHEHUM

YTBep:kaenne usMmenenuii u nonoanenuii B PIJI nas peannsauuu B 2023/2024 yu. r.

PIT/T nepecmoTpena, obcykaeHa u omobpena st peanusanuu B 2023/2024 yueonom

rojly Ha 3acelaHuM Kadeapsl HHPOPMATUKN U METOIUKHU MPETnoAaBanus MHHOpMaTHKH (TIPOTO-
koJ Ne 8 ot 24.05.2023 r.).

YTBep:xkaeHne usmeneHuii u nonojHenuit B PILJL nas peanuzanuu B 2024/2025 yu. r.

PIT/] obcyxnena u oqoOpena s peanmuzanuu B 2024/2025 y4. r. 6e3 u3MeHeHUH Ha 3a-
cenaHuM Kadeapbl MHGOPMATUKY U METOIMKHU MpenojaBaHus UHPopMaTuku (mpotokos Ne§ ot
29.05.2024 r.).

YTBep:xkaenue usmeneHuii u nonojHenuit B PILI nas peanuzanuu B 2025/2026 yu. r.

PI1/] oGcyxnena u omodpeHa mist peanu3anuu B 2025/2026 yu. r. Ha 3acefanuu Kadeapsol

nH(pOpPMATUKK U METOAUKHU MpernofaBanus uHbopMmatuku (mpoTokos Ne6 ot 26.03.2025 r.). B
PIIJI BHECEHBI CneAyOMME U3MEHEHHS U TOTIOJIHEHHUS :

Ne uzmenenus: 1
Ne cTpanuIbl ¢ H3MEHEHUEM:

HckmrounTh: Bxirounts:

No uzmenenus: 2
Ne cTpanuIbl ¢ MN3MEHEHUEM:

HckmrounTh: Bxirounts:




