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1 IIOSICHUTEJIBHAS 3AIIUCKA

1.1 Ilenp AWCUWIUIMHBI. WM3yYCHHE OCHOB TIOCTPOCHUS U  (QYHKIMOHUPOBAHWUSI
KOMITBIOTCPHBIX I/IHq)OKOMMYHI/IKaL[I/IOHHbIX CCTCfI, IMPUHIMIIOB YIIPABJICHUA W AOUAIrHOCTUKH
WHPOKOMMYHUKAIIMOHHBIX CETEH C IOMOIIBI0 pa3IMYHOrO MPUKIAIHOTO IMPOrPAMMHOTO
obecnieuenus (I10).

HGHI/I npenoaaBaHys AUCHUILIAHBIL:

— pa3BUTHE NPUPOHBIX 33aTKOB U TBOPYECKOTO MOTEHIIMANIA TUYHOCTH, (POPMHPOBAHNE
y CTYJICHTOB >K€JIaHUs U IOTPEOHOCTH Peann30BaTh CBOM CIIOCOOHOCTH;

— (opMupoBaHHE OOLIEUYEIIOBEUECKUX HOPM TI'yMAHHUCTHYECKOM MOpaH, KYJIbTYpbl
00LIeHMs], KYJIbTUBUPOBAHNE UHTEJUIMTEHTHOCTU KaK BBICOKOW MEpbl BOCIIUTAHHOCTH;

— BOCIUTAHHE TOJOXXHUTEIBHOTO OTHOWICHUS K  TPYIy, pPa3BUTHE MOTPEOHOCTH B
TBOPYECKOM TpY/JI€, BOCIUTAHNUE COLIMATIbHO 3HAYMMOM 11€JI€YCTPEMIIEHHOCTH;

— IpUOOIIEHHUE CTYAEHTOB K CUCTEME KYJIbTYPHBIX LIEHHOCTEH, OTpaXkaroniux 00raTcTBo
00111€4eI0BEYECKON KYJIbTYPHI;

— pPa3BUTHE Yy CTYICHTOB BHYTpPEHHEW CBOOOJbI, CIIOCOOHOCTH K CaMOOIPENENIEHHUIO,
caMO-peau3aluy, CaMOpa3BUTHIO.

1.2 Mecto qucuuniuabl B cTpykType OOII: [uciummnaa « HpOoKOMMYHHKAIIMOHHEIE
CHCTEMBI U CETH» OTHOCUTCS K AUCHHUILIMHAM 00s3arenbHoi yactu 6iioka b1 (51.0.33). dannoii
JTUCITUIUIMHE TPEAMECTBYeT u3ydeHue mucuuiumH «MHapopmarukay, «OnepalroHHBIC CH-
CTEMBI».

1.3 IncuunjimHa HanpaBJieHa HA (popMuUpoOBaHue cieayomux komnerennuii: OITK-
3, 1IK-3.

- OIIK-3. Cnioco6eH pemarh CTaHJapTHBIE 3a/1a41 TPOpeCCUOHATBHOM eI TeTbHOCTH Ha
OCHOBE€ MH(OpMallMOHHON 1 OubIHMorpaduyeckoil KyJbTypbl ¢ IPUMEHEHHEM UH(POPMAIIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTMHA M C y4eTOM OCHOBHBIX TpeOoBaHMH MH(OpMaIMOHHON Oe3-
OMACHOCTH, MHANKATOPAMH JIOCTH)KEHUS KOTOPOU SIBIISETCS:

e W/I-lonk-3-3HaTh: IPUHLMUIIBI, METOJBI U CPEICTBA PEIIEHUS CTAaHAAPTHBIX 3a1ad Ipo-
(eccruoHaIbHOW N1eATENbHOCTH Ha OCHOBE HMH(OpPMaMOHHOW M Oubnuorpaduyeckoit
KyJbTYpPBI C IPUMEHEHHEM MH(OPMaLIOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTUH U C yue-
TOM OCHOBHBIX TpeOOBaHUMN HH(DOPMAITMOHHON 6€30I1aCHOCTH;

e MH/I-20onk-3-yMeTh: pemiaTh CTaHAAPTHBIE 337a4 MPO(HEeCCHOHAIBHON AEATEIbHOCTH Ha
OCHOBE MH(QOPMAIIMOHHON 1 Oubnuorpaduyeckoil KylIbTypbl C IPUMEHEHHEM HHpOpMa-
[IUOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJOTHI M C yU4eTOM OCHOBHBIX TpeOoBaHMM MHGOP-
MAaIlMOHHOM 0€30IaCHOCTH

e MH/I-3onk-3-uMeTh HABBIKM: ITOJTOTOBKH 0030pOB, aHHOTAIMH, COCTaBlIeHHs pedepa-
TOB, HAYYHBIX JIOKJIQJIOB, MyOJMUKaIuii u Oubauorpaduu Mo HaydyHO- UCCIIET0BATEIbCKOM
pabote ¢ yueTom TpeboBaHU HH(HOPMAIITMOHHON 0€30MaCHOCTH.

- IK-3. CriocoOHOCTh 00ecTieunBaTh TPeOyeMbIii KaueCTBEHHBIN OecriepeOOWHBIN peXuM pa-
60Thl THPOKOMMYHHUKAIIMOHHON CUCTEMBI, MHAMKATOPAMM JIOCTH)XEHUSI KOTOPOH SIBIISETCS:
e MNJ/I-3nk-1-3HaeT: Moaenu MHCcTUTYTa MHXEHEPOB T10 DJIEKTPOTEXHUKE U PATHOIIEKTPO-
Huke (IEEE). Moaens B3anmoaerictBus oTkpbIThix cucteM (OSI) ISO. OcHoBBI cuctem-
HOTO aJIMUHUCTpHpoBaHus. CpencTBa 3allUThl OT HECAHKIIMOHUPOBAHHOTO JI0CTYIIA OIle-
paIOHHBIX CHCTEM U CHCTEM YIpaBiieHHs 0a3zamMu JaHHbBIX. TpeboBaHUS OXpaHbl Tpyna
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npu paboTe ¢ ceTeBO anmnapaTypoii, ¢ anmnapaTHbIMU, IPOrpaMMHO-aNNapaTHBIMU U IIPO-
IPaMMHBIMH CPEJICTBAMH aIMUHUCTPUPYEMON HH()OKOMMYHHUKAIIMOHHON CUCTEMBI.

o MU-3nk-2-ymeer: VneHTHGUIIMPOBATH MpaBa MOJIb30BATENICH 1O JOCTYITy K MPOTpaM-
MHO-anmnapatHeiM cpeacrsaM. KoH(urypupoBate ornepalmoHHbIE CHUCTEMBI, CETEBbIE
ycrpoiictBa. IlapamMerpusnpoBarhs IpOTOKOJBI KaHAIBHOIO, CETEBOIO M TPAHCIIOPTHOIO
YPOBHS MOJEJIM B3aUMOJECUCTBUS OTKPBITBIX CUCTEM. [IpuMeHATh IporpaMMHO-amapar-
HBIE CPEJICTBA VISl IMATHOCTUKH OTKA30B M OIIMOOK CETEBBIX YCTPOUCTB. TecTupoBaHue
npororuna MC Ha mnpoBepKy KOPPEKTHOCTU APXUTEKTYPHBIX PEIICHUM.

e MHNJ/I-3nk-3-BiaieeT HABBIKOM: YTIpaBJIECHHE JOCTYIIOM K HpPOTPaMMHO-aIMapaTHBIM
cpeactBaM. KoHTpoJIb UCII0JIB30BaHUS pECYPCOB ceTeBbIX ycTpoiicTB U 110. Ynpasienue
Oe3omacHOCTbIO ceTeBbIX ycTpoicTB U [10. IlpuMensaTs nporpaMmMHoO-annapaTHble Cpell-
CTBA JJIsl IMArHOCTUKH 0TKa30B U omnbok [10.

1.4 llepeyens MIaHUPYEMBbIX pe3yJbTaTOB 00y4eHus. B pe3ynpraTe U3ydeHus auc-

LUUIJIMHBI CTYJEHT J10JKEeH
3HATh:

— TEOPETUYECKHUE OCHOBBI MHPOKOMMYHUKAIIMOHHBIX CETCH, MOJICITA U CTPYKTYPhI KOMITh-
FOTEPHBIX CETEW;

— 001IKe IPUHIIUIIBI TPOSKTUPOBAHUS U TPeOOBaHUS K MHPOKOMMYHHKAIIMOHHBIM CETSAM;

— MPUHLUIBI CTAHIAPTU3ALNN, OCHOBHBIE CTEKU CETEBBIX IPOTOKOJIOB;
yMeTh:

— NPOEKTUPOBATH U OPraHU30BbIBATH OJHOPAHTOBbIE KOMIIBIOTEPHBIE CETH U CETHU C BbIJIE-
JICHHBIM CEPBEPOM;

— peaTn30BBIBaTh CETEBOM OOMEH U 3alUTy UH()OPMAIIMK B KOMITBIOTEPHBIX CETHX;
BJIA/IETh:

— METOJaMU HaCTPONKHU CETeBBIX UHTEP(EICOB;

— OCHOBHBIMH YTHJIUTAMH JUTS aHATTN3a COCTOSIHUSL CETU U CETEBOTO TpaduKa;

— aHTHBHPYCHBIMHU IMAKETAMH U CETEBBIMHU (PUIBTPAMHU.

1.5 O6uas Tpya10eMKOCTh AUCHMILITMHBI «TH)OKOMMYHHKAIIMOHHBIE CHCTEMBI U CETH
coctasisier 5 3aueTHbIx equnul] (gaiee — 3E) (180 gacos).

[TporpaMma mpenycMaTpUBaeT U3ydeHHe MaTepHalia Ha JICKIHSIX U MPAaKTHYSCKUX 3aHs-
trsix. [IpegycMoTpeHa caMocTosTeNnbHas paboTa CTYICHTOB [0 TeMaM M pa3zenaM. [IpoBepka 3Ha-
HHI OCYILECTBIIsICTCS HPOHTATBHO, HHANBUIYaIBHO.

1.6 O6bem AUCHMILVINHBI U BUAbI Y4eOHOH 1esITeIbHOCTH

O0beM TUCHUILIMHBI M BHIbI Y4e0HOH 1eiTeTbHOCTH (04Has (popmMa o0yueHust)

Buj yuedHoii padoThl Bcero yacoB CemecTtp 6
OO6mas TpyA0eMKOCTh 180 180
AynuUTOpHBIE 3aHATHS 72 72
Jlexun 32 32
JlaGopatopHble paboThI 40 40
CamocrosiTenpHas pabora 72 72
Bua uroroBoro KOHTpoOIst 36 JK3aM€EH

O0beM TUCHUIUIMHBI M BHIbI Y4e0HOH 1eATeIbHOCTH (3a04Hasi opMa o0ydeHns )
Bua yueOHoii padboThI Bcero yacosn Cemectp 7 Cemectp 8
OO6m1ast TPy A0€MKOCTh 180 12 108




AyIUTOpPHBIE 3aHIATHS 20 8 12
Jlexkuun 10 4 6
JlaboparopHbie paboThI 10 4 6
CamocrosiTenpHas padbora 147 60 87
Byt uTOroBoro KOHTpOJIsl 13 3a4yeT 9K3aMeH
2 YYEBHO-TEMATHUYECKOE INTAHUPOBAHUE
2.1 Oynas ¢opma o0yueHus
YueOHO-TeMAaTHYECKUIi IIaH
AyIMTOpPHbIE 3aHATHS Camo-
HaumeHoBaHue Bcero Jlagopatopunie cTost-
Ne TeM (pa3aeioB) 4acoB Jleknuu padorut Teh
Has pa-
0orta
1. Bgenenue B npeamer 2 1 0 1
2.| DBoxronus HH(bE)KOMMyHH- 35 1 0.5 5
KallMOHHBIX ceTei
3.| OOmue TpeOOBaHUS K CETH 9.5 5 05 v
4, OO011e MPUHIUIIBI TOCTPOE- 165 4 45 8
HUS CETH
5.| Crangapruzauus cereil. ba-
30Bas ATAJIOHHAs MOJEINb 9 2 1 6
CETH.
6. | KomnoHneHTs! HH(pOpMAIIMOH-
HbIX ceTeil. CucreMsl nepe- 18 6 4 8
Ja4d JaHHBIX. TEeXHOIOTHH
(hU3UIECKOTO YPOBHS.
7. | CtpykTypu3auus cetu. bazo-
BBIE TEXHOJOTHH JIOKAMLHBIX 20 4 8 8
cerei. [IpoToKOIBI KaHAIB-
HOTro ypoBHs Mozenu OSI
8. | KoMmmyTarus 1 MyJIbTHILICK-
cupoBaHue. TeXHOJIOTUH ceTe- 30 4 10 16
BOTO U TPAHCTIOPTHOTO YPOB-
Her Mmogenu OSI
9. | IIporpammHOe obecrieueHne
KOMIIBIOTEpHBIX ceTelt. 1Ipo-
TOKOJIBI CETEHE3aBHUCHMBIX 20 6 6 8
ypoBaeit mogenu OSI Cere-
BbIE CITY>KOBI
10| Ynpasnenue CeTAMH. Ontu- 155 9 5.5 8
MU3AIHS CETEH.
DK3aMeH 36 0 0 0
UTOro 180 32 40 72

HNHTepakTHBHOE 00y4YeHHe MO TUCHUIINHE




dopma Koua-
HaunMeHnoBanue Bun
Ne HHTEPAKTHBHOIO BO
TeM (pa3aesioB) 3aHATHS
3aHATHUSA 4acos
1.
OO6mue TpeboBaHUA K CETH ek CobecenoBanue 1
2.
OO0111e NPUHLKITBI TOCTPOSHUSI CETH oK CobeceoBatme 1
3. Cranpaptuzauus cereil. basoBas stamoHHas
JIEK CobecenoBanue 1
MOJIEJIb CETH.
4. | KommnoHeHThl HH(GOpMAMOHHBIX ceTel. CH-
CTEMBI IIepejaun JaHHBIX. TeXHOIorun QU3u- JeK CobecenoBanue 2
94ECKOT'0 YPOBHHI.
5. | Ctpykrypu3anus ceTd. ba3oBble TEXHOIOTUN
JoKaJIbHBIX ceTeil. [IpoTokoIbl KaHaIbHOTO JeK CobecenoBanue 2
ypoBHs Mmozenu OSI
6. | KoMmmyTamust u MyJIbTUTUIEKCHpOBaHUE. Tex-
HOJIOTHUHU CETEBOI'0 U TPAHCIIOPTHOTO YPOBHEH JIeK CobecenoBanue 1
mojienu OSI
7. | IIporpamMMHOe 0OecTieueHnEe KOMITBIOTEPHBIX
ceteil. [IpoToKOIIBI ceTeHe3aBUCUMBIX YPOBHEH JIeK CobecenoBanue 1
mojaenu OSI CereBble ciy»KObI
8. o JIEK CobecenoBanue 1
Yupasienue cetsimu. ONTUMU3ANNAS CETEH.
9. DBoronus THPOKOMMYHHUKAIIMOHHBIX CEeTel 146 Brinonnenue te- 1
CTOBOT'O 33JIaHUS
10.| OOGmmue TpeOoBaHUS K CETH 186 Brimonuaenue Te- 1
CTOBOT'O 33JIaHUs
11.| OOmue NPUHIHUITEI TOCTPOCHHSI CETH 136 Pabota B manbIx 2
rpymnmnax
12.| Cranmgaprusanus cereil. bazoBas 3tajoHHas 186 BrimonHenue te- 1
MOJIETIb CETH. CTOBOT'O 33JIaHUs
13. | KommoneHTH MHPOPMAIMOHHBIX ceTeil. Ch-
Pabora B manbIx
CTeMBI TIepeIauu JaHHBIX. TeXHOIOTHH QU3u- n1ab R 2
YECKOT'0 YPOBHHI. Py
14. | Ctpykrypu3anus cetu. ba3oBbie TEXHOIOTUN
PYKTyprzatist Pabora B manbIx
JoKaJbHBIX ceTeil. [IpoTokobl KaHAIbHOTO n1ab 1
rpymnmnax
ypoBHs Mmozenu OSI
15. | KommyTanus u MyJIbTHIUIEKCHpOBaHuE. Tex-
yran y p . Pa6ora B Maibix
HOJIOTHUHU CETEBOTO U TPAHCIIOPTHOTO YPOBHEH n1ab 2
rpymnmnax
mozenu OS]
16. | TIporpammHOe 0OeCTIEeYeHNE KOMITBIOTEPHBIX
. . Pabora B ManbIx
cereid. [IpOTOKOJIBI CETEHE3aBUCUMBIX YPOBHEH nab 2
rpymmax
mojaenu OSI CeteBble cIy»KObI
17. 146 Pabora B ManbIx 5
VYnpasneHue ceTssiMA. ONITUMHU3aLKs CETEH. rpymnmnax
UTOro 24
17.2 3aounas popma oOyueHust
Y4eOHO-TeMaTHYECKHH IJIAH
\ Ne \ HaumenoBanue \ \ AyIMTOpPHBbIE 3aHATHS




TeM (pa3aesioB) Bcero Camocro-
ya- Jlekuun Jlaboparopupie siTeJIbHASA
padoThI
COB pabora
7 cemecTp 70 4 6 60
1. | Beenenue B mpeamer 12 2 0 10
2. | DBomronus I/IH(bOIfOMMy- 0.5 1 15
HUKAIMOHHBIX CETEN 16,5
3. | Obmue TpeboBanms k cetu | 17,5 0,5 2 15
4. | O6mue TPUHIMUOBI TIO- 1 3 20
CTPOCHHSI CETH 24
8 cemecTp 97 4 6 87
5. | CrangapTu3aius  CETCH.
ba3zoBas »TanonHas Mo- 1 0,5 14
JIENb CETH. 15,5
6. | KomnonenTs nadopmarm-
OHHBIX ceTel. JInnun
CBA3U U KOMMYTaLlMOHHOE 1 1 14
obopynoBanue. TexHo0-
TUU (PU3UYECKOTO YPOBHS. 16
7. | Crpykrypu3zauus cetu. ba-
30BbI€ TEXHOJIOTUH JIO-
KaJIbHBIX cetell. [IpoTo- 1 1 12
KOJIbI KaHAIBHOTO YPOBHS
mozenu OSI 14
8. | KommyTanust u MynbTu-
IJIEKCHUpOBaHue. TexHo0-
TUH CETEBOI'0 U TPaHC- 1 1 15
IIOPTHOT'O YPOBHEU MO-
qenn OSI 17
9. | IlporpamMmmHoOe obecrieye-
HUE KOMIBIOTEPHBIX Ce-
teil. [IpoTokoJibl ceTenesa- 1 0,5 16
BHUCHUMBIX YPOBHEH MOjenu
OSI CeteBsie cy>K0bI 17,5
10.| Ympasnenue cersmu. On- 1 5 16
TUMU3AIHS CETEH. 19
3auer 4 0 0 0
DK3aMeH 9 0 0 0
KontposnpHas pabota 0 0 0 0
UTOro 180 10 10 147
HNHuTepakTUBHOE 00yUYeHHE MO TUCHUILINHE
HaumeHnoBanue Bun ©opma Koa-
Ne HHTEePAKTUB- BO
TeM (pa3ieioB) 3aHATHSA
HOT0 3aHATHS | YACOB
L DBorOIUs THPOKOMMYHHUKAITMOHHBIX CEeTEH JK CobecenoBanue 0,5
2. OO6mue TpeboBaHUA K CETH JIK Co0OecenoBanue 0,5
3 OO01re NPUHIUIIBI TOCTPOCHHSI CETH JIK CobecenoBanue 1




4. | KomnoHeHTbl MH()OPMAIMOHHBIX ceTel. JIn-
HUU CBSI3U H KOMMYTAIIMOHHOE 000PY/IOBAHHE. TIK CobecenoBanue 0,5
TexHonoruu GU3NIECKOTr0 YPOBHS
5. | Crpykrypusanusi cetu. ba3oBble TEXHOJIOTUH
JOKaJbHBIX ceTeil. IIpoTOKONBl KaHAJIBHOTO JK CobecenoBanue 0,5
ypoBHst mojaesnn OS]
6. | KoMmmyranus u MyJbTUILUICKCHpOBaHHE. Tex-
HOJIOTHH CETEBOTO W TPAHCIIOPTHOTO YPOBHEH JK CobecenoBanue 0,5
Mozenu OSI
7. .
VYnpasienue cetssMu. ONTUMH3ALNS CETEH. JK CobecenoBanue 0,5
8. Pabora B MasibIx
Brenenue B mpenmer 10 1
rpymnmax
9. Paborta B ManbIx
OO01Ke MPUHIKITBI TOCTPOSHUS CETH 10 1
rpymnmax
10. | Crpykrypuzanust cetu. bazoBeie TeXHOJIOTHH
. PaGora B Manbix
JOKaNbHBIX ceTed. [IpoTOKoNbI KaHATBLHOTO 16 0,5
rpymnmax
ypoBHst mojenu OS]
11. | KommyTanus u MyJbTUILIEKCUpoBaHue. Tex-
. Pabota B manbix
HOJIOTUU CETEBOTI'0 M TPAHCIIOPTHOI'O YPOBHEH 16 0,5
rpymnmax
moxenu OSI
12. | TIporpammHOEe oOecriedeHUE KOMIBIOTEPHBIX
. Pabota B manbix
ceredd. IIpOTOKOJIBI CETEHE3aBUCHMBIX YPOB- (9] 1
. rpymnmax
Hell Mmojenu OSI CereBble ¢y KObl
UTOr O 8

3 COAEP)KAHUE TEM (PA3JIEJIOB)

Tema 1. BBenenue B npeamer

MecTo u poib yueOHo# quctuminHbl « THPOKOMMYHHUKAITMOHHBIE CUCTEMBI U CETH» B CH-
CTeMe MOJTroTOBKM 1o npoduiio «MHpopMaoHHbIe CHCTEMBI U TEXHOJOTHM» B By3e. MecTo
JUCIUIUIMHBI B yueOHOM miiaHe. [Iporpamma, nienu u 3agaun 1MCUUIUIMHEBL. Buasl yueOHoM aes-
TEJIbHOCTH, BBITOJIHSAEMbIE CTYJICHTOM B X0/I€ U3yUeHUs AUCUUIUINHBL. CHcTeMa OLEHKH yU4eOHbIX
JOCTHXKEHUH, MpuMeHsiemMast B yueOHoM npornecce. CTpyKkTypa aiieKTpoHHoro MHTpaner-pecypca
BI'TIY no auctunnune « MTHPOKOMMYHUKAIIMOHHBIE CUCTEMBI U ceTi». [IpuMepHas cTpykTypa na-
IIOK, OPTaHW3yEeMbIX Ha JIMYHOM KOMIbroTepe. MIHTepHET-pecypChl, OCBEIAOIINE BOIIPOCHI HC-

IIOJIb30BaHUA I/IH(I)OpMaI_II/IOHHBIX TEXHOJIOT Uil B COBPCMCHHOM O6p8.30BaTeJ'IBHOM mponecce.

Tema 2. IBosonns HHPOKOMMYHHKALMOHHBIX CeTeH
Nudopmanronnsie cetu. Boruncnurenshelie cetu. ['odanbHblie U JIoKaidbHblE ceTH. [Ipu-

YUHBI BOBHUKHOBEHHUS JTOKAJIbHBIX CETEH. KOMHLIOTCpHBIe CCTH. KOHBepI‘CHLII/I}I ceTel u YCIYT.

Tema 3. O01mue TpedOBaHUA K CeTH

TpeboBaHust K ceTH: MPOU3BOIUTENLHOCTb, IPOITYCKHAs! CIIOCOOHOCTbD, HAaJIE)KHOCTb, 0€3-
ornacHoOCTh. PacmmpseMocTs U MacTabupyeMocTh CEeTH. YTpaBisgeMocTs ceTu. KauecTBo 06-
CITyKUBaHUSI.

Tema 4. O011He NMPUHITUNBI TOCTPOEHUS CETH
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CBs13b «TOYKA — TOUKay». [[poOsIeMbl CBS3U HECKOJIBKHX KOMITBIOTEPOB. TOMOJIOTHS CETEei.
[TpoGyieMb! ueHTUGUKALNN y3JI0B CETH. Apecarus, BUAbI aipecoB. Vcnonb30BaHne MacOK
IIpU aJpecaruu.

Tema 5. CrannapTusaunus cereii. bazoBasi 3TajioHHas MojieJIb CeTH

OTKpBITBIE CUCTEMBI, X 0cOOeHHOCTH. CTaHAAPTHl, HCTOYHUKHU H MPOLEAYypa MPUHATHUS
crangapToB. MHoOTOCIOMHAs MOieNb ceT. CeTeBoe B3aMMOICHCTBUE: MHOTOYPOBHEBBIN TTOIXOI.
JlexoMmo3uImsl 3a/1a4u CETeBOro B3amMmoeicTBus. HTepdeiickl, mpoTokoisl. basoBas 3TanoH-
Hast MOJIENIb B3auMoIeiicTBHs OTKPBIThIX cucteM. OS| Model. O6imas xapakTeprcTuKa MOIEIIH.
CereHe3aBHCHMEBIC U CETE€3aBHCUMBIC YPOBHHU.

Tema 6. Komnonentsl nHpopMannoHHbIX ceTeil. CucreMsl nepeaayn JaHHbIX. Tex-

HOJIOTHH (PU3UYECKOI0 YPOBHA

CucreMbl niepefaun JaHHBIX: cpella, KaHai, JIMHUA cBsi3u. Kitaccuukanus u xapakrepu-
CTMKM JIMHUH cBs3U. TexHoyoruu nepenauu JaHHbBIX Ha puznyeckoM yposHe mozenu OSI. Ilpo-
TOKOJIbHO-HE3aBUCUMBIN MOAXO0A. AMIUIMTYIHO-4aCTOTHAsl XapaKTEPUCTHKA, 3aTyXaHue, 110J0ca
HPOIYCKaHUs U IPOIYCKHAs CIOCOOHOCTh. DPU3NUECKOE U JIOTHYECKOE KOJUPOBAHHUE.

Tema 7. Ctpykrypusauus cetu. ba3oBble TexHo0ruu JoKkaabHbIX cereil. IlpoTo-

KOJIbl KAHAJILHOT0 YPOBHA Moaean OSI

Oduznyeckas U JOrH4ecKas CTPyKTypa ceTeil. ba3oBble TEXHOIOIMH JOKAIbHBIX CETEH.
Texuomnorust Ethernet. Cranmaptsl cereBoro B3aumoeictus. OcHOBHbIC popmatsl Kaapos. Kosi-
JIN3Us, TOMEH KOJUTH3UH, Mpolleypa paclio3HaBaHUs KOJUIM3Uii. MeToIrKa pacyeTa KOpPeKTHO-
ctu pabotsl cetr. [Ipotokonsr SLIP, PPPOE u mp.

Texuonoruu TokenRing, FDDI. CranaapTsl, anmapaTHOe 1 0COOEHHOCTH CETEBOIO B3aK-
MozeicTBus. OcHOBHBIE (hopMaThl KaapoB. Mapkep (TOKeH), BpeMs yAepxaHus Mapkepa. Meto-
JIMKa pacueTa KOPPeKTHOCTH pabOThI CETH.

Tema 8. KommyTranusa u MyJbTHILIEKCHPOBaHHe. TeXHOJI0THM CeTeBOI0 M TPAaHcC-

NOPTHOTO ypoBHeii moaean OS]

O06o00muienHas 3a1a4a kKoMMyTanuu. OnpeaeneHne HHHOPMAIIMOHHBIX TOTOKOB M MapIIpy-
TOB. MyJIbTUIIJIEKCHPOBAHUE U IEMYJIbTUIIIIEKCUpOBaHue. KoMMyTaIis KkaHaJIOB U MTAKETOB.

Wutpacets u uHTepceTrb. OCHOBHBIE (DYHKIIMM MPOTOKOJIOB CETEBOTO M TPAHCIIOPTHOIO
YPOBHEM.

Tema 9. [IporpammHoe o0ecnieyenne KOMNbIOTEPHBIX ceTell. [IpoToKoJIbI ceTeHe3a-
BHCHMBIX ypoBHe#l Moaenu OSI. CereBbie ciryKObI

OcHOBHBIE (PYHKIUH MPOTOKOJIOB CEAHCOBOTO, MPEACTAaBUTEILCKOTO M MPUKIIAJHOTO
ypoBHel. Ha3znauenue u knaccudukanus cereBbix cinyx0. TouHas HacTpoiika KoMIbIOTEpa IS
paboTHI B CETH.

Tema 10. Ynpasiaenue cetamu. OnTumMu3zanus cerei

VYupasnenue cersasmu. Ontumuzamus ceteid. OyHKIUOHAIBHBIE TPYIIIbI YIIPABICHUS Ce-
TaMH. CUCTEMBI YIIPABIEHUS CETAMU. APXUTEKTYypa CUCTEMBI YIIPABIECHUS

B3anmopeiictBue MeHemkepa, areHrta M ymnpasisieMoro pecypca. CTpykTypa CHUCTEMBI
ynpasieHus. [Iporokonst ynpasnenus. CpeacTBa aHallu3a CeTH.

Ontumuzanusa cet. OCHOBHBIE 3a/1a4M ONTUMM3ALMK. DTarbl onTuMu3anuu. [lokazarenu
HaJIeKHOCTHU U OTKAa30yCTONYMBOCTH.
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4 METOANYECKHUE PEKOMEHJAIIUHU (YKA3AHUA) JJIA CTYAEHTOB IO
N3YYEHUIO JTNCIUITJIMHBI

4.1 O0umue METOaNYECKHE PEKOMEH 1allun
Jucnunimza uMeeT pyHAaMEHTaIbHYI0 TEOPETHUECKYIO OCHOBY U SIPKO BBIPAKEHHYIO IPHU-
KJIQJHYIO HallPaBJIEHHOCTbD.

[Ipu pazpaboTke pabouel mporpaMMbl JTUCHUIUIUHBI IPEAYCMOTPEHO, YTO ONpEe/ICHHbIC
BOIPOCHI U3YYAIOTCSI CTYIEHTAMU CaMOCTOSITEIBHO.

Jlis opranuzanuu y4eGHOro mpoiiecca Mo JAUCHUIUIMHE 1eecO00pa3HO HCIOIb30BaTh
ANEKTPOHHBIN pecypc «Onepanuonusie cuctemsl (OC)», pa3menieHHbiid B CUcTeMe 3JIEKTPOHHOTO
obyuenust BI'TIY (http://moodle.bgpu.ru/course/view.php?id=) u comepKuT KpaTKoe Coaep:KaHue
JeKIUH (Caaia-110y), CHCTEMY TECTOBBIX M TBOPUYECKUX 3aJIaHUMN.

[lenecooOpa3Ho opraHu3oBaTh MpEABAPUTEIHHOE 3HAKOMCTBO CTYAECHTOB C TEOpETHYE-
CKHMM MaTepHajioM - 3TO MO3BOJISET OoJiee pallMOHAIbHO UCIIOJIB30BaTh yueOHoe Bpems. JlocTyn-
HOCTb CIIAl-110Y JIEKIIUH MTO3BOJISIET HE TPATUTh BpeMsl Ha IEPEPUCOBBIBAHNUE, A YACTUTH €ro aHa-
JIN3Y CIOKHBIX CXEM.

Texymuii KOHTPOJIb KaueCTBa YCBOCHHUS TEOPETUUECKOI0 MaTepHalia OCYIIECTBISETCS C
MOMOIIbIO TECTOB, YTO MO3BOJISET CTYJEHTaM CUCTEMATU3UPOBATh TEOPETUUECKUE 3HAHUS U UC-
MOJIb3YETCS B KAUeCTBE J0MYyCKa K 1abopaTOpHbIM paboTaM.. BrinonHeHne 3ajaHuii perjJaMeHTu-
pyeTcsa BpeMeHeM, ITPOBEPSETCS CUCTEMOM U MPEI0IaBaTEeIEM.

3ananus 1a00paTOPHOTO MPAKTUKYMa OPUEHTHUPOBAHBI HA YCTAHOBJIEHUE JIOTHYECKHUX CBSI-
3el M3y4YEeHHOTI'0 TEOPETUIECKOTO MaTepHaia U MPaKTUYECKON PabOTHI IO HACTPOMKE M yIpaBie-
HUIO OTIEPAllMOHHBIMU CHCTeMaMu U 00onoykamMu. OCHOBHOE MpeIHa3HAYCHHE TUIAKTHUYECKUX
MaTeprasoB — IOMOYb CTYJI€HTaM OPraHU30BaTh CAMOCTOSITENIbHYIO IOATOTOBKY 110 IUCHUIUIMHE,
MIPOBECTU CAMOKOHTPOJIb YMEHHUI M 3HAHWIA, OMYYUTh YETKOE MPECTABICHUE O MPEICTOSIINUX
dbopmax KOHTPOJIS.

4.2 Metoanueckre peKOMEH1alliu 10 MOATOTOBKE K JIEKIUAM

Kypc nekuuit cTpouTcst Ha OCHOBE YETKMX MOHATUHN U (POPMYIIMPOBOK, TaK KaK TOJBKO MPH
TaKOM I10/IX0/I€ CTYACHTHI IPHUOOPETAIOT KYJIBTYpy a0OCTPAKTHOTO MBIIUIEHHSI, HEOOXOAUMYIO JJIst
BBICOKOKBAJIM(PMIIMPOBAHHOTO OaKkanaBpa B J1I000# oTpaciu 3HaHUH, a Takke Ha pa3dope 3a1a4 u
IrOpUTMOB UX perieHus. M3noxxeHne mMarepuana AOHKHO OBITH 10 BO3MOKHOCTH MPOCTHIM U
0a31poBaThCs HA YPOBHE Pa3yMHON CTPOTOCTH.

W3noxeHne TeopeTndecKoro Marepuana JUCHUILIMHBL JOJDKHO MPEAIIECTBOBATH 1a00paTop-
HBIM 3aHATHSIM.

4.3 Meroauueckue peKOMEHAlUY 10 TOJATOTOBKE K J1a00paTOPHBIM 3aHATHIM

Llenbto 1abOpaTOPHBIX 3aHATHI SBISETCS BRIPA0OTKA y CTY/IEHTOB HABBIKOB IMPAKTHYECKOM
paboThl Ha KOMITBIOTEPE, YMEHUS yCTaHABIUBATh U conpoBoxaaTh OC, ynpaBiiTh OnepaTuBHOM
naMsAThIO, padoTaTh ¢ BUPTYaJIbHOU MMaMAThIO, paboTaTh C JpaiiBepaMu BHEUIHUX YCTPOUCTB, 00-
pabaTbIBaTh OMIMOKU M UCKITIOUEHHs, OTIaxuBaTh 0ezonacHocts OC.

s mpoBeneHust 1a00OpaTOpHBIX padOT HCHOJB3YIOTCS KOMIBIOTEpHI, ocHamieHHbie OC
Windows 7 u BbIte, mporpammamu Buptyanusanuu Oracle VB u netEmul. BozmoxHo ncmoins3o-
BaHHE MTPOEKTOPA UM WHTEPAKTUBHON JIOCKH.

ITo xax 0l TemMe MpeaaraloTcsl TECTOBBIE 33JJaHNs, BBINOJIHEHUE KOTOPBIX SBISETCS J0-
MyCKOM K j1abopaTtopHoit pabote. PaboTa cumTaeTcst BHITOJHEHHOM, €CIIA CTYJAEHT OTYUTAJICS 110
BCEM 3aJIaHMsIM U OTBETHJI Ha BOIPOCa 3a4eTa

4.4 Metoauueckue yKa3aHusl K CaMOCTOSITENIbHON paboTe CTYICHTOB
Jns1 yCIIemHoro yCBOSHHS TUCIUIUINHBI HE00X0IMMa MPaBUIbHAS OpraHU3alNs CaMOCTOS-
TEJIbHOM pabOoThI CTYIEHTOB. DTa paboTa TO0JKHA COJePKATH!


http://moodle.bgpu.ru/course/view.php?id=
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— peryisipHyIo (eXKeHeAeNbHYI0) IPOpadOTKy TEOPETUIECKOT0 MaTepraa Mo KOHCIIEKTaM
JeKUUH 1 UHPOPMAIIMOHHBIM HCTOYHUKAM;
— peryisipHyto (eKeHeAeNbHY0) MOATOTOBKY K MPAKTUYECKUM 3aHSATHSIM.

4.5 TlepeueHb yueOHO-METOANYECKOTO 00ECIICUEeHUS sl CAMOCTOATENBbHOM paboThl 00yya-
IOIINXCS 110 TUCIUIUTHHE:

1. ®oup O1IEeHOYHBIX CPECTB.
2. Bompocsl K 5K3aMeHy.
3. 3agaHus A7 CAaMOCTOSITENTbHON pabOTHI.
4. Matepuaibsl ¥ BOIIPOCHI 715l IOJTOTOBKH K J1a00paTOPHBIM paboTam.
5. Cnucok nurepatypsl 1 HHOOPMAIIMOHHBIX PECYPCOB.
YueOHO-MeTOANYECKOE 00ecTieYeHre CAMOCTOSITeIbHON padoThl
CTY/IEHTOB 0 TUCIHUILINHE
KoamnuectBo
®opMbl/BUIBI 4acoB, B
Ne Haumenosanmne CaMOCTOSAITeIbHOM COOTBETCTBHH €
pa3naesa (TemMbl)
padoThI y4eOHO-TeMaTH-
YeCKHMM IJIAHOM
1. Bgenenue B npeamer IToaroToBKa K BEINOJHEHHUIO 1
J1a00paTOPHBIX pabOT
2. Opomonuss  nHpOKOMMYyHHKanu- | [IpopaboTka mMaTepuana jek-
OHHBIX ceTel [[UH, BBIMOJIHEHUE TECTOBOTO
3aJaHusl, MOArOTOBKA K BEBI- 2
NOJTHEHHIO  J1a0OpaTOpHBIX
pabot
3. OO6ume TpeboBaHuUs K CETH [TpopaboTka maTepuana Jiek-
¥, BBEITIOJIHEHHUE TECTOBOTO
3aJlaHMs, TOATOTOBKAa K BBI- 7
MOJIHEHUIO  JIaOOpaTOPHBIX
pabot
4. O6mue mnpuHuunel mnocrpoenus | [Ipopaborka marepuana nek-
ceTu 1I1i, BBIIIOJHEHUE TECTOBOTO
3aJjaHus, TIOATOTOBKA K BBI- 8
MOJTHEHHIO  J1a0OpaTOpHBIX
pabot
S. Cranpaptuzanus cereid. bazosas | [IpopaGoTka mMaTepuaina jek-
STaJIOHHAs! MOJIEITh CETH. U, BBITIOJTHEHUE TECTOBOTO
3aJ]aHus, TOATOTOBKAa K BBI- 6
MOJTHEHUIO  JIAOOPaTOPHBIX
pabot
6. [TpopaboTka MaTepraia Jiek-
1I1, BBHIIIOJHEHUE TECTOBOTO
KomnoneHThl nH)OpMAIIMOHHBIX Ce- | 3alaHusl, MOJITOTOBKA K BHI- 8
Teil. CucTeMbl epeiaun JaHHBIX. MOJTHEHUIO  J1a0OpaTOPHBIX
Texnonoruu Gpu3nYECKOro ypoBHs. | paboT
7. [TpopaboTka marepuana Jiek-
Crpykrypu3zanus cetu. bazoBbie UM, BBIITOJIHEHUE TECTOBOTO
TEXHOJIOTHH JIOKAJIbHBIX CETEH. 3aJjaHus, TOATOTOBKAa K BBI- 8
[IpoToKOIIbI KAaHAIBHOTO YPOBHS MO- | TIOJTHEHUIO  J1a0OpaTOPHBIX
nenn OSI pabot




12

8. [TpopaboTka MaTepuaia JieK-
¥, BBIIIOJIHEHHUE TECTOBOTO
KoMMmyTanust u MyJbTUIUIEKCHPOBA- | 3aJjaHMsl, MMOATOTOBKA K BBI- 16
Hue. TexHOIoruu CeTeBoro M TpaHC- | MOJHEHUIO  J1abOpaTOPHBIX
nopTHoro ypoBHeu mojenu OSI pabor
9. [IpopaboTka MaTepuana Jiek-
[IporpamMMHOe obecrieueHue KOMIb- | I, BBIIIOJIHEHUE TECTOBOTO
IOTEpHBIX ceTel. [IpoToKombl ceTe- | 3aaHus, NMOATOTOBKA K BBI- 8
HE3aBUCHUMBIX ypoBHeH Monenu OS] | monmHeHWI0  J1abopaTOPHBIX
CerteBble cyxOBbI pabot
10. [TpopaboTka marepuana Jiek-
[[UH, BBIMOJIHEHUE TECTOBOIO
3aJlaHusl, MOArOTOBKA K BBI- 8
VYupasnenue cerasmu. OnTUMU3aus | MOJHEHUIO  J1a0OPaTOPHBIX
ceTei. pabot
UTOro 72

5 MNPAKTUKYM 110 JMCHUIIJIMHE

JlaGopaTopHble padoThI

Jlaboparopnas padota Ne 1. CereBble agantepsl (2 yaca).

JlaboparopHas pabora Ne 2. KaGenbnas undpactpykrypa cereir. O6xum Butoit napsl (UTP) no
crangaptam TIA/EIA-568A u TIA/EIA-568B (2 gaca).

Jlaboparopnas pabota Ne 3. Axpecarus y3ioB cetu (2 yaca).

Jlaboparopnas padota Ne 4. CeTb Ha OCHOBE KOHILIEHTPATOPOB (2 yaca).

Jlaboparopnas pabota Ne 5. CeTp Ha OCHOBE KOMMYTaTOpOB (2 yaca).

JlaboparopHuas padota Ne 6. [Iporokon DHCP (2 gaca).

Jlaboparopnas pabota Ne 7. ARP-miporokon. ARP-criydusr (3 gaca).

JlaGoparopHas padota Ne 8. Crarndeckas MmapmipyTusanus (4 gaca).

JlaGopartopHas pabota Ne 9. /Tunamuyeckas mapupytuzanus. RIP (2 yaca).

JlaGopatopnas padota Ne 10. CereBsie HacTpoiiku Windows (2 gaca).

JIabopatopras pabora Ne 11. CereBsie HacTpoiiku linux (3 uaca).

JlaboparopHnas padota Ne 12. CeTeBble HACTPOMKHU B reTeporeHHON ceTH (4 yaca).
JlaboparopHas pabota Nel3. Ananu3z cereBoro Tpaduka ¢ moMmoibio nporokona SNMP (3 gaca).
JlaGopaTtopnast pabota Ne 14. Cereble moakitoueHus (3 yaca).

JlaboparopHnas pabota Ne 15. bezonmacHOCTh HHPOKOMMYHHUKAIMOHHBIX ceTell. bazoBas
HacTpoiika cnuckoB KoHTpoJs goctyna (ACL) (2 yaca).

JlaGopatopHas pabota Nel6. bezonacHocTh HH(POKOMMYHUKALMOHHBIX ceTeil. HacTpoiika mpe-
oOpa3zoBanus cereBbix afapecoB (NAT) (2 gaca).

Pa3zHoypoBHeBbI€e 3aJaHUA.

3ananue 1. AHan3 CTpYKTYpBI CETH

3amanwne 2. [TpuHIun paboTel KOMMYTaTOpa Ha JIOTHUYECKUX MAaTPHUIIAX.
3ananue 3. [IpoekTupoBaHMe JTOKATbHON CETH

Jlureparypa:

1. Onmudep, Buxrop ['puropreBuu. KommbroTepHsie ceTu. [IpHHITUIIBI, TEXHOJIOTHH,
MPOTOKOIIBI : yuel. mocodue ams cty. By3oB / B. I'. Omudep, H. A. Onudep. - 4-e uzn. - M. ;
CII6. [u ap.] : ITutep, 2010. - 943 c. : ui. - (YueObHuk 1151 By30B). - 10 9Kk3.

2. Cmensanckuit, Pycnan Jleonnnoudy.  Kommbrotepusie cet. B 2 T. : yueOHUK U1
cryn. By3oB / P. JI. Cmensiackuii. - M. : Akanemus. - (Beiciee npodeccrnonanbHoe oOpa3oBa-
Hue). T.1:Cucrtemsl nepenaun ganubix. - 2011, — 296 c. — 10 3k3.


https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=3&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%9E%D0%BB%D0%B8%D1%84%D0%B5%D1%80,%20%D0%92%D0%B8%D0%BA%D1%82%D0%BE%D1%80%20%D0%93%D1%80%D0%B8%D0%B3%D0%BE%D1%80%D1%8C%D0%B5%D0%B2%D0%B8%D1%87
https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=3&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%A1%D0%BC%D0%B5%D0%BB%D1%8F%D0%BD%D1%81%D0%BA%D0%B8%D0%B9,%20%D0%A0%D1%83%D1%81%D0%BB%D0%B0%D0%BD%20%D0%9B%D0%B5%D0%BE%D0%BD%D0%B8%D0%B4%D0%BE%D0%B2%D0%B8%D1%87
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3. Cmensuckwuii, Pycnan Jleonnnouu.  Kommbrotepasie cetu. B 2 1. : yueOHUK 171
ctyn. By3oB / P. JI. Cmenstackuid. - M. : Akagemus. - (Briciiee nmpodeccnonansHoe 00pa3oBa-
Hue). T.2:Ceru OBM. - 2011. — 239 ¢. — 10 3k3.

4. TenpbOyx, C.C. Cett DBM 1 TeeKOMMYHUKAIIUUA. APXUTEKTypa U OpraHu3alus
yueonoe nocobue / C.C. I'enp0yx. — Canxkr-IlerepOypr : Jlans, 2019. — 208 ¢. — ISBN 978-5-
8114-3474-9. — TekcrT : aneKTpoHHBIH // JIaHb : aneKkTpoHHO-O0nbnmoreunas cucrema. — URL:
https://e.lanbook.com/book/118646 (mara oopamenus: 20.02.2020). — Pexxum poctyma: s aB-
TOPU3. II0JIb30BATEIICH.

6 IMAAKTHYECKHUE MATEPHAJIBI 1JI51 KOHTPOJISA (CAMOKOHTPOJIS)
YCBOEHHOI'O MATEPHAJIA

6.1 OueHoYHBbIE CPEICTBA, IOKA3ATEIH U KPUTEPHH OLICHUBAHUSI KOMIIETEHIUI
HNuaexc
KOMILE Ouenoynoe IToka3zaTesnn Kpurepun ouennBanus
CPeacTBo OLICHMBaHUS ¢()OpMHPOBAHHOCTH KOMIICTCHIH I
TeHIHMH
CryneHT oTBE4aeT HENIPaBUWIBHO, HEYETKO
Huzkuii U HEyOeAUTENbHO, JTaeT HeBepHbIe (op-
(Hey1OBJIETBOPUTEIHHO) MYJIMPOBKH, B OTBETE OTCYTCTBYET KaKoe-
1100 IpEeCTaBIEHUE O BOIPOCE
CryneHT oTBeYaeT HEKOHKPETHO, ci1abo
IToporosslii apryMEHTHPOBAaHO M He YyOeauTelbHO,
(YZIOBJIETBOPUTENBHO) | XOTS U UMEETCS KaKOe-TO IPECTaBICHNE
OITK-3 CobecenoBa- 0 BOMpoce
HUe Basopbii CryneHT OoTBeYaeT B LI€JIOM IPaBUIIBHO,
HO HEJJOCTAaTOYHO IOJHO, YeTKO U yoenu-
(xopor1o)
TEIbHO
CraButcs, €ciu NPOAEMOHCTPUPOBAHBI
. 3HaHHWE BOIIPOCAa U CAMOCTOATEIBHOCTH
Beicoknii
MBILIEHUS], OTBET COOTBETCTBYET Tpebo-
(oTHM4HO)
BaHUSM MPABUIIBHOCTH, MTOJIHOTHI U apry-
MEHTHUPOBAaHHOCTH.
Husknii KonnyecTBO npaBUIbHBIX OTBETOB HA BO-
(Hey1OBJIETBOPUTENIHHO)| Mpockl TecTa MeHee 60 %
[Toporossrii KonnyecTBO npaBuiIbHBIX OTBETOB HA BO-
MK-3 Tecr (YZOBIETBOPUTENBHO) | MPOCHI TecTa oT 61-75 %
ba3zoBsIit KonnyecTBO npaBUIbHBIX OTBETOB HA BO-
(xoporo) npockl Tecta oT 76-84 %
Bricoknii KonnyecTBo npaBuiIbHBIX OTBETOB Ha BO-
(0TIIMYHO) npockl Tecta oT 85-100 %
OTBeT CTy/ICHTY HE 3aUUTHIBAECTCS €CIIU:
e 3ajaHue BBIIOJHEHO MEHEe, YeM Ha
MOJIOBUHY;
. e CryneHT oOOHapyXHBaeT HE3HaHUE
Husknii N
OIIK- | Pa3HoypoBHe- OonbIlell YaCTH COOTBETCTBYIOIIETO Ma-
(Hey1OBJIETBOPUTENHHO),
3, [IK- | BBIC 3amaun 1 Tepuaia, 0mycKaeT omuoOKku B popmyn-
3 3aJaHus1 POBKE OIPEACIICHUN U IPAaBUII, UCKAXKALO-
IIUE UX CMBICI, OECIOPSIOYHO U3JIaraeT
MaTepual.
[Toporosbiii 3amaHue BBINOJHEHO OoJiee, YeM Ha I0JIO-
(ynoBierBoputenbHo) | BUHY. CTyneHT oOHapy»XKMBaeT 3HaHUE U
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NOHUMAaHHE OCHOBHBIX ITOJIOKCHHH 3aj1a-
HUS, HO:

e l3naraer marepual HEMOJIHO U JOIyC-
KacT HCTOYHOCTHU B OIPCACICHUU ITOHA-
THH;

e He ymeer moctatoyHo TIyO0OKO U J0-
Ka3aTeJbHO 000CHOBATH CBOM CY)KJICHHS U
IPUBECTH CBOH IIPUMEPHI;

e l3maraer wMmarepuas HENOCJIEHOBa-
TEJILHO M JOIYCKAET OMIMOKH B SI3bIKOBOM
oopmiieHNH M371araeMoro.

bazoBsrii (xoporio)

3ajaHue B OCHOBHOM BEIIIOJIHEHO. OT-
BETHI IPABUIIbHBIC, HO:

e B oTBere monyiieHbl MalTO3HAYUTEINb-
HbIE OIIMOKU U HEJOCTATOYHO MOJIHO pac-
KPBITO COZICp)KaHHEe BOIIPOCaA;

e He nmnpuBeneHsl WUTIOCTPUPYIOIINE
MPUMEpPBI, HEIOCTATOYHO YETKO BBIpa-
JKEHO 000011aI01I[e MHEHHUE CTY/ICHTA;

e JlonyuieHo 1-2 Hemouera B mocCIieno-
BaTEIbHOCTH U SI3BIKOBOM O(OPMIICHUU
H3JIaraeMoro.

Bricokuii (oTir4HO)

3aaHue BBIMIOJIHEHO B MaKCHMalIbHOM
o0beme. OTBETHI NOJIHbBIE U PABUIIbHBIE.
e CTyAeHT TOJHO H3JIaraeT Marepual,
JlaeT MpPaBUJIbHOE OIpeJesIeHUe OCHOB-
HbBIX TTOHSTHIA;

e (OOHapyXuBaeT MOHMMAaHHE MaTEpH-
ajla, MOXKET 000OCHOBATh CBOU CYXJIEHUS,
NPUMEHHUTH 3HAaHUS Ha MPaKTHUKE, TpUBe-
CTH HE00XOAMMBbIE IPUMEPHI;

e M3naraer marepuai MOCIEI0BATEIBHO
Y TIPaBUJIBHO C TOYKH 3PEHHSI HOPM JIHTe-
paTypHOTO SA3bIKA.

PacuerHo-rpa-
¢buyeckas
pabora

PabGora He 3aunTHIBAETCH €CIIU
e 33jaHME BBINIOJIHEHO MeEHee, 4YeM Ha

Huzkuit

MIOJIOBUHY;
(HeyAOBIETBOPH-

TCIBHO e JOMyIIeHbl IpyOble OIMMOKH, CBHJE-
TEJNBCTBYIOIINE O HE3HAHWU TeOpeTHde-
ckux ocHoB PI'P
3agaHue BHIOJIHEHO OoJiee, 4eM HamoJjo-

IToporossIii BUHY, JOIYIIEHO HECKOJIBKO HE KPUTHYE-
(YZIOBNIETBOPUTENHHO) | CKUX OIIMOOK W/WJM TOTPEUIHOCTEeH B

ohopMIICHUH

BbazoBblit (x0po111o)

3ajaHve BBINOJIHEHO, [JOMYIIEHO He-
CKOJIbKO HE€ KPUTHYECKHX OIMIMOOK H/WIH
MOTPEIIHOCTEH B 0OPMIICHUH

Bricokuii (oTar4HO)

3amaHue BBINOJHEHO IIOJHOCTBIO, O€3
OmMOOK U MOTPEITHOCTEN B 0POpPMIICHUN
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6.2 HpOMe)KyTO‘lHaﬂ aTTeCTanud CTYACHTOB IO TUCHUIIJINHE

IIpomexyTOouHast arrecTalys sABISIETCS IPOBEPKOM BCEX 3HAHUM, HABBIKOB M yMEHUU
CTYACHTOB, IPUOOPETEHHBIX B IIpOLECCEe U3YUEHUS AUCHUILIUHBL. POPMOI TPOMEXYTOUHOH aT-
TECTALMU 1O TUCLHUIUIMHE SBJSIETCS SK3aMEH JUIs CTYJCHTOB OUYHOU (pOpMbI 00yUeHUs U 3aU€T U
9K3aMEH — JJIS 3a04HOM.

JI1st OLleHUBaHUS PE3YyJIBTaTOB OCBOCHHUS AUCLUIUIMHBI IIPUMEHSIETCS CIEAYIOIHNE KpUTe-
PHH OLIEHUBAHUS.

Kpurtepuu oneHnBaHus 0TBETA Ha 3a4eTe
O11eHKa «324TEHOY» BBICTABIISIETCS CTYACHTY, €CITU 32 BBIMIOJTHCHHBIC B TCUCHHE ITPAKTUYIC-
ckue, 1abopaTopHble U TECTOBbIE pabOThI CTyAeHT Habpan Oonee 60% OT 0oOIIero KoiaMuecTBa
OasioB.
Ol1ICHKA «HE 3aUTCHO» BBICTABIISCTCS CTYICHTY, €CIIU 32 BBIITOJHCHHBIC B TCUCHUE MTPAKTH-
YEeCKue, JIA0OpATOPHBIC U TECTOBBIC PabOTHI CTyIeHT Habpan meree 60% oT 00IIero KojamuecTra
0alIoB.

KpuTepun oneHuBaHus 3K3aMeHa
OO6m1as oreHKa 3a IK3aMEH CKJIaIbIBACTCS U3 OLICHKU COOECeI0BaHUS 110 TEOPETUUECKOM
YaCcTH M OLICHKH 32 BBIITOJIHEHHE MMPAKTHYECKUX M TECTOBBIX 3aJlaHUM, J1a0OPaTOPHBIX padoT,
HOJ'IyLIGHHBIX B HpOHCCCC I/I3y‘~I€HI/I$[ JOUCHUIIJINHBI. HpI/I 3TOM I/ICHOJII)SYIOTCSI OIIMCAHHBIC BBIIIIC
apaMeTphbl.
Bec sx3amena B HTOroBOM OLIEHKE 3a Kypc cocTaBiisieT He Menee 50%.

Onenka 5 (OTAMYHO) CTABUTCS, €CJIM B COBOKYITHOCTH 3a OTBETHI HAa TEOPETUUYECKUE BO-
IPOCHI U 32 BBIIIOJHEHHBIE B TEUEHUE TPAKTUYECKHE, TAOOPAaTOPHBIE U TECTOBBIE PA0OTHI CTYACHT
HaoOpan ot 85% 1o 100%.

OreHka 4 (XOpouIo) CTaBUTCS, €CIM B COBOKYIHOCTH 3@ OTBETHI Ha TEOPETHUYECKHE BO-
NIPOCHI U 32 BBITIOJTHEHHBIE B TEYEHUE MTPAKTUYECKHE, TAOOPATOPHBIE H TECTOBBIE PAOOTHI CTYICHT
Habpan ot 76% no 84%.

Onenka 3 (yIOBJIETBOPUTENbHO) CTABUTCS, €CJIM B COBOKYITHOCTH 3a OTBETHI HA TEOPETHU-
YeCKHEe BOIIPOCHI U 32 BBHIIIOJHEHHbIE B T€UEHHE MPAKTUYECKHE, JJaOOPaTOPHbIE U TECTOBBIE pa-
00ThI cTyieHT Habpai oT 61% 10 75%.

Ornenka 2 (HEyJIOBJIETBOPUTEIbHO) CTABUTCSI, €CJIM B COBOKYITHOCTHU 32 OTBETHI Ha Teope-
THUYECKHE BOIIPOCHI U 32 BBHITIOJHEHHBIEC B TEUEHHE MTPAKTUYECKHE, JJA0OPATOPHBIE U TECTOBBIE pa-
60ThI cTyieHT HaOpan meHee 60%.

6.3 TunoBbIe KOHTPOJILHBIE 32/1aHNUSI WJIN HHBbIE MATEPHAJIbI, HE00X0UMbIE 115l
OlIEHKH Pe3yJIbTATOB 0CBOEHUS THCHMUIINHBI

IIpumep BonpocoB cobeceoBaHusI
1) TIpoBenuTe MHOTOACHEKTHYIO Kiaccupukanuio ycranoiaeHHon OC.
2) Kpatko oxapakTepu3yiTe TEPMUHBI «YUCTask YCTAHOBKA», OOHOBIICHHEY.
3) Ilepeuncnure ocHOBHBIE ATarbl HHCTALTAIUH OC.
4) OxapakTepu3yiTe apxUTeKTypy ycraHosieHHoi OC.
5) OxapaxTepu3yiTe NoJIb30BaTENbCKUN HHTEpdeiic ycraHoBIeHHONH OC.
6) JlokaszaTelbHO OICHUTE CTENCHh MOOMIIBHOCTH YCTAaHOBJICHHOM

IIpumep pa3HOYPOBHEBOTO 3a1aHHUS.
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JlaGoparopHnasi padora Nel. Axpecanust
1. Onpenenute HOMEp MOJCETH, MUHUMAJIbHBIA, MAaKCUMaJIbHBIN U IIMPOKOBEIIATEIbHBIN ajpec,
MaKCHMaJIbHOE KOJMYECTBO y3JIOB B 3TOI MOJICETH IO 3aJJaHHOMY aJpecy U Macke COrJiacHO Ba-

puaHTa.
Tabmuma 1
Ne IP-anpec Macka

BapHaHTa
1. 192.168.101.20 255.255.254.0, 255.255.255.128
2. 129.168.23.4 255.255.254.0, 255.255.255.192
3. 129.18.230.4 255.255.252.0, 255.255.255.224
4, 124.180.30.41 255.255.248.0, 255.255.255.240
5. 132.154.32.211 255.255.224.0, 255.255.255.192
6. 115.232.211.54 255.255.240.0, 255.255.255.224
7. 225.123.23.5 255.255.254.0, 255.255.255.224
8. 110.111.43.56 255.255.252.0, 255.255.255.192
9. 203.211.56.33 255.255.248.0, 255.255.255.128
10. 195.134.23.43 255.255.254.0, 255.255.255.224
11. 198.106.254.156 255.255.224.0, 255.255.255.128
12. 113.113.207.126 255.255.192.0, 255.255.255.240
13. 223.125.107.65 255.255.252.0, 255.255.255.248

2. Kakyro Macky HaJio yCTaHOBUTb, YTOOBI IMOJIYYUTh CETh U3 N y3110B Ha [P-aapece cornacHo Ba-
puaHTa (ecau 3TO BO3MOXKHO). OnpenenuTh aipec MoJydYeHHON MOJACETH K MUHUMAJIBHBIN apec

y3Ia.

Tabmuma 2

Ne papuanTa |P-aapec n
1. 192.168.101.120  20; 60
2. 129.168.23.114 120; 250
3. 129.18.230.141 54; 255
4. 124.180.30.210 125; 34
5. 132.154.32.221 230; 64
6. 115.232.211.54 220; 15
7. 225.123.23.5 32,70
8. 110.111.43.56 16; 300
9. 203.211.56.33 8; 240
10. 195.134.23.43 25; 180
11. 198.106.254.156  33; 254
12. 113.113.207.126  15; 126
13. 223.125.107.65 48; 512

IIpumep 3axanus 1is pacyeTHO-rpadguyeckoi padoThl

1. Ilpoananu3upoBaTh UCXOIHBIE JaHHBIC COTJIACHO BapHUaHTA.

2. BeiOpaTh ceTeByr0 TEXHOJIOTHIO M1 000CHOBAThH 3TOT BBHIOOD.

3. [Ipoananu3upoBaTh GUHAHCOBBIE 3aTPAThl HA TTPOCKT.

4. OdopMHTH IPOEKT COTJIACHO 00pasIly, 3arpy3uTh Ha cepBep. I co3/1aHms CXEMBI UCTIOJIb30-
BaTh IPOrPaMMBI JUIsl IPOSKTUPOBAHUS ceTU. MoJiesib CeTH BBINMOIHUTD C TIPUBSI3KON K TTOMeEIIe-
HUIO.
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6.3 OueHovHble cpeaCTBA JJIsi MPOBEPKHU YPOBHs chopmupoBanHocTH komnereHuuii OIIK-

5, IIK-6
TecTbl coaepKaT CIeAYIOUIME TUIIBI 3aJaHUN
Ne 3a12- Bec 3apa- | PesyabTaT oniennBanus (0a/u1bl, MOJIy4YeH-
Tun 3aganus - HHUSA HbI€ 32 BBINOJHEHHE 3a]aHusl / XapaKTe-
(6as1) PUCTHKA NPABUJIBLHOCTH 0TBETA)
3a/IaHMsl 3aKPBITOTO 1,2,3 1 Gamn 1 6 - monHOE MpaBUIIBLHOE COOTBETCTBUE; ()
THIIA C BBIOOPOM O]1- 0 - ocTabHBIC CITyYan
HOTO MpaBUIbHOTO (1
u3 4)
3aJlaHusl 3aKPHITOTO 4,5,6,7 |2 0auia 2 0 — MOJIHOE MPaBUIIBHOE COOTBETCTBHE (TI0-
THIIA C BBLIOOPOM He- CJIEJIOBATEILHOCTh BAPHAHTOB OTBETA MOXKET
CKOJIBKUX ITPABUJIb- ObITh J1000M); 1 6 — eciu JomylieHa OjHa
HBIX OTBETOB (3 U3 6) omuOKa / OTBET MPaBUIIbHBIN, HO HE ITOJTHBIH;
0 6 — ocTanpHBIE CiIy4yau
3a/IaHMs 3aKPBITOTO 8,9 2 baa 2 0 — MoJHOE MPAaBUWIIBHOE COOTBETCTBHUE; 1 O
THIIa HA YCTaHOBJIE- — €CJIM JIOMyIICHA OIHA OIIMOKa / OTBET Ipa-
HHE COOTBETCTBHS (4 BWJIBHBIM, HO HE MOJHEIA; 0 6 — ocTaNbHBIE
Ha 4) ciay4dau
3aJIaHKiE 3aKPBITOTO 10, 11 2 baa 2 0 — MoJHOE MPAaBUIIBHOE COOTBETCTBHUE; 1 O
THIIa HA YCTaHOBJIE- — €CJI JIOMyIICHA OHA OIMOKa / OTBET Ipa-
HHE TOCJIEI0BATENIb- BWJIBHBIM, HO HE MOJHEIA; 0 6 — ocTaNbHBIE
HOCTH cIyJau
3a/1aHUs] OTKPBITOTO 12,13 3 Gamna 3 0 — momHOE MpaBUIIbHOE COOTBETCTBHE; O O
THTIA C KPATKAM OTBE- — OCTaJIbHBIE CITyYaHu.
TOM
3a/IaHusI OTKPBITOTO 14,15 S06amioB |5 6 — mMoNMHOE TPaBUIBHOE COOTBETCTBUE;
THUIIA C PA3BEPHYTHIM €CJIM JIOMYINEHa OjIHA ONIMOKA/HETOYHOCTD /
OTBETOM OTBET MPaBWJIbHBINA, HO HE TIOJIHBIH - 3 Oasa;
€ClI JIOMyIIeHo OoJiee OJJHOW OIMIMOKH / OT-
BET HEMPaBWIbHEIH / 0TBET oTcyTcTBYeT — O
0aJuIoB
Dopmupyemast HNuauxaropsl ¢chopMHPOBAHHOCTH KOMIIETEHIHH
KOMIIETEHI[HS

OIIK-3. CniocoGeH pemarh CTaHI1apT-
HBIC 331a49M MPO(HECCHOHATEHON Jes-
TEJIbHOCTH Ha OCHOBE MH(OpPMAIMOH-
HOM 1 GubIuorpadguueckoi KyJIbTypbl
C IpUMEHEHNEeM HH(POPMAIMOHHO-
KOMMYHUKAITHOHHBIX TEXHOJIOTUH H C
Y4€TOM OCHOBHBIX TpeOOBaHMI WH-
dhopmarmoHHON 0€30MacCHOCTH, WHAM-
KaTOpPaMM JIOCTHKEHUSI KOTOPOH 5B-
nseTcs

e HN/I-lonk-3-3HaTh: NPHUHIMIIEI, METOABI U Cpel-
CTBA peIlIeHUs CTaHJAPTHBIX 33/1a4 MpodeccruoHaIbHOI
NesTeTLHOCTH Ha OCHOBE MH(OPMAIMOHHOM 1 OMOIHO-
rpadu4ecKoil KyJbTyphl ¢ IpUMEHEHHEM HH(OpMaIH-
OHHO-KOMMYHUKAITHOHHBIX TEXHOJIOTHIA U C y4€TOM OC-
HOBHBIX TpeOoBaHUI HMH(OPMAIIMOHHON Oe30macHo-
CTH;

e MHM/I-20mnk-3-yMeTh: peliarb CTAHAAPTHBIE 3a7a4H
npoeCCHOHATIBHON JEATEIbHOCTH Ha OCHOBE MH(OP-
MAaIMOHHON M OubnIHorpadguueckol KylabTyphl C MpH-

MEHEHHEM UH(POPMALMOHHO-KOMMYHHUKAITUOHHBIX
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TEXHOJIOTHH M C Y4eTOM OCHOBHBIX TpeOOBaHWUN WH-
(hopManmoHHON OE30MMaCHOCTH,

e HJ/I-3onk-3-UMeTh HABBIKH: MOJATOTOBKU 0030-
POB, aHHOTALMA, cOCTaBlieHUS pedepaToB, HAYUHBIX
JOKJIa/IOB, MyOauKanuidi U Oubnuorpaduu mo Hay4HO-
HCCIIEI0BATENbCKON paboTe ¢ yueToM TpeOOBaHUI UH-
(dhopManmoHHON OE30MACHOCTH.

3aganue 1. Kakoe TpefoBaHHe K CeTH HANPAMYIO CBA3aHO ¢ o0ecrniedeHHeM KOHPUIEHIIU-
AJIbHOCTH, L[EJIOCTHOCTH U IOCTYIIHOCTH AaHHbIX?

1. Macmrabupyemoctsb

2. IIpomyckHas cnocoOHOCTh

3. bezonacHocTh

4. YpaBisaemMocTh

Ortger: 3

3ananue 2. Hapymenue padoThl KAKOro MeXaHM3Ma HA KAaHAJIbLHOM ypoBHe Moaean OS]
MokeT npuBecTH K atake ""ARP-spoofing'', nmo3BoJisitonneii nepexsarsiBaTh Tpapuk?

1. dusnueckoe KOAUPOBAHUE

2. Jlornueckas anpecanusa (MAC) u paspemienue aapecoB (ARP)

3. YnpaBiieHue MoTOKOM JaHHBIX

4. CuHXpoHHU3alMs Tepe1adn

Otger: 2

3ananue 3. Kakasi ceTeBasi TONOJIOTHS SIBJISIETCA HAMMEHee YCTOHYMBOI C TOYKH 3peHHSA
HH(OPMAIMOHHO 0€30MACHOCTH, TAK KAK CO3/1aeT eJUHYI0 TOUKY 0TKAa3a, YA3BUMYIO LIS
arak Tuna ""Ortka3s B oociay:xuBanuu' (DoS)?

1. KonereBas

2. llunnas

3. 3Be3n000pazHas
4. Sluencras
OTserT: 3

3aganue 4. Kakue u3 nepe4ncjieHHbIX Mep HANPSMYIO CIOCOOCTBYIOT NMOBBIIIEHHIO 0e3-
ONIACHOCTH CeTH?

1. PerynsipHoe pe3epBHOE KOMUPOBaHHE KOH(MUTYpAITHil CETEBBIX yCTPOUCTB

2. CermenTanus cet ¢ nomoiibo VLAN

3. Ucnonws3oBanue npoTtokona Telnet mist ynpasiieHus 060pyaoBaHuEeM

4. Peanu3anus NOJUTUKH "HAMMEHBIINX MPUBWIETHI" I MOJb30BaTENEH

5. Otkmovenue xypHanupoBanus (logging) coObITHI 17151 S)KOHOMUU PECYPCOB

6. llludposanue Tpaduka c ucnoap3zoBanueMm VPN

Ortser: 2,4,6

3ananue 5. Kakue u3 nepe4uncieHHbIX yrpo3 HHGOPMANMOHHOMH 0€30MACHOCTH OTHOCATCS K
Yrpo3aM Ha KAaHAJIbHOM YPOBHe?

1. ITepexBat Ethernet-kanpos (cHuGGUHT)

2. Ataka MAC-duynunrom, Befymias K HapyIeH!o paboThl KOMMYyTaTopa

3. ARP-crtypunr (otpaBienne ARP-tabmuis)

4. SQL-unbexnus

5. @umuHr

6. ITog0Oop maposeil K KOpHEBOH yUeTHOH 3amucu
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Ortser: 1,2,3

3ananmue 6. [Ipu npoekTHpOBaHMH (PU3UYECKOT0 YPOBHS CeTH KaKHe Mepbl 0€30MacHOCTH
He00X0IUMO YUUTHIBATH?

1. 3amuTa KabenpHOM HHPPACTPYKTYPHI OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA (TIPOCITYIIINBAHNS )
2. Ucnonb30BaHue caMoro JEMIeBOro Kabesns Juisi SKOHOMHUH OI0JKeTa

3. OGecnieuenne H6ecriepeOOHHOTO MIEKTPONUTAHUS KPUTHUECKH BaYKHOTO CETEBOI0 000PY/I0Ba-
Hus (UBII)

4. Ycranoska naposis Ha BIOS paGounx cranuuit

5. Wcnonp30Banue 3KpaHUPOBAHHBIX Kabesell B cpeiax C MOBBIIICHHBIMU JIEKTPOMArHUTHBIMU
OMeXaMu

6. TpeboBaHue OT MMOIb30BATENECH MEHSTH MMAPOIU KaXAYIO HEACIIO

Ortser: 1,3,5

3aganue 7. Kakue u3 nepe4ncaeHHbIX NIPHHIUIIOB ABJISIOTCH KIKYeBbIMH 1JIs1 o0ecneye-
HHs 0e30MaCHOr0 YIpaBJIeHHUs ceTAMM?

1. Ucnonb3oBanue nporokona SNMPvI 1 cCOBMECTUMOCTH €O CTapbiM 000py/1I0BaHUEM

2. Paznenenue o6s13aHHOCTEH (pOJiei) U JOCTYIIOB MEXAY aAMUHUCTPATOPaMU

3. AyrenTuduKkanus v aBTOpU3ALNS BCEX YIPABIAIOMIUX MOIKIIOYSHUN

4. XpaHneHue mapoJieii B OTKPBITOM BHJI€ B KOH(PUTYPALIMOHHBIX (aiiiax s yao0cTBa

5. ludposanue Tpaduka cucTeMsl yupasieHus (Hanpumep, ucrnoibzoBanue SNMPv3)

6. [IpenocraBnenue NOIHOrO JOCTYNA K YIPABIEHUIO TEXHUYECKUM CIELIUATUCTAM

Ortser: 2,3,5

3aganue 8. YcraHoBHMTe COOTBETCTBHE MEK/1Y CeTeBbIM IPOTOKOJIOM/TeXHOJIOTHEH U CBS-
3aHHOM C HUM KJIIOYeBOil yrpo30ii HHGOPMAIMOHHON 0€3011aCHOCTH.

ARP (Address Resolution Protocol) : OtpaBienue k3ma (CcrrypuHT) i IepeHanpaBIeHUs Tpa-
¢duKa Ha XOCT 3JI0yMBIIIIEHHUKA

Telnet : Hemm@poBanHas nepeaaya y4eTHBIX JaHHBIX U JaHHBIX YIIPaBJICHUS 10 CETU

DHCP (Dynamic Host Configuration Protocol) : Bo3M0oKHOCTH ITOIMEHBI IOBEPEHHOTO CepBepa
Y BblJIa4a JIO’)KHBIX TapaMeTPOB CETU

Heb6e3onachsiii mpotokos SNMP (v1, v2c¢) : [lepexBar u Mmoaudukanus yrnpapisionX KOMaHa

3aganue 9. YcraHoBHTEe COOTBETCTBHE MeK1Yy NOHATHEM MH(OPMALHOHHOI 0e3011aCHOCTH
U ero ONHMCaHUeM B KOHTEKCTe CeTeBOil HH(PPACTPYKTYpPbI.

CermenTanus cetu : Paznenenue cetu Ha norudeckue nojacetu (VLAN) nns orpanuyeHus pac-
IIPOCTPAHEHHUS aTaK

[{enocTHOCT AaHHBIX : MeXaHNU3M MPOBEPKU MOAJTUHHOCTH OTIIPaBUTENS JaHHBIX U oOecreyde-
HUS UX HEU3MEHHOCTH

KonduaennuansHocTs : 3amuTa JaHHBIX OT HECAaHKIIMOHUPOBAHHOTO 03HAKOMIIEHHS, 00eceun-
BaeMast IIM(ppoBaHUEM

HoctynHocTs : ObecnedeHne MOCTOSHHON TOCTYITHOCTH CETEBBIX CIYKO NSl IESTUTUMHBIX MOJIb-
30BaTeIIeH

3ananue 10. YcranoBuTe NPaBUIILHYIO NOCJIEA0BATEIBLHOCTD 1efiCTBUH NIPH pearupoBaHUH
HA HHUUJACHT HTHGOPMALMOHHOI 0€301aCHOCTH, CBSI3AHHBIN ¢ HECAHKIMOHUPOBAHHBIM /10-
CTYIIOM K CeTH.

1 : M3oasiuys CKOMIIPOMETHPOBAHHOTO CEIrMEHTa CEeTH WM YCTPOHCTBA

2 : COop u coXpaHEHHe JI0Ka3aTeILCTB (JIOTH, TaMIThl Tpaduka)

3 ! AHanu3 NpUYNH UHIUCHTA U UACHTU(DUKAIHS YI3BUMOCTH

4 : BocCTaHOBJICHHE CUCTEMBI U3 "YUCTONU" pe3epBHOI KOMUHU M YCTPAHEHHUE YSI3BUMOCTH

3aganue 11. YcTaHoBUTe MOCIEA0BATEIBHOCTD 3TANIOB HACTPOHKH KOMIIbIOTEPA ISl pa-
00TBI B JIOKAJIBHOM CeTH.

1 : TIpoBepka pu3nuecKoro moakI0YeHus (kadenb, ceTeBoi aganrep)
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2 : YcTaHOBKA M HACTpOMKA CETEBOTO JipaiiBepa
3 : Hacrpoiika napametpoB ceteBoro anantepa (IP-agpec, macka, nuio3)
4 : TIpoBepka coenrHeHUs (HAIPUMED, C TOMOIIBIO ping)

3ananne 12. Kak Ha3bIBaeTcsl TEXHOJIOTHS, KOTOPasi HA KAHAJIBLHOM YPOBHe MO3BOJIfAET JIO-
THYeCKH Pa3ejuTh OHY (PM3MUYECKYI0 CeTh HA HECKOJIbKO H30JTHPOBAHHBIX HIHPOKOBeEIA-
TeJbHBIX JIOMEHOB, UTO SIBJIseTCA 02A30BBIM METO/I0M CeTeBO CerMeHTAlMH /1Jis1 Oe30mac-
HocTH?

Otset: VLAN

3ananue 13. Kak Ha3bIBaeTcs ceTeBas CJ1y:k0a, KOTOpasi aBTOMATHYeCKH Ha3Havaet IP-
ajpeca u Apyrue napaMeTpbl KOH(pUIypauuu ceTeBbIM y3j1am?

Otser: DHCP (Dynamic Host Configuration Protocol)

3aganue 14. O0bsACHUTE, KAK CErMEHTAIIUA CETH ¢ UCNoab30BaHueM VLAN u MelKceTeBbIX
3kpaHoB (firewall) cmocoGcTBYeT peasn3anuy NOJIUTHKH HHPOPMALMOHHOMH 0€30I1ACHOCTH.
B otBeTe npuBenuTe KOHKPETHBINA IPUMED.

Otget: CermenTanusi cetu ¢ nomMoipl0 VLAN 1o3BoSIeT IOTHYECKU U30JIMPOBAThH PYIIIIbI
YCTPOUCTB (HarpuMmep, OyxraiaTepusi, TOCTH, CepBepbl). MexceTeBol HKpaH, yCTAHOBIICHHBIN Ha
rpanunax Mexay 3TumMu VLAN, npuMeHsieT noauTuku KoHTpos goctyma (ACL).

3aganue 15. Onummure, kKakue yrpo3bl HHGOPMALMOHHOM 0€30I1aCHOCTH CBA3aHbI C HC-
M0JIb30BAHHEM MPOTOKOJIOB CeTeBOro ynpasJjeHus (Hanpumep, SNMP) 6e3 nosxHoi
HACTPONKHU, U KAKHE MePbl 3allIUTHI HE00X0IMMO MIPUMEHUTD Il 0€30MaCHOM IKCILTyaTa-
MU CHCTEMbI YIIPABJICHHUS CETSAMH.

OtBet: Yrpo3sl: epexBaT He3auPpoBaHHOTO TpaduKa, HECAHKIITMOHUPOBAHHBIN TOCTYI U H3-
MEeHEHHE KOH(PUTYpaIluu C TOMOIIBIO0 CTAaHAAPTHBIX MapoJiel, pacKpbiTHe HHPOPMAIIUHU O TOIIO-
joruu cetu. Mepsl 3amuThl: 0Tka3 oT SNMPv1/v2c B monesy SNMPv3 ¢ mmdpoBannem u
ayTeHTU(UKAIMel; HaCTpOiika KOHTPOJISI TOCTyIa Ha OCHOBE POJiei (MIPUHIIUIT HAUMEHBIIINX
NPUBWIETHI); BbIIETIEHUE TpaduKa yIpaBiIeHUs B OTAEIbHYI0, 3aliuiieHHy0 VLAN
(Management VLAN).

®opmupyemas HNuaukatopsl chopMUPOBAHHOCTH KOMIETEHIIMHT
KOMIIeTeHIUsl
IIK-3. CnocoOHOCTh 00€cIeunBaTh e MWM/I-3nk-1-3naer: Monenu MHCTUTYTA HHXKEHE-
TpebyeMblii kadyecTBEHHBIN becrepe- poB 1o 31eKkTpoTexHuke U paauosniekTponuke (IEEE).

OOMHBIN pexxuM paboThl THPOKOMMY-
HUKALIMOHHOW CUCTEMBI, HHAUKATO-
PaMM JIOCTH>KEHUSI KOTOPOU SIBIISIETCS

Mopnens B3auMoaeicTBus OTKpBITHIX cuctem (OSI)
ISO. OcnoBrl cuctemMHoro agMuHucTpupoBanus. Cpe-
CTBA 3allUThl OT HECAHKIIMOHUPOBAHHOTO AOCTYTIA OIle-
PaIMOHHBIX CUCTEM U CHCTEM yIIpaBlieHUs1 0a3aMHu 1aH-
HbIX. TpeOoBaHUs 0XpaHbl TPy/ia MpU paboTe ¢ cEeTeBOM
anmnapaTypoil, ¢ anmnapaTHbIMU, IPOTPaMMHO-aNnapar-
HBIMU ¥ IPOTPAMMHBIMHU CPEICTBAMH aIMUHUCTPUPYE-
MO MTHPOKOMMYHHUKAITMOHHON CUCTEMBI.

e HN/-3nk-2-ymeer: WaentudunupoBars mpasa
MOJIb30BaTENEH MO AOCTYNYy K MpOrpaMMHO-ammapart-
HbIM cpeacTtBaM. KoHdurypupoBath omnepanuoHHbBIE
CUCTEMBI, ceTeBble ycTpoiicTBa. [lapamerpusnpoBath
MPOTOKOJIbI KaHAJIBHOTO, CETEBOIO M TPAHCIIOPTHOTO
YPOBHSI MOJICJIM B3aMMOJICHCTBHSI OTKPBITBHIX CHCTEM.
[IpuMeHATH TpOrpaMMHO-anmnapaTHbIe CPEACTBA JIA
JMarHOCTHKHU OTKA30B M OIIUOOK CETEBBIX YCTPOMICTB.
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TectupoBanue nporotuna HMC Ha TpoBEpKY KoOp-
PEKTHOCTH apXUTEKTYPHBIX PELICHUM.

o WJI-3nk-3-BiajgeeT HABBIKOM: YTPaBICHHUE O-
CTYNOM K IpOTrpaMMHO-annapaTHsiM cpeacrBam. Kon-
TPOJIb UCIIOJIb30BAHMS PECYPCOB CETEBBIX YCTPOMCTB U
[10. Ynpasnenue 6e30MaCHOCTHIO CETEBBIX YCTPOMCTB
u I10. [IpumensaTs nporpaMMHO-annapaTHbIe CPEICTBA
JUISL AMarHOCTHKH 0TKa30B 1 omnbok T10.

3ananue 1. Ha kakoMm ypoBHe 3TtasionHoil mogean OSI padoTaeT npoToko.J1, 0TBETCTBEH-
HBIi1 32 Joruveckyro aapecaunio (IP-agpeca) u mapumpyru3zanuio Me:xk1y ceTeBbIMH cer-
MeHTamMu?

1. Kananensii (Data Link)

2. Certesoii (Network)

3. Tpancnoptasiii (Transport)

4., ®wusunueckuit (Physical)

Otger: 2

3ananmue 2. Kakoe u3 nepeyncieHHbIX TPe0OBaHUIT OXPaHBbI TPYy/ia SIBJAETCS 00513aTeJIb-
HBIM NPHU padoTe ¢ aAKTUBHBIM CeTEBLIM 000PY/10BaHUEM B CepBEpPHOIi cToliKe?
1. Hanuuwue pocTymna K COIMAIBHBIM CETSAM JIS CBSA3H C KOJUIETaMH.
2. Hcnonp30BaHWE HHCTPYMEHTOB C U30JIMPOBAHHBIMU PyYKAMH.
3. Pabota B ofex/ie co CBOOOAHBIMU PyKaBaMH, KOTOPBIE MOTYT 3alleTIUThCS 32 CTOUKY.
4. YcraHoBKa 000pyAOBaHHS Ha Kpail CTOJA i yA0OCTBA MOAKIIOUYEHUS.
Otger: 2

3aganue 3. Kakoii npoToko/ TpancnopTHoro yposHst moaeau OSI rapanTupyer nocraBy
JAHHBIX, YCTAHABJIUBACT COCAUHCHUE U odecrmeuynBaeT KOHTPOJIb noToka?

1. IP (Internet Protocol)

2. UDP (User Datagram Protocol)

3. HTTP (HyperText Transfer Protocol)

4. TCP (Transmission Control Protocol)

OrtgerT: 4

3ananue 4. Kakue Tpu napaMerpa siBJISIIOTCS TUNIMYHBIMH /1715l HACTPOHKH C€TEBOI0 UH-
Tepdeiica?

IP-anpec u Macka nojaceTu.

Hasznauenne VLAN.

MAC-anpec.

CxopocTts u aymiekc (auto/100/full).

Hactpoiiku MTU (Maximum Transmission Unit).
. AJzlpec nut03a M0 yMOJTYAHHUIO.

Ortser: 1,3,6

3ananue 5. Kakue Tpu 1eiicTBUSA OTHOCATCH K OCHOBHBIM 00SI3aHHOCTSIM CMCTEMHOIO a/I-
MHUHHUCTPATOPA B KOHTEKCTE YIPAaBJIEHHUS CeThIO?

cuawNE

Pa3paboTtka nu3aiiHa J0roTHna KOMIaHuH.

VYnpaBieHne y4eTHBIMU 3alIUCSIMU [I0JIb30BaTENIEeH U MpaBaMU JOCTyIIA.
VYcranoBka 1 HacTpoiika ceteBbix ciry:x0 (DNS, DHCP).

Hanucanne koMMepUyeckux NpeAIoKeHUH A1 KIUEHTOB.

N
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5. Pe3sepBHOE KONMMpOBaHNUE KOHPUTYpAITU CETEBBIX YCTPOUCTB.
6. IIpoBeneHue MapKETHHIOBBIX UCCIIEIOBAHHMA.
Otser: 2,3,5

3ananue 6. Kakue Tpu Mepbl 6€30NACHOCTH J0JIKHBI ObITh 00513aTEJIbHO IPUMEHEHbI TPH
HACTPOIiKe ceTeBOro 000pyA0BaHMsl IJIf 3aAIUTHI 0T HECAHKIIMOHUPOBAHHOIO J0CTyna?

Cwmena naposieit mo ymosruanuto (admin/admin).

OTKIIIOUeHHE BCEX HEHCIIONB3YEMBIX CETEBBIX CiIyK0 (Hanmpumep, Telnet).
Ucnonp3oBanue nporokosia HTTP Bmecto HTTPS st ynpasnenus.
Hacrpoiika nocryna mo SNMP Bepcuu 1 ajist COBMECTUMOCTH.
brnokupoBka HEUCIONIb3yeMbIX (PU3UUYECKUX MIOPTOB HA KOMMYTATOPE.

. Paspemenue ynanennoro gocryna c qro0bix [P-agpecos.

Otser: 1,2,5

I

3ananue 7. Kakue TeXHOJIOTHH M MPOTOKOJbI OTHOCATCH K TEXHOJIOTHAM (PU3UIECKOT0
ypoBHs? (BbiOepuTe TPpH BapuaHTa)

Ethernet 100Base-TX

TCP

Buras napa xareropuu Se

IP

5. OnTuueckoe koaupoBanue NRZ
. HTTP

Ortser: 1,3,5

3aganue 8. YcraHoBuTe cOOTBeTCTBHE Mexk1y YpoBHeM mojesn OS] u ero ocHoBHO# (PyHK-
HMeH WM NPOTOKOJI0M.

Kananbnbiii ypoBens (Data Link) : O6ecnieuenue noctymna k cpese nepegadu u puznueckas aj-
pecanus (MAC)

CereBoii yposenb (Network) : Jlornueckast anpecauus (IP) u mapupyTuzanus Mexy cetaMu
TpancnoptHelii yposensb (Transport) : ObecnieueHne JOCTaBKU JaHHBIX MEXKy MPHIOKEHUSIMU
(mopThI)

®dusnueckuii yposens (Physical) : [Tepegaua GutoBoro notoka no ¢pusndeckoii cpene (kabens,
CUTHAN)

ok wdE

3ananue 9. YcraHOBHTE COOTBETCTBHE MEKIY THIIOM CETEBOr0 YCTPOHCTBA M YPOBHEM MO-
neau OSI, Ha KoTOpOM OHO NpenMyLeCTBEHHO padoTaer.

Konnentparop (Hub) : ®usnyeckuit yposens (Physical)
Kommytarop (Switch) : Kananbhsiii ypoBens (Data Link)
Mapmpytusarop (Router) : CeteBoii ypoBens (Network)

3ananue 10. YcranoBuTe NPaBUIILHYIO MOCIEA0BATEILHOCTD 1eICTBUH NIPH NIEPBOHAYAIb-
HOM IMArHOCTHKeE NMPO00JieMbl '"HeT CBSA3H' ¢ KOHKPETHBIM CETeBbIM Y3JI0M.

1 : IlpoBeputsb pusnueckoe noakioyeHne (kademnb, MHANKATOPHI JMHKA Ha CETEBOM KapTe 1
KOMMYTAaTope).

2 : [TpoBepuTh CTaTyC M HACTPONKH ceTeBOro HHTepdeiica Ha mpodremuom y3ie (IP-aapec,
Macka).

3 : BeInoIHUTH KOMaHIy PING Ha [UTIO3 TI0 YMOJTYAHHMIO.

4 : BeimonHUTh KOMaHy tracert (umu traceroute) o meneBoro y3ia ajis onpeaeneHus Mmecta 00-
phIBa.
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3ananue 11. YcraHoBUTE NPABUJILHYIO MOCJIE10BATEILHOCTD MPOIECCA MHKATICYJISIIIUN
JAHHBIX NPHU OTIPABKe COO0IIEHHS OT NPUJIOKEHUS Yepe3 ceTh (0T NepBOro K MocjaeIHeMy
mary).

1 : Ilepenaya qaHHBIX PUKIAJHOTO YPOBHS

2 . ®opMHpOBaHKE CErMEHTa/IeTarpaMMbl Ha TPAHCIIOPTHOM YPOBHE

3 : @opMupOBaHUE MTAKeTa Ha CETEBOM YPOBHE

4 :®@opmMupoBaHue Kaapa Ha KAHAIEHOM YPOBHE

5 : IlpeoOpazoBaHue B AIIEKTPUUYECKHE/ONTHYECKIE CUTHAIIBI HAa (PU3NIECKOM YPOBHE

3ananue 12. Kak Ha3bIBaeTCs YMCJI0BOH HIEHTU(PUKATOP, KOTOPbIi HA TPAHCIIOPTHOM
YPOBHE MCIIOJIBL3YeTCsl /ISl ONpe/iesieHusl MPUKJIATHOT0 MPoLecca Wi CJIyKObI, 0:KUIAL0-
e JaHHble?

Ortser: Ilopt

3ananne 13. Kakoii napamerp B KoHpuUrypauun uatep@eiica kommyraTopa onpejaejaser
MAaKCHMAJIbHBINI pa3Mep Kajpa, KOTOPbIH MOxkeT ObITH Nnepeaad 0e3 pparmenranuun?
Otser: MTU (Maximum Transmission Unit)

3aganue 14. Onummure npoueaypy AMArHOCTUKHU NMPo0JieMbl "'0TCYTCTBYeT CBSI3b C HHTEP-
HeTOM'' Ha padoyeill CTAHUNH, HAXOAsALIElcsl B KOopnopaTuBHOM ceTH. C 4ero HayaThb Mpo-
BepPKY 1 KAKHMH KOMaHIaMH BOCII0JIb30BAThCSA?

Ortgert: [IpoBeputh kabenab U UHIUKATOP CETEBOTO coeuHeHUs. OTKPBITh KOMaHIHYIO CTPOKY U
BBITIOJIHUTS ipconfig - mocMOTpeTh, ecTh Jik [P-aapec. [IponrHroBaTe muI03 KOMaHAOM ping
192.168.1.1 (agpec mocmotpeth B ipconfig). IIponuurosats BHemHuii [P-agpec ping 8.8.8.8. IIpoBe-
puth DNS ping ya.ru. [TpoBeputh HacTpOlKH POKCH U OpaHaMay3pa.

3aganue 15. Ha yto MoryT yka3piBaTh Takue omnoOku, kak CRC wim konnusun?

OtBet: CRC errors yka3bpIBaloT Ha MTOBPEXKICHNUE Kajipa MU Tepenaye (mpoodiemsl ¢ kadesem,
nomexu). Collisions (B oMy IyMIEKCHBIX CETSIX) CBUACTENHCTBYIOT O OJTHOBPEMEHHOM mepenayue
JTAHHBIX HECKOJIBKHUMH yCTPOHCTBAMU; UX BBICOKOE YHCIIO TOBOPHT O MEPErpy>KEHHOCTH CeT-
meHTa. Giants/Frames yka3bIBaloT Ha KaJpbl HEAOMYCTUMO OOJIBLIOro pa3Mepa (OmmuoKu B 000-
pyaoBanuu wiu [10).

7 IEPEYEHb HH®OPMAIIMOHHBIX TEXHOJIOTUH, UCTOJIb3YEMBbIX
B NIPOINECCE OBYYEHUSA

HNudopmanuonHbie TeXHOJIOTMH — 00y4Y€HUE B 3JIEKTPOHHOM 00pa30BaTeIbHON cpesie ¢
LEJIBI0 PACUIMPEHHs IOCTYyTa K 00pa3oBaTeIbHbIM pecypcaM, YBEIMUSHU KOHTAaKTHOTO B3aUMO-
JENCTBHUS € MpenojiaBaTesieM, MOCTPOSHUS WHIUBUAYAIbHBIX TPAEKTOPHM MOJITOTOBKU, 00BEK-
TUBHOT'O KOHTPOJISI © MOHUTOPUHTA 3HAHUM CTYJIEHTOB.

B oGpa3oBarensHOM mpoliecce Mo TUCHUIUIMHE UCTIONb3YIOTCS CleayIone HHPopMaIiu-
OHHBIE TEXHOJIOTHH, SIBJSIOIIMECS KOMIIOHEHTaMHM DJIEKTPOHHOH HH(OpMaIMOHHO-00pa30oBa-
TenpHOM cpenbl BI'TIY:

e Odummanshsiii caiit BITIY;

e KoproparusHas ceTs U KOpIopaTUBHas 31eKTpoHHas noura bI'TIY;

e Cucrema snexktpoHHoro ooyuenuss ®I'b6OY BO «bI'TIY »;

e (Cucrema TeCcTUpPOBaHMSI Ha OCHOBE equHOro mnopraia «VHTepHeT-TeCTUpOBaHUS B
chepe oOpazoBaHHS WWW.i-exam.ruy,

e DJIEKTPOHHBIE ONMOINOTEUHBIE CUCTEMBI,

e MyJnbTUMEIUIHOE CONPOBOXKIECHUE JICKIIUA U MPAKTUYECKUX 3aHATHUH;

e TpeHaxepbl, BUPTYaJbHbIE CPE/BI.


http://www.i-exam.ru/
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8 OCOBEHHOCTHU U3YYEHUA JUCHUIIJINHBI THBAJINJIAMU U JIMHAMMU C
OI'PAHUYEHHBIMHA BO3MOKHOCTSAMMU 31OPOBbAA

ITpu oOyueHuu Il ¢ OrPAaHUYEHHBIMUA BO3MOYKHOCTSIMM 3/10pPOBbSI IIPUMEHSIOTCS aJall-
TUBHBIE 00pa30BaTEIbHBIC TEXHOJIOTHH B COOTBETCTBUU C YCIOBHIMHM, U3JI0)KEHHBIMU B Pa3Jiel
«Oco0eHHOCTH OpraHu3anuy 00pa30BaTENILHOrO Mpolecca Mo 00pa3oBaTeIbHBIM IIPOrpaMMaM
JUIS. MTHBAJIMJIOB H JIUI C OTPAaHUYCHHBIMH BO3MO)KHOCTSIMU 3/I0POBBS» OCHOBHOW 00pa3oBaTeib-
HOM MporpamMmsl (MCIOJIb30BAHUE CHEIMATIbHBIX YUEOHBIX ITOCOOUI U JUIAKTUYECKUX MaTepHha-
JIOB, CIIELIMAJIbHBIX TEXHUUECKUX CPEJICTB 00yUEHUs KOJUIEKTUBHOTO U MHAUBUAYAIBHOIO M0Jb-
30BaHMsl, IPEIOCTABICHHUE YCIYT ACCUCTEHTA (IIOMOIIHHUKA), OKa3bIBAIOILIEr0 00ydJarouMMes He-
00X0AMMYIO TEXHUYECKYIO TOMOIIb U T.I1.) C Y4ETOM HMHIUBUAYAIBHBIX OCOOCHHOCTEH 00y4aro-
IIUXCSL.

9 CIIMCOK JIMTEPATYPBI U UH®OPMALIMOHHBbIX PECYPCOB

9.1 JIuteparypa

1. Onmudep, Buxrtop ['puroppeBuu. KommbroTepHsie ceTu. [IpUHITUIIBI, TEXHOJIOTHH,
MPOTOKOIIBI : yuel. mocobue ams cty. By3oB / B. I'. Onmudep, H. A. Onudep. - 4-e uzn. - M. ;
CIIG. [u ap.] : TTurep, 2010. - 943 c. : un. - (YueOHHK 17151 By30B). - 10 3K3.

2. Cmensinckuii, Pycnan Jleonnnouy.  KommbroTepHbie cetu. B 2 T. : yueOHUK i
ctyn. By3oB / P. JI. Cmenstackuid. - M. : Akagemus. - (Briciiee nmpodeccnonaisHoe 00pa3oBa-
Hue). T.1:Cucremsl nepenaun nanubix. - 2011, — 296 c. — 10 k3.

3. CeTH 1 TeeKOMMYHHKAIINY : y4eOHUK U pakTukyM st By30B / K. E. Camyiinos [u
ap.] ; mox penakuueit K. E. Camyitnosa, 1. A. lllanumosa, J]. C. Kyns6oBa. — Mocksa : U3na-
tenbcTBO FOpaiit, 2022. — 363 ¢. — (Bricmee oopazoBanue). — ISBN 978-5-534-00949-1. —
Texcrt : anexTpoHHbI / Obpa3oBarenbHas miatdopma KOpaiir [caiit]. — URL:
https://urait.ru/bcode/489201 (mata oopamienus: 14.10.2022).

4. lu6bpos, M. B. Ceru u TenekommyHHuKanuu. Mapupytuzanus B [IP-cetsix B 2 u.
YacTts 1 : yueOHHK U ipakTukyM i By30B / M. B. JIubpoB. — Mocksa : M3natensctBo FOpaiiT,
2022. — 333 c. — (Bricmiee ob6pazoBanue). — ISBN 978-5-9916-9956-3. — Tekcr : a5eKTpoH-
HbI# // OOpa3oBarenbHas miardopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/491319
(mata oOpamenus: 14.10.2022).

9.2 ba3bl JaHHBIX U HHGOPMALIMOHHO-CIIPABOYHbIE CHCTEMbI

1. ®epepanbHbiii mopran «OTKpeITOE 0Opa3zoBaHue» — https://openedu.ru.

Poccuiickuii mopran oTkpsiToro oopasosanus — http://www.openet.ru/University.nsf

3. Caiir MuHucTepcTBa HaykKd M BbIicmiero oOpazoBanuss P®. — Pexum J10-

cryna: https://minobrnauki.gov.ru

Haumonanbheiii otkpeiTeiii yauBepeuteT «MHTYUT». — https://intuit.ru

5. EnuHbIi peecTp pOCCHHCKHUX MPOrPaMM IS JJIEKTPOHHBIX BRIUUCIUTEIBHBIX MAIIIMH U 0a3
NMaHHBIX. Pexxum nocryma — https://reestr.hostco.ru.

no

&

9.3 DJ1IeKTPOHHO-0MOINOTEYHBIE PecypPChI

=

3BC «lOpaiity. - Pexxum noctyna: https://urait.ru
2. Tlommpen (0630p CMU). - Pexxum noctymna: https://polpred.com/news


https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=3&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%9E%D0%BB%D0%B8%D1%84%D0%B5%D1%80,%20%D0%92%D0%B8%D0%BA%D1%82%D0%BE%D1%80%20%D0%93%D1%80%D0%B8%D0%B3%D0%BE%D1%80%D1%8C%D0%B5%D0%B2%D0%B8%D1%87
https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=3&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%A1%D0%BC%D0%B5%D0%BB%D1%8F%D0%BD%D1%81%D0%BA%D0%B8%D0%B9,%20%D0%A0%D1%83%D1%81%D0%BB%D0%B0%D0%BD%20%D0%9B%D0%B5%D0%BE%D0%BD%D0%B8%D0%B4%D0%BE%D0%B2%D0%B8%D1%87
https://openedu.ru/
http://www.openet.ru/University.nsf
https://minobrnauki.gov.ru/
https://intuit.ru/
https://reestr.hostco.ru/
https://urait.ru/
https://polpred.com/news
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10 MATEPHUAJIBHO-TEXHUYECKAS BA3A

Jlns mnpoBeneHUs 3aHATHI JIEKIMOHHOIO W CEMUHApPCKOTO THUIA, TPYNIOBBIX U
VH/IUBUAYAIbHBIX KOHCYJIbTAalUWA, TEKYIIErO0 KOHTPOJS M IPOMEKYTOUYHOM AaTTECTAlUU
UCIOJIB3YIOTCS ayAUTOPUU, OCHAILIEHHBIE Y4eOHOM MeOebI0, ay IUTOPHOM JOCKOH, KOMIBIOTEPOM
C YCTaHOBJICHHBIM JIUIIEH3UOHHBIM CIEIHATM3UPOBAHHBIM  TIPOTPAMMHBIM 00eCIeYeHHEM, C
BBIXOJIOM B DJEKTPOHHO-OMOJIIMOTEUHYI0 CHUCTEMY U AIIEKTPOHHYIO HMH()OPMAIIMOHHO-
obOpasoBarenbuyto cpeay bBITIY, MyabTUMENUMHBIMM MPOEKTOPAMU, HKCIIO3UIIMOHHBIMU
SKpaHaMH, y4eOHO-HaIJIAIHBIMU [TOCOOUSMU (MYIbTUMEIUNHBIEC TPE3CHTALINHN).

CaMocrosiTenbHast paboTa CTYJIEHTOB OpPraHU3yeTCsS B ayJUTOPHUSX OCHAIIEHHBIX KOMITh-
IOTEPHON TEXHUKOH C BBIXOJIOM B 3JIEKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTeIbHYIO Cpely By3a,
B CIICIUATM3UPOBAHHBIX JIA0OPATOPUSIX MO JUCIUILIMHE, a TAKXKE B 3a1aX JOCTYyIMAa B JIOKATHHYIO
cetb BI'TIY.

JIn1eH3nOHHOE MPOrpaMMHOE OOecIIeUeHue:

e onepanuoHHbIE cucTeMbl cemericTBa Windows, Linux;

e Opay3sepsl,

e nporpammei-cumyiisiTopel VMBOX, NetEmul;

e oducusie nporpammel Microsoft office, Libreoffice, OpenOffice;
e DrWeb antivirus.

Pa3paborunk: BoiinexoBckas M.®., kaHauaaT negarorndyeckux HaykK, JOUEHT
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11 IUCT UBSMEHEHHUH U JOITOJTHEHUM

YT1Bep:kaenue usmMmeneHuii u qonojaHenuii B PIIJI nas peanuzanum B 20 /20 yu.r.

PII/I o6cyxnena u oqobpena s peanuzanuu B 20 /20 y4. 1. 6e3 U3MEHEHHUH Ha 3ace-
naHuu kKadeapsl MHOOPMATUKK U METOJIUKH IMpernojaBanus nHGopmatuku (mpotokoia Ne ot
« » 20__ r.). B PI1/] BHeceH®b!I ciieiyronie n3MEHEHUS U JOMOTHEHUS:

Ne mzmenenns: 1
No cTpaHHMIIbl C KBMEHEHUEM:
UckmounTh: BxirounTs:

Ne usmenenus: 2
Ne cTpaHuIIbI ¢ U3MEHEHUEM:
HckmounTh: Bxirounts:




