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1 IIOSICHUTEJIBHAS 3AIIUCKA

1.1 Heap AMCUMIUIMHBI. O3HAKOMJICHHE ¢ 0OmIel mpobieMoit mHOpMAIMOHHOW 0e3-
OMaCHOCTH MH(OPMALMOHHBIX CUCTEM, OPTraHM3ALMOHHBIMH, TEXHUYECKUMHU U JIPYTHMMH METO-
JlaMH M CPEACTBAaMU 3allUThl HH(OPMAIIMH, C 3aKOHOATEIbCTBOM M CTaHIapTaMH B 3TON 00ia-
CTH, C COBPEMEHHBIMU KPUITOCHCTEMaMH, C KOMITBIOTEPHBIMH CPEJICTBAMH PEATU3AI[H 3aIUTHI
B MH(OPMAILIMOHHBIX CUCTEMaX, U3yueHHE METOA0B MIEHTH(UKALNHU MoIb30BaTeneil, 60pbObl ¢
BUpYCaMHU; OCBOCHHUE (DyHIAMEHTAIbHBIX 3HAHUN B 00JIACTH MH(POPMALIMOHHOW 0€30MacHOCTH U
BbIpa0OTKa MPAKTUUECKUX HABBIKOB IIPUMEHEHUS 3TUX 3HAHUI.

1.2 Mecto aucuuniauabl B ctpyktype OOIL: J{uctmmnnna «MuadopmanonHas 6e3-
OIMaCHOCTB» OTHOCHTCS K IUCIHUILIHHAM 00s3aTenbHoi Yactu 010ka b1 (51.0.24).

Conepxanne muciumuinHbl « HPOpMamonHas 6€30MacHOCThY BXOJIUT B HEOOXOTUMBIIA
MUHMMYM IpodeccHOHaIbHbIX 3HaHUH. [IpenogaBanue aucuurunbel «MHopManonHas 6e3-
OIAaCHOCTBY CBSA3aHO C JPYTHMMH TUCHUIUIMHAMH TpodeccuoHanbHoro mukia « MapoxoMMyHH-
KallMOHHBIE CUCTEMBI U CETH», K APXUTEKTYpa HHPOPMALMOHHBIX CUCTEM.

1.3 IlucuunjmHa HanpaBJjieHa HA (popMupoBaHue ciaenyommux kommnerenmuii: OITK-
3, IIK-3:

- OIIK-3 CriocobeH pemaTth CTaHIapTHBIE 3a/1a4d MPO(eCCHOHAIBHOM IeATEIIbHOCTH Ha
OCHOBE MH(OpPMaIMOHHON U OMOIMOrpaduuecKoi KyabTyphbl C IPUMEHEHUEM HH(POPMALIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTHIA M C Y4€TOM OCHOBHBIX TpeOoBaHMi MH(OpMarMoHHOW 0e3-
OIaCHOCTH, MHAMKATOPAMH TOCTH)KEHUS KOTOPOM SIBISETCS:

e UJI-lonk-3-3HaTh: NPUHLMIIBI, METOABI U CPEJCTBA PELICHMs CTaHJAPTHBIX 3a7ay Ipo-
(eccnoHaIbHON JEATEeNBHOCTH Ha OCHOBE HH(OpMAMOHHOW W OuOmmorpaduyeckoi
KYJIbTYpbl C IPUMEHEHHEM HH(OPMAIIMOHHO-KOMMYHHMKAIIMOHHBIX TEXHOJIOTUN U C yue-
TOM OCHOBHBIX TpeOOBaHUI MH()OPMAIIIOHHOH 0€301TacCHOCTH.

e UJI-2omnk-3-yMeTh: pelaTh CTaHIAApTHBIE 3a7aud NPOPECCHOHATBHON NEATEIbHOCTH Ha
OCHOBE MH(POPMALMOHHONW 1 6ubnuorpaduyeckoit KylIbTyphl C IpUMEHEHHEM HHpopMa-
[IUOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHA M C Y4€TOM OCHOBHBIX TpeOOBaHH WHQOP-
MalMOHHOH 0€30MacHOCTH.

e MJI-30nK-3-UMETh HaBBIKU: MOJTOTOBKH 0030pOB, aHHOTAIMi, cocTaBileHus pedeparos,
Hay4HBIX JTOKJIAJIOB, MyOJIUKaAIMi 1 Oubiarorpaduu Mo Hay4IHO- UCCIIEIOBATEILCKON pa-
60Te ¢ yueroMm TpeOoBaHUN MHPOPMALIMOHHON OE30MaCHOCTH.

- IIK-3. CiocoOHOCTh 0OecrieunBaTh TPeOyeMblli KaueCTBEHHBIM OeCTiepeOOMHBIN PeXuM pa-
60Tl THPOKOMMYHHUKAIIMOHHON CUCTEMBI, MHIUKATOPAMHU JIOCTHKEHUS KOTOPOH SIBJISETCS:

e UJ-3nk-1-3Haer: Monenu MHCTUTYTa MHKEHEPOB MO JIEKTPOTEXHUKE M PATHOAIEKTPO-
Huke (IEEE). Monens B3aumonerictBus oTkpbIThiX cucteM (OSI) ISO. OcHoBBI cuctem-
HOT0 aJMHHUCTpUpoBaHus. CpeacTBa 3alIUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA OIle-
PAIMOHHBIX CHCTEM W CHCTEM yTpaBieHus 0a3aMu MaHHBIX. TpeOOBaHUS OXpaHbl TpyIda
npu paboTe ¢ CeTeBOW ammaparypoi, ¢ amnmapaTHbIMU, MIPOrpaMMHO-ANMapaTHbIMU M
POTPAMMHBIMHU CPEACTBAMHU aIMUHUCTPHPYEMOI HMHPOKOMMYHHUKAITMOHHON CHCTEMBI.

o UJI-3nk-2-ymeer: UneHTnUIIMpOBaTh MpaBa MoJb30BaTelNeil MO JOCTYIY K IPOrpaMM-
HO-anmapaTHbiM cpejacTBaM. KoHHUrypupoBaTh ONEpaliOHHBIE CHCTEMBI, CETEBbIE
ycrpoiicTBa. [lapameTpu3upoBaTh MPOTOKOJBI KaHAILHOTO, CETEBOTO M TPAHCIOPTHOTO
YPOBHSI MOJEIH B3aHUMOJAEHCTBHUS OTKPBITHIX CUCTeM. lIpuMeHsTh mporpamMmHO-
amraparHble CPEeICTBA JJIsl TUAarHOCTHKU OTKAa30B M OMIMOOK CETEBBIX yCTPOUCTB. TecTH-
poBanue mnpororuna MC Ha NpoBEepKYy KOPPEKTHOCTH aPXUTEKTYPHBIX PEIICHHH.

e UJI-3nk-3-BnaseeT HABBIKOM: YTIpaBJIEHUS JOCTYIIOM K MPOrpaMMHO-aNMapaTHbIM Cpel-
ctBaM. KOHTpOJs MCHONB30BaHUSl pecypcoB ceTeBbiX ycTporcTB M I10. Ynpasnenus
6e30macHOCThIO ceTeBbIX ycTpoiicTB U I10. [TpuMeHsTh IporpaMMHO-annapaTHbIE Cpe-
CTBa IUIS IMArHOCTUKH OTKa30B U omunook I10.
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1.4 TlepeyeHb MJIAHMPYEMBbIX pe3yJIbTATOB 00y4eHusi. B pe3yiabTate u3yueHus AUCIIU-

IJIMHBI CTYACHT OOJIKCH

3HATh:

3HATh MIPABOBHIE OCHOBBI HH(OPMALIMOHHON OE€30MaCHOCTH U 3alIUThl HH(POPMAIIIH;
OnpeziefieHue OCHOBHBIX MOHSITHM 3allUThl HHQOpPMAIUHM, TUIIOBBIE MPOTPAMMHO-
anmapaTHble CPEACTBA M CUCTEMBI 3alUThl HHPOPMAIIMKA OT HECAaHKIIMOHHUPOBAHHOTO JI0-
CTyIla B KOMIIBIOTEPHYIO CPELY;

crocoObl MHU(PPOBaHUS KOMIIBIOTEPHBIX JaHHBIX, CTAHAAPTHI, MOAEIU U METObI MHdpo-
BaHUS;

MPUHIIAITEI KPUMITOTpadUIECKIX TPeoOpa3oBaHuid, TUCKpETHOE MpeodpazoBanue Oyphe;
TUTIOBBIC CPEJICTBA 3AIIUTHI HHPOPMAIIUK U BO3MOXKHOCTH MX HCIIOJIB30BAHMS B PEalib-
HBIX 3aJ]a4ax CO3[aHuUs U BHEAPEHUS HHPOPMAIIMOHHBIX CUCTEM;

yMeTb:

YMETh PEaIM30BBIBATH MEPONPHUATHS JIs1 00ECeUeHUs] Ha MPEanpusiTuu (B opraHu3a-
[[UU) JIEATEIBHOCTH B 00JIACTH 3aIIUTH HHPOPMAIIHH;

MPOBOAMTH aHAJIW3 CTENEHH 3alUIICHHOCTH UH(OPMALUK U OCYILIECTBIIATH MOBBIIICHHE
YPOBHS 3aIIMTHI C YYETOM Pa3BUTHS MaTEMaTHYECKOTO M MPOrPaMMHOT0O oOecreyeHus
BBIUMCIUTENbHBIX CUCTEM;

pa3pabaThIBaTh CPEICTBA U CUCTEMBI 3alIUTHI HHPOPMAIIUU

BJIa/I€Th:

METOJIaMU 3alIUTHI IPOTPaMM OT BUPYCOB;

HaBbIKAMU ayTeHTU(UKAIIMU TTOTH30BaTENCH.

1.5 O6mas TpyaoeMkocTh AucuUILIMHBI «H(bDOpMalnoHHass 6€30MacHOCThY COCTaB-

asiet 4 3auetHbie equHUIb! (nanee — 3E) (144 gaca).

HporpaMMa npeayCcCMaTpuBacT U3YyUCHUC MATCpHUajla HA JICKIUAX U MPAKTUYCCKUX 3aHS-

tusx. [IpenxycmoTpena camocrositenpHas paboTa CTy/AEHTOB 1O TeMaM M paszzaenam. IIposepka
3HaHMUI OCYIIECTBIACTCS (POHTATHHO, HHIAWBUIYyaBHO.

1.6 O6bem AUCHMILUINHBI U BUAbI Y4eOHOM /1esiTeIbHOCTH

O0beM TUCHUILIMHBI M BH/IbI YUe0HOl JiesiTeIbHOCTH (04uHast (popma o0yueHuUst)

Bua yuyeoHoii pa6oThl Bcero uyacoB Cemectp 7/
OO61mas Tpya0eMKOCTh 144 144
AyIUTOpHBIE 3aHATHS %4 54
Jlexun 30 30
JlaGopaTopHbie pabOThI 24 24
CamocrosiTenbpHas padora 54 54
By uTOroBOro KOHTPOJIS 36 9K3aMeH

O0beM TUCHUIUIMHBI M BHIbI Y4e0HOH 1eITeTbHOCTH (3a04Hasi popMa o0ydeHns )

Buja yue0Hoii padoThl Bcero uacoB Cemectp 9
OO61mas TpyA0eMKOCTh 144 144
AyIUTOpHBIE 3aHATHS 14 14
Jlexun 6 4
JlaGopaTopHbie pabOThI 8 8
CamocrosiTenpHas padoTta 121 121
By uTOroBOro KOHTPOJIS 9 9K3aMeH




2 YYEBHO-TEMATHUYECKOE IINTAHUPOBAHHUE

2.1 Ounas ¢popma 00y4eHuUs

YyeOHo-TeMaTHYECKHIl IJIaH

HaunmenoBanue
TeM (pa3aesioB)

Bcero
JacoB

AYIUTOPHBbIE 3aHATHUS

Jleknun

JlaGopaTtopHbie
padoThI

CamocTos-
TeJbHAS
padora

Benenune B nHGOPMAIMOHHYIO
6e3onacHocTh. O0Mmas mpo-
Osema nHPOPMAITMOHHOH 0e3-
OITACHOCTH MH()OPMAIIMOHHBIX
CHUCTEM.

OO011ecuCTEMHBIE OCHOBBI
3amuUThl HGOPMAITUHU U TIPO-
1ecca ee 00padOTKHU B BBIYHC-
JIMTEJILHBIX CUCTEMAaX. 3aluTa
HH(OPMALIMK TIPH PeaIU3alun
MH(OPMAIMOHHBIX TPOIIECCOB
(BBOA, BBIBOJI, TIEpE1ayua, oOpa-
00TKa, HAKOTJICHHE, XPAHECHHUE)

[TpaBoBOE OOecmieueHue
MH(POPMAIIMOHHOH 6e301acHo-
CTH

OpranuzannoHHoe obecrneye-
HUe UH(pOpMAIIMOHHOH 0e3-
OIAaCHOCTH

Texuuyeckue cpeacTna odec-
ne4eHust UHQOPMaIlMOHHON
0e30macHOCTH

3amuTa HHpOpMaIUU OT
HECaHKLMOHUPOBAHHOTO J0-
cryna. IIpegorBpanienue He-
CaHKLIMOHMPOBAHHOTO JOCTyTa
K KOMITBIOTEpHBIM pecypcam U
3alMTa IPOrPaMMHBIX CPEACTB

3amuTa OT KOMIBIOTEPHBIX
BHUPYCOB

MaremaTHuecKue U MeToAuYe-
CKHe cpecTBa 3amuThl. Kpun-
Torpaduaeckoe 3aKphITHE HH-
dbopmanuu

18

10

YHHUYTOKEHHE OCTaTOYHBIX
JaHHBIX

10

10.

3ammra oT morepu HHPopma-
LIMU ¥ OTKa30B [IPOrpaMMHO-
annapaTHBIX CPEACTB

11.

KomnberoTepHsie cpencra
peanu3aiy 3auThl B UHPOp-
MAaIMOHHBIX CUCTEMAaxX. 3alluTa
MH(POPMAIMOHHO-

12




MPOTrpaMMHOTO 00ecTIeueHUs
Ha YPOBHE ONEPAMOHHBIX CH-
cTeM

12.

3amuTa HHPOPMAIUU HA
YPOBHE CUCTEM YIIPaBICHUS 6
0a3zaMH TaHHBIX

13.

Crenunpuueckne 0cCOOCHHOCTH
3aIUThl KH)OPMALIUH B JIO-
KaJIbHBIX 1 I‘JIO6EU'IBHLIX KOM-
MBIOTEPHBIX CETIX

12

14.

[Tporpamma uHpOpMaLIMOHHOM
6e3zomacHoctr Poccuu u mytn
ee peanuszanuu. CoBpeMeHHbIE 4
CpenCcTBa 3alUThl HH(OPMALUH
or HCJ]

DOK3aMeH 36

UTOoIro

144

30

24

54

I/IHTepaKTI/IBHOC oﬁyt{elme o JTMCHUIIJIMHE

HaunmenoBanue
TeM (pa3aeioB)

Bun
3aHATHSA

®opma
HHTEPAKTUBHOIO
3aHATHSA

Ko.1-
BO
4acoB

BBenenune B mH(pOpPMAIMOHHYIO 0€30MaCHOCTE.
O6mas npobisema MHGOPMAITMOHHONW Oe3omac-

HOCTH MH()OPMAITMOHHBIX CUCTEM.

J

Jlexuus-
JTUCKYCCHS

10

3ammTa WHQOpPMAIMA OT HECAaHKIIMOHUPOBAH-

HOT'O JOCTYTIA.

HpCI[OTBpaH_[eHI/Ie HCCAaHKIIMO-

HUPOBAHHOTO JOCTylla K KOMIIBIOTCPHBIM pC-

CypcCaM U 3aliuTa MPOrpaMMHBIX CPCIACTB

JIb

Pabora B mapax 8

UTOIro

18

2.2 3aouHas ¢opma o0yueHust

YyeOHO-TEeMAaTHYECCKUH IIJIAH

HanmenoBanue
TeM (pa3aeioB)

Bcero
JacoB

AyIMTOpHBIE 3aHATHS

Jlekuun

JlabopaTopHbIe

padoThl

Camocrosi-
TeJIbHAS
pabora

BBenenne B wuHpOpManmoHHyr 6e3-
omacHocTh. OO6mias mpobiema uHOP-
MaIMOHHON 0e30macHOCTH UH(OopMa-
ITMOHHBIX CHCTEM.

8,5

0,5

OO1mIecucTeMHbIE  OCHOBBI  3QIIIUTHI
nHopManuu U mporecca ee oopadboT-
KM B BBIYUCIUTEIBHBIX CHCTEMax. 3a-
muTa uHGOpMAlMU TpH pealln3aluu
MH(OPMAIIMOHHBIX TPOLIECCOB (BBO,
BBIBOJI, Tiepeaada, oOpaboTka, HaKOII-
JIEHUE, XpaHEHHUE)

11

10

[IpaBoBoe obecneuenne uHpoOpMaIU-
OHHOM 0€3011aCHOCTH

Opranu3zannoHHOe obecrieueHne
MH(POPMALIMOHHOM 0€30MaCHOCTH




5. | Texunueckue cpeacTBa oOecreUeHUs 13 1 12
MH(POPMALIMOHHOHN 0€30MaCHOCTH
6. | 3amura uHGOpPMAIMKM OT HECAHKIIUO-
HUPOBaHHOTO JocTtyma. [IpemorBpa-
IICHHE HECAHKIMOHUPOBaHHOTO Jo- | 18 1 6 11
cTyna K KOMIIBIOTEPHBIM pecypcaM Hu
3alIUTa IPOTPAMMHBIX CPEIICTB
7. | 3ammTa OT KOMIIBIOTEPHBIX BUPYCOB 8 8
8. | Maremaruueckue W  METOJUYCCKHE
cpenctBa 3ammuThl. Kpunrtorpaduue- | 13 6 8
CKO€ 3aKpBITHE MH(OpMAIIH
9. | YHUUYTOXEHNE OCTATOYHBIX JTaHHBIX 8 8
10.| 3amuTa oT moTepu HHGPOPMAIMU H
OTKa30B MPOrpaMMHO-aIapaTHBIX 7 8
CpeACTB
11.| KoMnbroTepHBIE CpEACTBa pealn3aliiu
3amUTel B WH(OPMAIMOHHBIX CHCTE-
Max. 3amura uHpopmarmonHo- | 8,5 0,5 8
IIPOrpaMMHOT0 obecrieyeHus Ha
YPOBHE OIEPAIIMOHHBIX CHCTEM
12.| 3amuTa wHQOpPMAUMK HA  ypOBHE 5 8
CHCTEM YyIpaBJIcHHs 0a3aMU JaHHBIX
13.| Cnemuduueckre 0COOCHHOCTH 3aIlUThI
nH(pOpMaIUK B JIOKAJILHBIX M T100ajTb- 8 8
HBIX KOMIBIOTEPHBIX CETAX
14.| Ilporpamma uHpOpMAIMOHHON  0e3-
omacHoctH Poccun u myTu ee peanusa- 5 8
1. COBpPEMEHHBIE CPEJICTBA 3aIlUTHI
uHpopmanuu ot HCJ{
DKk3aMeH 9
UTOro 144 6 8 121
HNHTepakTUBHOE 00yUYeHHE MO TUCHUTLINHE
HaunMeHoBaHHue Bug Dopma Koa-
Ne HHTEPAKTUBHOIO | BO
TeM (pa3ziesioB) 3aHATHA
3aHATHS 4yacoB
1. | Beenenue B MHPOPMAMOHHYIO 0E€30IaCHOCTb. Texims-
O6mas npobrema uHGOPMAITMOHHON Oe3omac- J 2
HOCTH MH()OPMAIIMOHHBIX CHCTEM. prckycert
2. | BamuTa UHPOPMALUU OT HECAHKI[MOHHUPOBAH-
Horo joctyna. IlpemoTBparieHne HECaHKIIHO- 1B PaBota B mapax 4
HUPOBAHHOTO JIOCTyNa K KOMITBIOTEPHBIM pe-
CypcaM | 3alluTa IPOrpaMMHBIX CPEJICTB
UTOT'O 6

3 COAEP)KAHUE TEM (PA3JIEJIOB)

1. BBEJJEHME B THO®OOPMAIIMOHHYO BE3OITACHOCTD. OBIIIA S ITPOBJIEMA
MHO®OPMALIMOHHOM BE3OITACHOCTU UHO®OPMAILIMOHHBIX CUCTEM
[TonsTHE HAMOHANBLHOW 0E30MACHOCTH: BUABI OE30MACHOCTU: TOCYAAPCTBEHHAS, YKOHO-
MHUYECKasi, OOIIECTBEHHAsI, BOCHHAs, SKOJOTUUYECKasl, MH(OOPMAIIMOHHAS; POJIb U MECTO CUCTEMBI
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obecrieuenust nHpopManmonHoit 6e3omacuoctu (Mb) B cucreme HanmMoHaIbHON 0€30MaCHOCTH
P®; noxrpuna Wb, ucropus npodnemsr 1B, yrpossr Ub; MeTons! u cpeactsa obecneuenus Ub;
METOJIOJIOTUYECKUE W TEXHOJOTMYECKHE OCHOBBI KOMIUIEKCHOro oOecmneuenuss Mb; mopenw,
CTpaTeruu u cuctemsl odecrieuenus Mb; MeTonbl ynpaBieHus, OpraHu3alui 1 00ecriedeHus pa-
6ot no obecnieuenuto Ub; obecrieuenne b B HOpMaibHBIX W YpE3BBIYAMHBIX CHTYAIIHUSIX; MIPO-
6nembl nHOpMaOHHON BOMHBL. [Ipeamer 3ammuTel. OCHOBHBIE COCTaBIIAIONINE WHpOPMALIU-
OHHYIO 0€30MacCHOCTb.

2. OBIIECUCTEMHBIE OCHOBBI 3AIIUTHI MTHO®OPMAILIMU U ITPOLIECCA EE
OBPABOTKUN B BBIYHCJIMTEJIBHBIX CUCTEMAX. 3AUIUTA MHOOPMALIMU I1PU
PEAJIMBAIIMN MH®OPMAIIMOHHBIX ITPOLECCOB (BBO/], BbIBO/I, IIEPEJIAYA,
OBPABOTKA, HAKOIUUVIEHUE, XPAHEHHUE)

CrtpykTypa ¥ NpUHIMIB (YHKIMOHUPOBAHUS COBPEMEHHBIX BBIYHUCIUTEIBHBIX CHCTEM.
[TpoGnembl obecrieueHus 6€301MacHOCTH 00pa0OTKH M XpaHEHHS WH(GOPMAITUU B BHIYUCITUTEIIb-
HBIX cucTeMax. ba3oBble 3Tanbl NOCTPOECHUS CUCTEMbI KOMILJIEKCHOM 3alllUThl BEIUMCIUTEIbHBIX
cucteM. AHanu3 MoJeliell HapylmuTens. YTpo3sl HHPOPMAIMOHHO-TIPOrpaMMHOMY oOecreye-
HUIO BBIYMCIIUTEIBHBIX CUCTEM M UX Kiaccupukanus. OyHKIHA CHCTEMBI 3aIUTHI 10 MPEIy-
MPEKICHUIO YTPO3 U YCTPAHEHUIO MOCIeNCTBUN ux peanusauuu. Knaccudukanus cnocoOoB u
CPeACTB KOMIUIEKCHOW 3amuThl nHpopManuu. Kinaccudukanus MeTomoB 3amuTel HHPOPMALIUU
C UCIOJIb30BAaHUEM MIPOTPAMMHO-AMNMAPATHBIX CPEJCTB BHIYUCIUTEIHHON CUCTEMBI.

OpranuzalvoHHasl CTPYKTypa CHCTEMbl KOMIUIEKCHOM 3alllUThl HMH()OPMAaMOHHO-
IPOrpaMMHOT0 obecriedeHus. YIpaBlieHue cucteMoil 3amuThl. OyHKIUU sApa CUCTEMBI KOM-
IUIEKCHOW 3aIiuThl. MHOrOypoBHEBasi CTPYKTypa CHUCTEMbI 3alllUThl HA OCHOBE NPOrpaMMHO-
anmnapaTHbIX CPEJCTB BRIYUCIUTEILHONU CUCTEMBI. [IpoeKTHpOBaHNE CUCTEMBI 3aIIHUTHI.

3. [IPABOBOE OBECIHEYEHUE NTHOOPMAITMOHHOM FEE30ITACHOCTU

[IpaBoBble U HOpMaTHBHBIE aKkThl B o0mactu Mb. Poccuiickoe 3akoHOIATENBCTBO B 001a-
CTH MH(OPMALIMOHHOW 0€30MaCHOCTH, 3aIIUTHl TOCYAapCTBEHHOM TallHbl M KOH(UIEHIIUAIbHON
uH(pOpMaIIMK; KOHCTUTYIIMOHHBIE TAPAHTHH MpaB rpakaaH Ha WHOOPMALIMIO U MEXaHU3M UX pe-
anu3aluy; MOHATHE U BUJIbI 3alUIIaeMoil HHOopMauu 1o 3akoHoaaTenbcTBy Pd; 3amura nH-
TEJIJIEKTYaIbHOM COOCTBEHHOCTH Cpe/ICTBAaMM MAaTEHTHOTO M aBTOPCKOrO IpaBa; MpaBoBas pe-
TJIaMEHTAIUsl OXPaHHOM JEsTeNbHOCTH; MEXIyHApOAHOE 3aKOHOATENILCTBO B 00JIACTH 3alllUThI
uHpopmanuu. O030p 3apyOeKHOT0 3aKOHOIATENBCTBA B 00J1aCTH MH(POPMALIMOHHOM 0e30macHo-
CTH.

OrneHouHble CTaHIAPThl M TeXHUUYECKue crneunpukanun. «OpaHxeBas KHUra» Kak olle-
HOouHBIN cTanaapT. Pexomenmamuu X.800. Crangapt «Kpurepun onieHku 0e3omacHocTd HHPOP-
MAalMOHHBIX TEXHOJIOTHI». PykoBoasamue nokyMenTsl I'octexkomuccuu Pocenn.

4. OPI'TAHU3ALIMOHHOE OBECIIEYEHUME MHOOPMAIIMIOHHOM
BE3OITACHOCTH

OcHoBHBIE ompeneNieHus W KpuTepun Kiaccudukamuu yrpo3. CiydailHbie yTpO3HI.
[TpennamepenHslie yrpo3sl. OCHOBHBIE YIPO3bl LIETIOCTHOCTH, JOCTYIHOCTH, KOH(PUICHINATBHO-
CTH. AHalU3 U OlleHKa yTpo3 HHPOPMAIIMOHHON 6€30MMacHOCTH 00bEKTa; OLlEHKa yIiepOa Beie-
CTBHE IMPOTUBOMNPABHOTO PACKPHITH MHPOPMALIUU OIPAaHMYEHHOTO JOCTYIA U MEPHI 1O €ro JIo-
KaJIM3alliy; CPeICTBA U METO/Abl (PU3MUECKON 3allUThl OOBEKTOB; CUCTEMbl CUTHAJIM3AIUU, BH-
JIeoHa0I0IeHUs, KOHTPOJISL I0CTyIa; Ccliy:k0a Oe3omacHOCTH 00BeKTa; MoA0Op, pacCTaHOBKA U
paboTa ¢ KaJpaMu; OpraHu3anus U odecreueHrue pekuMa CeKPEeTHOCTH; OpraHU3alus MpoMmycK-
HOTO ¥ BHYTPUOOBEKTOBOI'O PEKUMa; OpraHM3allUs PeXHMa M OXpaHbl OOBEKTOB B IpoOIecce
TPAHCIIOPTUPOBKY; 3aIIMTa UHPOPMAIIUHN MPH aBapHIX, UHBIX IKCTPEMAJbHBIX CUTYyalUsX U B
YCIOBUAX YPE3BBIUANHOTO IMOJIOKEHHS; TEXHOJIOTMYECKHE MEphl MOAJepkKaHus UH(OpMAIMOH-
HOM 0e30macHOCTH OOBEKTOB; oOecrneueHre MHPOPMAIMOHHONW 0e30macHOCTH o0BeKTa (ydpe-
XKJeHus1, 0aHKa, MPOMBIIIICHHOTO MPEANPHITHS) NMPH OCYIIECTBICHUN MEXIyHapOIHOTO Hayd-
HO-TEXHHYECKOTO M S3KOHOMHUYECKOTO COTPYIHUYECTBA.
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AJIMUHHUCTPATUBHBIA YpOBEHb HH(GOPMAIIMOHHON O€30MacHOCTH. YTIPaBJICHUE PUCKAMH.
OcHosuble noHsATUs. [lomutrka 6e3onacHoctu. [Iporpamma 6e3omacuocTu. [loaroroBurensHbIC
JTaIbl ynpasiaeHUs puckaMu. OCHOBHBIE dTallbl YIIPABICHUS PUCKAMH.

5. TEXHUYECKHME CPEJCTBA OBECIIEYEHUS WH®OPMAIIMIOHHON
BE3OITACHOCTH

OO01u1re BOpOCH OpraHu3aliiy MPOTUBOICHCTBHS TEXHUYECKON pPa3BellKe; OCHOBHBIE Op-
TFaHU3aLUOHHBIE U TEXHUYECKHE MEPOIPUATHS, UCIIOJIb3YEMbIE Ul IPOTUBOACHCTBUS TEXHUYE-
CKOM pa3BelKe; METOJbI M CPEJCTBA 3AIIUTHI PEKUMHBIX OOBEKTOB OT YTEUKH KOH(UICHIINAIb-
HOW MH(OpMaIUK MO0 TEXHUYECKUM KaHajaM; (U3MYEeCKHe OCHOBBI 00pa3oBaHUs MOOOYHBIX
AIIEKTPOMArHUTHBIX U3IYYCHUH OT TEXHHUUYECKUX CPECTB; KaHAIbl YTEYKU MH(POPMAIIUH: dJICK-
TPOMarHUTHbBIE, 3JIEKTpUUYECKHE (IPOBOJHBIE), BUOPOAKYCTHUYECKHE; 3alIUTa TEXHUYECKUX
CPEACTB OT YTEYKH MH(OpPMALMU 1O 3TUM KaHAIaM;HOPMBI 3(PPEKTUBHOCTH 3aIIUTHI; POJIb U
MECTO TEXHHUYECKOro KOHTpPOJIA 3(p(hEKTUBHOCTH 3aIUThl UH(OPMAIMK; HOPMBI, PYKOBOJSLIME
JOKYMEHTBI 10 OpraHU3alid M BEACHUIO KOHTPOJIS; OPraHU3alMOHHBIA M TEXHUYECKUHN KOH-
TPOJIb; METOJIbI KOHTPOJISL; OCOOCHHOCTH KOHTPOJII 0OBEKTOB B pa3IM4HbIX chepax; anmaparypa
KOHTPOJISI; B3aUMOJEHCTBUE KOHTPOJBHBIX OPraHOB C MOJPA3/ACICHUSIMU KOHTPOJISI Ha MECTaXx;
METOJI0JIOTUYECKUE OCHOBBI aBTOMATHU3ALMM TEXHUYECKOIO KOHTPOJIS; OCHOBHBIE 33/1a4M TEXHU-
YECKOr0 KOHTPOJIS, TpeOyIoIe aBTOMAaTU3UPOBAHHOIO PELLICHUS.

6. 3AIIUTA HNMHPOPMAIIMN OT HECAHKIMOHHWPOBAHHOI'O JOCTVIIA.
I[MPEAOTBPAINIEHWE HECAHKIITMOHNPOBAHHOI'O JJOCTVYIIA K KOMIIBIOTEPHBIM
PECYPCAM U 3AIINUTA ITPOI'PAMMHLBIX CPEJICTB

Wnentudukanus nonb3oBarenaeii 1 yCTaHOBICHUE UX MOJUIMHHOCTH IIPU JAOCTYIIE K KOM-
IBIOTEPHBIM pecypcaM. OCHOBHBIE 3Tallbl AOIyCKa K PECYpCcaM BBIUUCIMTEILHON cucTeMsl. M-
[10JIb30BAaHKE MPOCTOro Mnapois. Mcnonp30BaHne TUHAMUYECKH U3MEHSoLIErocs naposid. Bza-
MMHasl IPOBEpKa MOAJUHHOCTH U Jpyrue ciaydyau ono3HaHus. CrocoObl pasrpaHUYeHUs JOCTyIa
K KOMIBIOTEPHBIM pecypcaM. Pasrpanuuenue noctyna no cnuckam. Mcnons3oBaHue MaTpuIlbl
YCTaHOBJIEHUS MOJHOMOYMH. [Ipon3BOIBHOE M NPUHYIUTENIBHOE YIIpaBIEHHE NOCTyNoM. Pas-
IrpaHUYEHHE JTOCTyIa MO YPOBHSAM CEKPETHOCTH M KaTeropusM. [loHsTne MeTok 0€30MacHOCTH.
VYnpaienue Metkamu OezonacHocTd. [laponbHOe pasrpaHMuyeHHME AOCTyna U KOMOWHUPOBaH-
Hble MeTO/bl. OCOOEHHOCTH MPOrpaMMHOM peaan3aluu KOHTPOJISI YCTAHOBJIEHHBIX IMOJIHOMO-
4yuii. 3alUTa IPOrpaMMHBIX CPEICTB OT HECAHKIIMOHUPOBAHHOIO KOIMPOBAHMSI, UCCIIEIOBAHUS
u Mogudukauuu. [IpuBsaska nporpamm k cpesne GyHKIMOHUPOBaHMS. 3allluTa MporpaMm OT He-
CaHKLIMOHMPOBAHHOTO 3aITyCKa.

7. 3ALIUTA OT KOMIIBYOTEPHBIX BUPYCOB

BpenonocHoe nmporpammHoe oOecriedyenue. VIcTopust MOSBIEHUST KOMIIBIOTEPHBIX BHPY-
coB U (haKTOpbI, BIUAIOIIME HA UX pacnpocTtpaHeHue. [lonsrue xommbroTepHoro supyca. Oc-
HOBHBIE 3Talbl KU3HEHHOI0 IMKJIA BUPYCOB. OOBEKTHI BHEIPEHUS, PEKUMbI (YHKIIMOHHPOBA-
HUS U crienuanbHble QyHKIMU BUPYcoB. CxeMbl 3apaxkeHus (aiinoB. CxeMbl 3apakeHus 3arpys-
yukoB. CriocoObl MacKMpPOBKH, UCIONb3yeMble BUpycaMu. Kinaccudukanus KOMIBIOTEPHBIX BU-
pycoB. O06mias opranu3aius 3aluThl 0T KOMIBIOTEPHBIX BUPYCOB. TpaH3UTHBIN UM ITUHAMUYe-
CKUH pEeXUMBI aHTUBUPYCHOH 3auuThl. [Tonck BUpYcOB 1o curHatypam u o0e3BpexuBaHue 00-
Hapy»KEHHBIX BUPYCOB. YTIyOJIeHHbIN aHAIN3 HA HAJU4KMe BUPYCOB IyTEM KOHTPOJIS ATAJIOHHO-
IO COCTOSIHUSI KOMITBIOTEPHOM CHCTEMBI. 3alluTa OT JECTPYKTHUBHBIX JECHCTBUN M Pa3MHOKEHUS
BUpYCOB. Vcronb30BaHye CpeCTB alapaTHOro M MporpaMMHOro kKoHTposs. Ctpaterus 3abna-
TrOBPEMEHHOW MOJATOTOBKH K 3(()eKTUBHOMN JIMKBUJAIIMU TIOCIECTBUI BUPYCHOM 3MUAEMUU.

8. MATEMATHUYECKME W METOAMYECKHWE CPEJACTBA 3AUIUTHIL
KPUIITOTPAOUYECKOE 3AKPBITUE NTHOOPMALINN

Beenenne B kpunrorpaguto. IlpeacraBnenue 3amuinaeMoil uHGOpManUU; yTrpo3bl
0€30MacHOCTH  MH(OPMALMU; LEHHOCTh WH(OpPMAIMM; OCHOBHBIE TEPMUHBI U TOHSITHUSA
KPUNTOrpa(uu; OTKPHIThIE COOOLICHUS U UX XapaKTEPUCTHKH; MOJAEIH OTKPBITHIX COOOLICHMIA;
UCTOPUYECKHI O4YepK pa3BUTUs Kpunrorpaduu; Tumbsl kpunrorpaduyeckux cuctem. IIpoctsie
MeToAbl MU(POBaHU: MWHUPPHI MOACTAHOBKH U NEpecTaHOBKU. 110JCTaHOBKU € NEpEeMEHHBIM
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kod(durmentom casura. MHuorocnolinple mudpel. Mcnonb3oBanue MceBAOCTyYalHBIX YHUCEI
JUISE  TeHepanuu Kiarodeid. BpiOop MmopoXkmaromero 4mcia ¢ MaKCHMH3AIUS  JTTUHBI
MOCNIE0OBATEIbHOCTH uKcen Kiarova. Pexumbl mudpoBanus. OcoOeHHOCTH HIH(PpPOBaHUS
JaHHBIX B peXuUMe peaidbHOro BpemeHH. [lludpoBanume kioua npu HEOOXOAMMOCTH €O
XpaHeHuss ¢ 3amu@poBaHHBIMU  JaHHBIMA. CKOpPOCTHBIE W  HEJAETEPMHUHHPOBAHHbBIC
nporpamMmmusbie mudpel. OCHOBBI CKOPOCTHOTO IMH(poBaHUs. BHeceHnEe HEONpPeaeIeHHOCTeH B
npouecc Kpunrorpaduyeckux mnpeoOpazoBanuil. Crangaptel mudposanus. IIpoTokoss
pacmpesieNieHusl KJII0Yeid; MPOTOKOJIBI YCTAHOBJICHHS TMOJJIUHHOCTH; 3JIEKTPOHHAs IMQpoBas
noanuck; O61as opranu3aius Kpunrorpadpuyeckon 3auThl HHGOpMaIUU.

9. YHUUYTOXEHUE OCTATOYHbIX JAHHBIX

BBenenne B mpobnemy. Buasl ocratounbix gaHHbBIX. CrnocoObl  3aluThl  OT
HCCAaHKIIMOHHUPOBAHHOI'O HUCIIOJIB30BaHUA 0OCTaTOYHOM I/IH(I)OpMaLII/II/I. Hcnonp3oBanue
CHEIHUAIM3UPOBAHHBIX MPOrPaMM [0 YHUYTOXKEHHIO OCTaTOYHBIX JaHHBIX. CrenuanbHble
PEKUMBI U OCOOCHHOCTH MIM(POBAHUS TaHHBIX B PEKUME PEATHHOTO BPEMEHH C BO3MOXHOCTb
MT'HOBEHHOTO YHUYTOKEHUS JAHHBIX. Hcnons3oBanue 00IIECHCTEeMHBIX u

CIIEHMAJIM3UPOBAHHBIX IPOTPAMMHBIX CPEJCTB JUIsl MTHOBEHHOT'O YHUUYTOKECHHSI TaHHBIX.
10. 3AIIMTA OT IIOTEPU HMHOOPMALIMK N OTKA30B IIPOI'PAMMHO-

AIIITAPATHBIX CPEACTB
OcHOBHBIE ~ CIIOCOOBI  3alIUTBl  OT  MOTepHd  HMHGPOPMAMKM M HapyLICHUH
paboTOCIOCOOHOCTH ~ BBIYMCIHMTENBHBIX  CpEACTB.  BHeceHne  (YHKIMOHANBHOH |

uH(popMalMoHHOW u30bITOUHOCTH. CrocoObl  pesepBupoBanuu uHpopmanuu. I[lpaBuna
OOHOBIICHHSI PE3EPBHBIX JaHHBIX. Meroabl cxartus WHPopManuu. ApxuBanus (aiIoBbIX
naHHbIX. OCOOCHHOCTH apXUBallMK HA MAarHUTHBIE IUCKH M MarHUTHYIO JIeHTy. Pe3epBupoBanue
CUCTEMHBIX JaHHbIX. I[lOAroTOBKa MpPOrpaMMHBIX CpPEACTB BOCCTAaHOBJIEHHsS. be3omacHas
WHCTAIUISIUS TPOrpaMMHBIX cpencTB. OO0Imue cBelleHus: 0 HapyIIeHUH JTOCTyNa K JIMCKOBOM U
ONEpPaTUBHOM mMaMATH. TEXHOJOTHS BOCCTAHOBJICHUS JUCKOBOM M OINEPAaTUBHOM NaMSTH.
JluarHocTUpOBaHKWE M yCTPAHEHHUE JIOTHUECKUX M (PU3MUECKUX Ae()EKTOB MAarHUTHBIX JTUCKOB.
OtmeHa pe3ynbTaToB (POPMAaTUPOBAHUS M BOCCTAHOBJICHHE MOBPEXKACHHBIX (ailIoB IaHHBIX.
3ammra QailloB OT yjHaleHus M BOCCTAHOBIEHHE YyJaleHHbIX (ailnoB. besomacHoe
KOUIMpOBaHUE M JedparMeHTanuss AMCKOBOM mnamsaTH. BoccTaHoBieHHME M ONTUMU3ALUS
OIEpaTUBHOM MaMATH KOMIIbIOTEpa. PydyHOE BOCCTAHOBJIEHHE JaHHBIX. be3onacHoe OKOHYaHue
paboThl Ha KOMIIBIOTEPE.

11. 3AIIMTA HNHOOPMAIIMOHHO-IIPOTPAMMHOI'O OBECIIEYEHHMA HA
YPOBHE OITEPAIIMOHHBIX CUCTEM

OOu1re cBesleHHs 0 peanu3alru 3aluThl HHPOPMALMOHHO-TIPOTPaMMHOI0 00ecreueHus
B OIEpallMoOHHBIX cuctemax. Kiaccupukanus ¢GyHKOUI 3alUThl 10 YpOBHSM 0€30MacHOCTH,
nojanepkuBaeMeix onepanuonHon cucremoit (OC). Sapo 6GezomacHoctu OC. AmnmapartHas
OCHOBa peanu3anuu 3amuThl Ha ypoBHe OC. CtangapTsl 1o oreHke ypoBHs 6e3omnacHoctu OC.
Buecenne ¢yHkunoHanmpHON ¥ MHPOPMAIMOHHOW HM30BITOYHOCTH pecypcoB Ha ypoBHe OC.
OcHoBbl HazexxHoro anMuuuctpupoBanus OC. Vcnonb3dyemble cHocoObl pasrpaHUuEHUs
JIOCTYNa K KOMIBIOTEPHBIM pecypcaM, a Takke CIyXKObl perucTpaldd M CHTHAIM3AlUU.
Cpenctea OC mo QuarHOCTUPOBAHHUIO M JIOKAJIW3ALMM HECAHKIMOHWPOBAHHOIO JOCTyHa K
pecypcam BC. bezonacusie ¢aiinoBeie cucteMbl coBpeMeHHBIX OC (HPFS, NTFS). IToncuctemsl
6e3omacuoctr  coBpemenusix OC (Windows 95, Windows NT, UNIX), ux HemocTaTKu
OCHOBHBIC HamlpaBlIeHUsl coBepiieHCTBOBaHUsA. I[laponbHas ayteHTuuKkanus. OnHopa3zoBble
naponu. WneHtudukanus/ayreHTuduKanms ¢ MoMoIIpl0 OMOMETpHYEeCKHX AaHHbIX. PoneBoe
YIPAaBIEHUE TOCTYIIOM.

12. 3BAIIUTA THOOPMAILIMN HA YPOBHE CUCTEM VIIPABJIEHUA BA3ZAMU
JAHHBIX

KonuenTyanabHble BONPOCH OCTPOEHUS YPOBHEW 3aIMTHI CUCTEM YIMpaBiIeHUs OazaMu
nanHeix (CYBJ]). OcHoBHble TpeboBanus k moacucreme OezomacHoctd CYBJl. OO6mue
CBEICHMSI O pa3TpaHUYEHUU JocTyna K 0azam naHHbIX. OOsI3aHHOCTHM aJIMUHHUCTpaTOpa IO
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3amure 0a3 JaHHBIX OT HECAaHKIMOHUPOBAHHOToO jocTtyna. OnpeaeneHue IMOJIHOMOYUN
[0JIb30BaTeNe Mo AocTynmy K Oa3ze JnaHHBIX. lcronb3oBaHME MAaTpHUIlbl ITOJHOMOYHUHN st
pasrpaHMYeHHs JOCTymna K »JIeMeHTaM 0a3 JaHHbIX. MaHJaTHas CUCTeMa pa3rpaHUUYCHUs
JOCTyma. 3aliuTa JaHHBIX MPH CTaTUCTHYECKOH 00paboTke. OOImiee MOHSATHE O LEIOCTHOCTU
0a3bl JaHHBIX. TUNbI OMMOOK, BEAYIIMX K HapyLIEHHUIO IEJIOCTHOCTH. 3aJlaHhe OTrpaHUYEeHUM
HenocTHOCTH. TpaH3akiuss U ee cBoiicTBa. BoccraHoBneHue 0a3pl naHHBIX. OcoOEHHOCTH
BOCCTaHOBJIEHHUs pacupeeneHHol 0a3pl AaHHbIX. IIpobimema HENmpoTHBOPEYMBOCTH IPU
napajiensHoii  00paboTke JaHHBIX. Mcmonb3oBaHuWe OJOKUPOBAaHUS JUISL  YHPABJICHUS
napajuieIbHON 00paboTKO. MeToa HE3aBHCHMMOTO BBITIOJIHCHHS TpaH3aKIUi. YIpaBieHUE
NapauleJbHBIMU TPAaH3aKLUUSMU Ha OCHOBE BPEMEHHBIX M BEPCHOHHBIX OTMETOK. MeToj
oOHapy’KeHHs IPOTUBOPEUMBBIX 3alMCEl JKypHala perucrpaunu. MeToJ UCIob30BaHUsl TeCTa
IPaBWIBHOCTH. Pazpemenue TynukoBbix curyauuil. MHcTpymeHnTansHble cpeactsa CYB/] mo
00€CIeyeHHIO LEIOCTHOCTH 0a3 TaHHbIX.

13.  CIEHUAOUYECKUE OCOBEHHOCTU 3AINUTHI WMH®OPMALIMMA B
JIOKAJIBHBIX U I''TOBAJIbHBIX KOMIIBIOTEPHBIX CETAX

AHanmm3 CTPYKTYpbl U IPUHIHUIOB (YHKIMOHUPOBAHUS BBIYHCIHUTENBHBIX CETEH ¢ TIO3H-
UK obecredeHus] MHPOPMAITMOHHONW 0e30MacHOCTH. YTPo3bl HHPOPMALMOHHO-TIPOrPAMMHOMY
00ecneveHnI0, XapakTepHbIE TOJIBKO Ul paclpeieIeHHON BBIYMCIUTENBbHOM cpebl. OcoOeHHO-
CTH NIPUMEHEHMsI CUMMETPUUYECKUX U aCUMMETPHUECKUX cucTeM wmudpoBanus. Pacnpenenenue
KIIIOYel MEX[y y3JaMd BBIYHCIUTEIHHON ceTh. BripaboTka cekperHbix kiaroued mo duddu-
Xennmany. Pacnipenenenue kiodel ¢ moMOLIbI0 aCHMMETPUYECKUX cUcTeM Hn@poBaHus. B3a-
MMHO€ IOATBEPXKICHNUE MOJJIUHHOCTU IpU oOMeHe cooluieHusMu B cetu. llognepxanue ie-
JIOCTHOCTH LUMPKYJIUPYIOIUX B CeTH cooOmeHnil. @opMupoBaHue U nposepka HU(poBoi moj-
MUCH. 3amuTa OT OTpHUIaHus (JaKTOB OTIPABKH U MPHEMa COOOMIEHUH. 3amuTa OT HaOII0IeHUS
3a MOTOKOM cooOieHuit (Tpadukom) B cetu. 3amura B Internetu Intranet. OcHoBHBIE TOHATHSA.
ApXUTEKTypHbIE acleKThl. Mcronp30BaHne MEXCETEBBIX IKPaHOB (OpaHAMAy’pOB) Ul 3aLIUTHI
UH(OPMALIMHU B JOKAJIbHBIX BHIUMCIUTENBHBIX ceTax. Kiaccudukamus MexceTeBbIX SKpaHOB, UX
JIOCTOMHCTBA U HejocTaTku. OrpaHuueHue JA0CTyIa U3 JoKanbHOU cetu B Internet ¢ momorrsio
proxy-cepsepoB. bezonacHocts JAVA-npunoxenuil. AHanu3 3amuieHHocTd. OTKa3oycTonyu-
BOCTb U 30Ha pucka. ObecrneueHne 0Tka30yCTONYMBOCTH.

14. TIPOTPAMMA WH®OPMAIIMOHHON BE30ITACHOCTU POCCHU U IIYTH
EE PEAJIM3AIIMN. COBPEMEHHBLIE CPE/ICTBA 3AIIUTHI THO®OPMAILIMN OT HCJL

MeToapl M CpelcTBa OTPAaHUYEHHUS TOCTyIa K KOMIIOHEHTaM DBM, HaJe)KHOCTb CPEICTB
3allMThl KOMIIOHEHT; METOAbl M CpPEJICTBAa MPUBA3KU MPOTPAMMHOIO OOEcreueHus K
anmnapaTHOMY OKPY>KEHHUIO U (PU3NYECKUM HOCHUTEIISIM; METObI U CPEACTBA XpPAaHEHUS KIIIOUEBOM
uH(pOpMalLMY, TUIMIOBBIE PELIEHUS B OpPraHU3allid KJIIOYEBBIX CHUCTEM; 3allMTa IPOrpaMM OT
U3y4YeHUs], CIOCOOBl BCTpaUBaHUs CPEACTB 3aIIUTHl B MPOrpaMMHOE OOecledeHue; 3aluTa oT
paspylaronmmx nporpaMMHbix BozaeiictBuil (PIIB), monsiTHe H30IMpOBaHHON NpOrpaMMHOMN
Cpelpl, 3allUTa MPOrpaMM OT M3MEHEHUS U KOHTPOJIb IEJIOCTHOCTH; CHUCTEMHBIE BOIPOCHI
3alIUTHl MPOTpaMM U JaHHBIX, OCHOBHBIE KaTeropuu TpeOOBaHUNH K MPOTrpaMMHON U
IporpaMMHO-aNNapaTHON peanu3aliy CpeAcTB odecredeHns HHPOPMaMOHHOW 6e30acHOCTH;
MporpaMMHO-aMNmapaTHeIe CPeICcTBa o0ecredeHnuss NHPOPMAIIMOHHON 0€30MacCHOCTH B THITOBBIX
OTIEepaLlMOHHBIX CHCTEMAaX, CUCTEMAax yIpaBJieHHus 0a3aMU JaHHBIX, BBIYUCIUTEIbHBIX CETAX.

4 METOANYECKHUE PEKOMEHJAINUU (YKA3AHUA) 1JIA CTYAEHTOB 11O
N3YYEHUIO JUCHUITJINHBI

HI/ICHI/IHJ'H/IHa HN3Yy4acTCiad CTyACHTaMU B JICKOUOHHBIX ayAUTOPHUAX W KOMIIBIOTCPHBIX
KJlaccax.

Kypc nexnuii ctpoutcss Ha OCHOBE YETKHMX MOHSTHH U (POPMYITMPOBOK, TaK KaK TOJIBKO
OpY TaKOM TIOAXOJE CTYAEHTHl TNPUOOPETAIOT KyJIbTYpy aOCTPaKkTHOTO  MBIIUICHHS,
HEOOXOAMMYIO JIi BBICOKOKBATM(DHUIIMPOBAHHOTO OakajaBpa B JII0OOW oOTpaciau 3HAHUM.
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N3noxxenne mMaTepuana JODKHO OBITH MO BO3MOXKHOCTH IPOCTHIM M 0a3MpOBATHCS HAa YPOBHE
pasyMHON cTporoctu. MW3MoKeHHEe TEOPeTHYECKOro MaTepuana JUCHUILIMHBI  JOJDKHO
IPEeAIECTBOBATH J1A00OPATOPHBIM 3aHATHSIM.

BHumatenpHOE CilymiaHue JIEKIMH, YSCHEHHE OCHOBHOTO €€ COAepXaHWs, KpaTkas, HO
pa3OopumBasi 3amucCh JICKIMH - YCJIOBHE YCIEIIHOW CaMOCTOATENFHONW pPabOThl KaKIOro
cryaenra. [1oaToMy cTyaeHTHI 00513aHbI HE TOJIBKO BHUMATENBHO CIIYIIATh MPEroiaBaTels, HO U
KOHCIEKTHPOBAaTh M3JlaraéMbelii MM Marepuan. [Ipu 3TOM KOHCIIEKTHpPOBAaHHME MaTepHaia
npecTaBisieT co00ii 3amMch OCHOBHBIX TEOPETUYECKUX TOJI0KEHUH, pacCy K ICHHA, N31araeMbIX
aekTopoM. HyXHO NHOMHHTB, YTO KOHCIIEKTHPOBAaHHME JICKIMH IaeT CTYyIEHTYy HE TOJIBKO
BO3MOKHOCTb I10JIb30BAThCS 3aMUCSIMHU JICKIHIA IPU CAMOCTOSTENIbHON TOJATOTOBKE K 3aHATHIM U
9K3aMeHy, HO W TIy0)K€ W OCHOBATEIbHEH BHHMKHYTH B CYIIECTBO H3JaraéMbIX B JICKIIUU
BONPOCOB, JydYllle YCBOWTh U 3allOMHHTh TEOpPETHYECKUH Marepuai. PexkomeHmyercs
BBICKA3bIBAEMOE JIEKTOPOM IMOJOKEHHE 3aluChIBaTh CBOMMH clioBaMu. [lepex 3ammchpio Hazo
MIOCTapaThCsl BHAYAJIE MOHATH CMBICI CKa3aHHOTO, HEOOXOUMO CTapaThCsl OTIACIUTH TJIaBHOE OT
BTOPOCTEIICHHOTO U, MPEX/e BCEro, 3alucaTh OCHOBHOM MaTtepuai. KadecTBo 3amucu jekuuw,
KOHEYHO, BO MHOTOM 3aBHCUT OT HAaBBIKOB KOHCIIEKTHUPYIOIIETr0, OT €ro OOIIei MOIroTOBKH, OT
CO00OPa3UTEIHLHOCTH, OT YMEHHS U3JIaraTh MPErnoJHOCUMOE IPEoaaBaTeIeM CBOMMHU CIIOBAMH.

Ha otpaboTky naGopaTopHbIX 3aaHuii BeiaenseTcss He Menee 80% BpeMeHH OT 00mIero
BPEMEHH Ha JIaOOpaTOpHOM 3aHATUH, OCTajdbHble 20% BpeMEHHM BBIACISACTCS Ha IOIYYCHHUE
3aJJaHusI ¥ OTYETHOCTH 32 €T0 BBIITOJIHEHHUE TIEPE]] MTPETI01aBaTeNIeM.

OtpaboTka 1a00paTOpHBIX 33aHUH TPOUCXOAUT CIEAYIOIIUM 00pa3oM:

1) IlpenonmaBatens mepen HadaloM 3aHATHS BBIAET 3aJaHUsl CTYACHTAM B BHUJE
TEKCTOBBIX (hailjIOB, KOTOpbIE PEKOMEHAYETCS pa3MellaTh Ha EIUHOM CETEBOM pecypce B
KOMITHIOTEPHOM KJIACCe WM Ha HH(POPMAITMOHHOM CEpBEPE;

2) CryzneHT Ha 3KpaHe KOMIIBIOTEpa BHUMATEIFHO M3YyYaeT MOJy4YEeHHOE 3aJaHue, Ipu
HEOOXOIMMOCTH 3a/1a€T BOTIPOCHI U YTOUHSET MOCIIEIOBATEIFHOCTD BHIMTOIIHEHUS 3a1anus. [Ipu
BBIMOJIHEHUM  3aJlaHMi  7a0opaTOpHBIX pPabOT PEKOMEHJyeTCs HCMOJIb30BaTh y4eOHO-
METOAMYECKHE MaTepHAITBI.

3) Ilocne BbIMOMHEHMS 3a/JaHUS CTYICHT COXpaHSAET Pe3yibTaThl paboThl B 3aJaHHOM
MecCTe Ha JIOKJIbHOM Jucke DBM pabouero Mecra uiim Ha CETEBOM pecypce.

4) Cnaét BBINOIHEHHOE 3a/laHKie MPEenoJaBaTeito, A Yero BhI3bIBACT €ro, TOBOPUT, UTO
3aKOHYHJI BHITIOJTHEHUE 3a/IaHUS H MOSICHSIET TOCJIEI0BAaTEIbHOCTh pa0oThL. [Ipn HE0OX0MMOCTH
3a1a€T BOMPOCHI M OTBEYAET HA JIOMOJHUTENBbHBIE BOIPOCH, BO3HUKAIOIIME Y NPErnoaaBaTes,
MOJTy4YaeT OLEHKY.

IIpu pabote ¢ JnuTepaTypoil TIJIaBHOE BHUMAHHE CJEIyeT YJIeNsATh OCHOBHOM
pexoMeHayeMol smTteparype. JlOnoJHUTENbHAS JIUTEpaTypa NMpenHa3HauyeHa JUIsl pacIIupeHus
Kpyrozopa cTyAeHTa M oOecrieunBaeT (OpMHUPOBAHHME JONOJHHUTEIBHBIX MPO(ECCHOHATBHBIX
3HaHWI, YMEHUH U HAaBBIKOB.

JUis  yCHemHoro YyCBOGHMs JUCHMIUIMHBI HeoO0XoJuMa TMpaBHJIbHAs OpraHu3alus
CaMOCTOSITENTHOW Pa0OThI CTYJICHTOB. JTa paboTa IOJHKHA COAEPIKATH:

—  peryispHyl (eXeHeledbHyI0) MpopabOoTKy TEOpeTHYeCKOro Marepuaia 1o
KOHCIIEKTaM JIEKLIUI U yuyeOHUKaM;

—  peryispHyio (€XKeHEeAeIbHYI0) MOATOTOBKY K JTaOOPATOPHBIM 3aHITHSIM, B TOM UYHCIIE
W3yYEeHHE OMHCaHUs Jab0opaTOpHBIX padoT;

—  BbINOJIHEHME KOHTPOJIbHOMN N CAMOCTOATE/IbHOM PaboT.

Ocoboe BHMMaHUE IPH OPraHMU3ALUU CAMOCTOSTEIBHOM paboOTHl CHENyeT YJIEeNUTh
IUTAHUPOBAHUIO OJAroTOBKU. [lmanupoBanne — BaKHbINA (PaKTOp OpraHU3alMi CaMOCTOSATEIbHON
pabotel. OHO, BO-TIEPBBIX, MO3BOJSET BUAETH MEPCHEKTUBY pabOTHI, BHIABIATH, paclpeieisiTh
BpeMsi M MCIOJIb30BaTh €ro MO CBOEMY YCMOTPEHHIO. BO-BTOpBIX, OHO IHCUMILUIMHUPYET,
NOJUMHSCT IOBEJEHHE CTyICHTa LesM yueObl. B cBsi3M ¢ 3TUM 00s3aTenbHO clexyer
IUIAHUPOBATh CBOIO CAMOCTOSATENbHYIO paboTy B mpezenax Hegenu. [locie Toro, Kkak coctaBieH
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IUIaH, €ro CJeAyeT CTPOro BBIMONHSTH. [IpaBUIbHO yUHUTHIBas CBOE BpeMs M paclpenessis ero B
COOTBETCTBUU C PACITUCAHUEM 3aHITHIA, CTYJICHT IPU CTPOTOM COOJIFOICHUN HAMEUEHHOTO IIaHa
CMOJKET BBIJICIUTh JOCTATOUHOE KOJUYECTBO YACOB JIJIsi CAMOCTOSTEIbHOM PabOThI.

B ciyuae mosiBieHust Kakux-JIu0O BOIIPOCOB CIIEAyeT oOpamaThcs K MpenogaBaTesio B
yachl €ro KoHcyibTauuii. Kpurepumem kayecTBa YCBOEHHUS 3HAHHM MOTYT CIIY>KHUTh
aTTECTAIMOHHBIC OIEHKU IO JUCLUUIUIMHE U TEKYIIHE OLEHKH, BHICTABIISIEMbIE MPENOaBaTeIeM
B TEUEHHE CEMecTpa.

Y4eOHO-MeTOAMYECKOE O0ecTedyeHHe CAMOCTOATEILHON padoThl
CTY/A€HTOB MO IMCUMUILINHE

KoumnuectBo
4acoB, B
D opMbI/BH/IBI i
HaumenoBanue . COOTBETCTBHH C
Ne CaMOCTOSITEILHOMN
pa3naesa (TemMbl) yueOHo-
padoTbI
TeMaTH4YeCKUM
MJIAHOM
1. [ToaroroBka K neKIMU-
Beenenne B mHpopmannonnyro 0e3- | nuckyccuu. Pabora ¢ KoH-
omacHOCTh. OOmas mnpobrema WH- | CIEKTOM U PEKOMEHIYeMOil 5
(bopManMOHHON 0€30IaCHOCTH HUH- | JUTEPATYpOH 110 TeME JIEKIUU
(bOopMaIMOHHBIX CUCTEM. JUISL CUCTEeMaTH3aluu yuyeOHo-
ro MaTepuaa.
2. | OOmecucTeMHbIE OCHOBBI  3aIIUTHI
[ToaroToBKa K caMOCTOSITENb-
uHpOpMaMu M Tporecca ee obpa- .
HOM1 pabote. PaboTa ¢ KoH-
OOTKH B BBIYMCIIUTEIBHBIX CUCTEMAX. .
CIIEKTOM M PEKOMEH/1yeMOi
3amura WHGOpPMAIMK TIPH peann3a- - 4
JUTEPATypPOH MO TEME JICKITUH
UM  MHGOPMALMOHHBIX IPOLIECCOB
JUIs cCCTeMaTH3alun yuyeOHo-
(BBOA, BBIBOJ, Mepenaya, 00paboTKa,
ro MaTepuania.
HaKOIJICHHUE, XpaHEHHE)
3. Hanucanue pedepara. 13y-
YEHHE OCHOBHOW M JOTOJIHU-
[TpaBoBoe oOecneuenne uHpopMma- .
o TEJIbHOM JIUTEpaTyphl M0 TEME 4
IIMOHHOM 0€3011acCHOCTH
nexuuu. Pabota ¢ pecypcamu
HuTtepher.

4. N3yueHne 0CHOBHOM U J10-
OpraHu3anvoHHOe oOecreueHue WH- | TOJHUTENbHOM JUTepaTypsl 2
dbopmarmoHHON 0€30MaCHOCTH 1o Teme Jiekiuu. Pabora ¢

pecypcamu MHTEpHET.

5. N3yueHnne 0CHOBHOM U J0-

TexHuueckue cpeacTBa odbecreueHus | MOJHUTEIbHOM JTUTepaTyphl 2
MH(pOpPMaLlMOHHON 06€30M1acCHOCTH o teme sekiuu. Pa6ora ¢
pecypcamu MHTEpHET.
6. [ToaroroBka k 1a60paTOpHBIM
3ammra uHpOpMAIMM OT HECaHKIIU-
pabortam. PaboTta ¢ koHCTIEK-
OHUpOBaHHOro noctyna. IIpenor- N
TOM U PEKOMEHTyeMOM JIhTe-
BpallleHUe HECAHKIMOHUPOBAHHOTO . 6
patypoii 1o Teme JeKIUH JJis
JIOCTyTIa K KOMITBIOTEPHBIM pecypcam
CUCTEeMaTH3aIlK y4eOHOTO
U 3aIl{Ta IPOrPAaMMHBIX CPECTB
MarepHaa.
7. BrinosiHeHME KOHTPOIBHON
paboTsl. I3ydeHne oCHOBHOM
3amura OT KOMIBIOTEPHBIX BUPYCOB . 4
U JOTOJIHUTENBHOM JINTEpa-
TYpPBI IO TEME JICKIIHH.
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8. [ToaroroBka k 1a00paTOPHBIM
pabortam. PaboTta ¢ KoHCTIEK-
MaremaTrueckue ¥ METOJAHYECKUE .
TOM U PEKOMEHTyEeMOM JIhTe-
cpencta 3ammThl. Kpunrorpaduue- . 6
paTypoy 1o TeMe JICKIHH IS
CKO€ 3aKphITHE HH(OpMaIH
cUCTeMaTH3aIuu y4eOHOTOo
MarepHaa.
9. N3ydeHue 0CHOBHOM U J10-
MOJIHUTEIBHON JINTEPATYPhI
YHUYTOKEHHE OCTATOYHBIX JAaHHBIX 4
1o Teme Jieknuu. Pabora ¢
pecypcamu MHTEpHET.
10. BrinosiHeHUE KOHTPOJIBHOM
3ammra OT MOTepu HMH(POpPMAIUU | .
pabotbl. M3ydeHue oCHOBHOM
OTKAa30B  MPOrpPaMMHO-AIIAPATHBIX o 4
P Y JOTIOJIHUTEILHOM JITEpa-
p TYPBI IO TEME JICKIIHH.
11. | KommbloTepHBIE CpEICTBAa peaun3a- N
W3ydeHne OCHOBHOU U JI0-
UM 3aIIUTBl B HH()OPMAIMOHHBIX .
MOJTHUTEJIBHOH JINTEPATYPhI
cucreMax. 3anmra uHGOpMaIMOHHO- 4
1o Teme Jiekiuu. Pabora ¢
NpOrpaMMHOTO  oOecriedyeHus:  Ha
pecypcamu MHTEpHET.
YPOBHE OIEePAIIMOHHBIX CUCTEM
12. W3ydeHne OCHOBHOM U J10-
3amuTa WHGOPMAIIUU HA YPOBHE CH- | TIOJHHUTEIHHOU JIUTEPATYPhI 4
CTEM yIpaBJieHUs 0a3aMu JTaHHBIX 1o Teme Jiekiuu. Pabora ¢
pecypcamu MHTEpHET.
13. IloaroroBka kK caMOCTOSITEb-
HOM1 pabote. PaboTa ¢ KoH-
Cneuuduueckne 0coOEHHOCTH 3a- .
CIIEKTOM U PEKOMEHTyeMOM
IIATHl THPOPMAITUU B JIOKATBHBIX U - 6
JTUTEPATYPOH 110 TeME JICKITUU
II100aTBbHBIX KOMIIBIOTEPHBIX CETIX
JUISL CUCTEMaTH3aIuu yuyeOHo-
ro MaTepHaa.
14. . [ToaroroBka k tecty. Pabora
[Tporpamma uH(poOpManmoHHONH Oe3-
C KOHCIIEKTOM U PEKOMEH/TY-
onacHoctu Poccun u mytH ee peanu- N N
€MOIi JTUTepaTypoii 1o TeMe 2
3annu. COBpEeMEHHBIE CpelCcTBa 3a-
JICKITUY JIJIS1 CUCTEMAaTH3alnN
muThl nHQopmanuu ot HCJI
yueOHOro MaTepuaa.
UTOro 54

HocuTene napopmannu «Tepbepy. (2 gaca).

5 MPAKTUKYM 110 IMCHUIIJIMHE

Tema 9. YHHUYTOKEHHE OCTATOYHBIX JAHHDLIX

Conep:xanue

JlaGopaTtopunas paGora Nel. IIporpamma 0€3BO3BpaTHOrO yAajJ€HUS JAHHBIX C

Lenu:

1. ocBouth paboTy ¢ mporpaMMoil At 6€3BO3BPAaTHOTO YJaJIeHUs JaHHBIX C HOCUTENEH

uHpopmanuu «Tepbepy;

2. TOJY4YUTh OMBIT PabOTHI ¢ peanm3alveld MexaHu3Ma Oe3BO3BPATHOTO YaJICHUS
TAHHBIX.

3amaun:

1. npo4YnuTaTb W  BbIIOJHHUTH

UHCTPYKTUBHYIO

4acCThb

nabopaTopHOil  paboTHI;
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2. TPOAEMOHCTPHPOBATh IPEMONABATENIO PE3YyIbTATHl BBIMOIHEHUS TPAKTHYECKOTO
3aaHus paboThI;

3. MOATOTOBHTH OTBETHl Ha BOIPOCHI, NMPHUBEAEHHBIE B KOHIE JIAOOpaTOpHOW pabOTHI;
4. OTBETUTH Ha BOIIPOCHI IIPENOaBaTess 1o JabopaTopHOi padoTe.

Tema 11. KomnbloTepHbIe CpeIcTBA Peau3aliu 3alIUTHI B UHPOPMALMOHHBIX CHCTEMAX.
3amura nHGOPMALMOHHO-TIPOrPAMMHOI0 0OecIieYeHUs1 HA YPOBHE ONlePAIMOHHBIX CHCTEM

Conep:xxanue

JlabopaTopHas pa6ora Ne2. [IporpamMma ajiss KOHTPOJISI U3MEHEHU 00BEKTOB (haisIOBOMA

cuctembl «Dukey. (2 gaca).
Henn:

1.

OCBOUTH PabOTy ¢ IPOrpaMMoii 1711 OOHApYKEHUSI U3MEHEHHH B 00bekTax (hailioBoi cH-
CTEMBI;

2. TOJYYHUTH ONBIT PabOTHI C pealin3alreil MexaHu3Ma KOHTPOJIS IIEIOCTHOCTH.

3agauu:

1. mpouuTaTh TEOPETUUYECKUE CBEIICHUS;

2. TPOYUTATh U BBHIOJHUTH MHCTPYKTUBHYIO YacTh 1aOOPATOPHOM paboOThI;

3. BBINOJIHHTH 3aJIaHUS JUI CAMOCTOSITEIILHOTO BBITIOJIHEHHUSI B KOHIIE JIa0OpaTOpHON pado-
THI,

4. TPOJEeMOHCTPHPOBATH IMPEMONABATENI0 PE3YIbTATHI BHIMOJIHEHUS MPAKTUYECKOTO 3aja-
HUS pabOTHI;

5. TOATrOTOBHUTH OTBETHI HA BOIIPOCHI, MPUBEAEHHBIE B KOHIIE Ta00paTOpHOI paboTHI,

6. OTBETUTH HA BOMPOCHI MPETIOABATEIIS 10 JTA0OpaTOPHOU padoTe.
JlaGopaTtopHas padora Ne3. [TaponbHas 3amura (2 yaca).

Henn:

MO3HAKOMHUTHCS ¢ MEXaHU3MaMHU NapOJIbHON 3aIIUTHI.

3aganus:

1. mpouuTaTh U BBHINOTHUTH UHCTPYKIIMU K TAOOPATOpHOI paboTe;

2. TOATOTOBUTH OTBETHI Ha BOIMPOCHI, MPUBEAEHHBIE B KOHIIE PaOOTHI;

3. TMPOJEMOHCTPHPOBATH MPEIOIABATEIIO BHITOJHEHHYIO IPAKTHYECKYIO YacTh PadoOTHI,

4. OTBETHUTH HA BOTPOCHI MPETIOIaBATEIIS.

Tema 8. MatemaTH4ecKkne U MeTOAUYECKHE CPeCcTBa 3amnThl. Kpuntorpadguyeckoe 3a-

KpbITHE HH(pOpMALHU

Conep:xanue

JlaGopatopnas paGora Ned. Kpunrorpaduyeckas 3ammura JaHHBIX Ha HOCHUTENSAX

uH(popmaluu (2 yaca).

C Touku 3pCHUSA 3allINUTLL KOH(bHHCHHHaHBHOﬁ I/IH(i)OpMaL[I/II/I, CTaHJApTHBIC CIIOCOOBI

XpaHeHus (aiiJIoB Ha HOCHUTENSIX MH(OPMALMK UMEIOT HECKOJIbKO ysi3BUMocTel. Kak mpasuio,
daitnoBas cucreMa XpaHHUT Bce (ailibl Ha QU3NUIECKOM HOCUTENE B He3almu(pOBAaHHOM BHJIC.
OTO 03HAYAET, YTO MPU MOIMAJAHUN )KECTKUX JTUCKOB WIM JPYTUX HOCUTENIEH B Uy>KHE PYKH BCS
uH(pOpMaIUs ¢ HUX MOXKET OBITh MpoYHTaHa. Takue MeTOoAbl 3aluThl, Kak napoian Windows u
nmpaBa Ha (HaiJIbl, HE OCTAHOBAT MPOTHBHUKA. /(7151 60pBOBI C 3TUM HCTIONB3YyeTCs MUdpOBaHUE
uHpOpPMALIMU: B 3TOM CiIydae Ha (PU3MUYECKOM HOCHTEJE JaHHBIC XpaHATCSA B 3alIM(POBAHHOM
BUJC, YTO 3aTPYIHSET JOCTYI, JaXe €CIIM HOCHUTENb MOMal B PaCIOpsHKCHHE MPOTHBHUKA.
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OueHpb BaykeH BBHIOOp MpOrpaMMHOTO oOecrieueHus s mudpoBaHus: HarpuMmep, mudpoBaHue
¢aiinoB, 1ocTymnmHOEe B HEKOTOPBIX Bepcusix Windows kak cTtanmapTHas GyHKIUS ONeparMoHHON
CHCTEMBI, SIBISETCS CIIA0bIM M HE CMOJKET 3aIUTHTh OT MPOTHBHUKA C MPO(ECCHOHATBHBIMU
HaBblkaMu. OJIHAKO, CYIIECTBYET IMPOrpaMMHOE OOecleueHue, KOTOpoe MAET KaueCTBEHHYIO
3aIIUTY JaKe POTUB MPOPECCHOHATIBHOTO MTPOTUBHUKA.

OnHUM W3 TpeACTaBUTENCH TAaKOro MPOrPaMMHOI0 OOECIIEUEHHUs SBISIETCS MporpaMma
VeraCrypt, KoTopas OTHOCHTCS K KJacCy HporpamM, IpeIHa3sHaYeHHBIX IS
KpUnTorpagpuueckon 3amMThl JAaHHBIX HAa KOMITBIOTEPHBIX HOCHTENsX WHpopmanuu. Paborta
VeraCrypt OCHOBBIBaeTCS Ha 3alIMIICHHBIX XPAHWJIMIIAX, KOTOPbIE MOXXHO MOHTHPOBAaTh U
UCTIOJIb30BaTh KaK OOBIYHBIC JIOTMYECKHE AUCKH. JlaHHBIE HAa TaKUX JUCKaX 3alM(poBaHbL: Bce
(aiiapl, KOTOpbIE 3allMCHIBAIOTCS HAa TAKOW JIOTMYECKHH IHUCK, MHMQPYIOTCS NpPU 3alHCH, H
pacupoBBIBAIOTCS MPU YTEHUH. Takas OpraHu3anus IporeccoB MuGpoBaHUs U e ()POBKH
HaszpiBaeTcsl ImmdpoBaHueM (nmemudppoBanueM) Ha Jsery. VeraCrypt mo3BoiseT co3nath
mmdpoBaHHOE XpaHWIWIIE B BHJIE OTAeNbHOro (aima wimm 3ammdpoBaTh >KECTKUH JHUCK
LEITMKOM WIN ero pasnenn. B TaHHON 71a00paTOPHOI pabore
paccMaTpuBaroTCst 00a BapHaHTa MCIIOJIb30BAHMS ATON MPOTPAMMBI.

JlaGopaTtopnas padora Ne5. Co3naHue M MCIOJNBb30BAaHHE CEPTHU(PHUKATOB ICKTPOHHOM
nudposoit moanucu (2 yaca).
Henn:

1. TOXYYUTH MPECTABIICHUS O MEXaHU3MaX CO3JAHMSI M MCIIOH30BAHMS CEPTUDUKATOB
3JICKTPOHHOM TU(PPOBOH TOAKCH;
2. TOJY4YUTh OMBIT paboThl ¢ cepTudukaramu DI

3aganusa:

1. mpouuTaTh U BHIMOIHUTH UHCTPYKIIHIO K JIaOopaTOpHOU padoTe;

2. TOJITrOTOBUTH OTBETHI HAa BOTIPOCHI, NPUBEAEHHBIEC B KOHIIE PAOOTHI;

3. TPOJAEMOHCTPUPOBATH MPETOAABATEINIO BHITIOTHEHHYIO MPAKTUYECKYIO YaCTh PaOOTHI;
4. OTBETUTH Ha BOIPOCHI, 3a/IaHHBIE MTPETIOJaBaTelIEM.

JlaGopatopnas padora Ne8. Coznanue u pabora ¢ 3amn(poBaHHBIMU XpaHUIMILAMH
uHpopMmaiuu (2 yaca).
Hean:
OCBOUTH IIPOCThIE KpUNITOrpapuueckre CpeCcTBa 3alIUThl THPOPMAIUH.
3aganus:
1. mpounTaThL ¥ BHIIOJHUTL MHCTPYKIIHIO K J1a00PaTOPHOii paboTe;
2. TOATOTOBUTH OTBETHI HA BOIIPOCHL, NPUBEIEHHEIE B KOHIIE PA0OTHL;

3. NpPOIEMOHCTPHPOBATH IIPENOAABATENIO BBHINOJHEHHYIO MPAKTHYECKYIO 4acTh pabo-

ThI,

2

4. OTBCTUTH HA BOIIPOCHI, 3aJaHHBIC IPCIIOJAABATCIICM.

JlaGopaTopnasi pagdora Ne9. Co3maHne M HCIOIB30BaHUE CEPTH(PUKATOB DIEKTPOHHOM
upoBoi moanucu (2 yaca).

B cooTBeTcTBHU CO cXeMOW paccUuTaTh CyMMAapHYIO pa300pYMBOCTh (POPMAHT B CMEXK-
HOM TIOMEILIEHUH, KOPUJOpE U 3a Hapy K HOU cTeHol. Crenarb BbIBOJBI O BO3MOKHOCTH WJIM HE-
BO3MOXKHOCTH YTE€UKHU 3BYKOBOI MH(OpMAIIHH.
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BryTpeHHHH qBOP

STAHHA
OJkHO
: K
; | | S
CMeskaan
Komuara, rae peayrcs KOMHATa
KoH(HIe [HAIbHBIE

IepPeroEopkbI @

—
Kopunop @ Hpephb

YPOBHU HHTEHCHUBHOCTH PEYHU B OKTaBHBIX Mojocax Oepyrcs u3 Tadn. 1,
JUTSI BCEX BapUAHTOB OHU OJIMHAKOBHI.
Xoz BBIIOTHEHHS 1Ta00PaTOpHOM paboThI U ee pe3yabTaThl MpeCcTaBbTe B (popme oTueTa.

i

JlabopaTopnas pa6ora Nel0. Co3nanue U UCHONB30BAHUE CEPTH(PUKATOB AIIEKTPOHHON
undposoit moganucu (2 yaca).

B cootBeTcTBUM cO cxemoit (puc. 1) mpou3BeCTH pacdeThl 3alIUIIICHHOCTH MTOMeE-
HICHUA OT YTEUYKU MHPOPMAITUU TI0 JIEKTPOMArHUTHOMY KaHaly.

TI'pannna koHTpONMHPYeMOH 30HEI

OxHO

IISBM

=

Puc. 1. Cxema nomenieHus Juisi IpOBEICHUS PaCueTOB

CpenHekBaipaTUUECKHe 3HAYEHUS HAINpPSHKEHHOCTH moiyid E. arMocdepHbIX moMex He
PacCUMTHIBATH, & CYUTATh OJMHAKOBBIMU JUJI BCEX BAPUAHTOB U PABHBIMMU:

100 MI'n 500 MI'n 1000 MI'n

Ea, MkB/Mm
(Ta=293°K, f,x=40 MTI'1)) 0,346 1,738 3,467
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Tema 13. Cnenudguueckue 0cO0eHHOCTH 32U THI MHGOPMAIMH B JIOKAJBHBIX H I100aJ1b-
HBIX KOMIILIOTEPHBIX CETAX

Conep:xanue

JlabopaTopuasi padora Ne6. [loctpoenne VPN-ceTu ¢ MOAKIIOYCHHEM IO JIOTUHY U
naposito (2 yaca).

3ananus

O3HaKOMUTHCA C onucaHusIMU TexHosiorud VPN m mporpammuoro npoaykra SoftEther
VPN.

Co3znaTh ceTh U3 BUPTYAJIbHBIX MAIllMH, UMEIOIIYIO PUBEAEHHYIO HIKE KOH(MUTYpAIHIO.

YcranoButh u Hactpouth SoftEther VPN Server Ha cepBepHoOii ManuHe.

YcranoButh 1 HacTpouTh SoftEther VPN Client Ha KIMEHTCKUX MaIiHaX.

[TpoBepuTh pabOTOCIIOCOOHOCTH CETH MPEATIOKEHHBIMH CIIOCO0AMH.

OO01mue cBegeHus

VPN

Virtual Private Network — BupTyanbHas dYacTHas CeTb — 3TO HAOOp TEXHOJOTHH,
MO3BOJIAIOIIMX ITOCTPOUTH JIOTHYECKYIO CETh ITOBEPX APYroil cetu, Hanpumep, Uutepuera. Takas
JIOTUYECKasi CeThb MOXKET COCTOSITh U3 JABYX M OoJiee y3J10B, MOXKET ObITh OJJHOPA30BOii, TO €CTh
YCTAHABJIMBACTCS U TPOBEIEHHUS TOJIBKO OJHOTO EIMHCTBEHHOTO ceaHca paloThl, TaKk H
CYILIECTBOBATh HA MMOCTOSIHHOM OCHOBE.

VYV cereit VPN ectb aBa OCHOBHBIX Ha3HaueHMs: 1) IOCTPOEHUE JIOKAJIBHOM CETU
(COOTBETCTBEHHO OpraHM3aIlMsi COBMECTHOW pabOThl M paclpepeNicHHe PecypcoB MallliH, Kak
MPaBWIIO, HE HAXOIAMMXCS (U3MYECKH B OJHON JIOKATBHOW CETH), 2) OpraHH3aIus
3alUIIEHHOTO 0OMeHa HH(OpMAIel MEeXIY y31aMU, COCTABISIONMME TaKyto ceTb. VPN uacto
OPUMEHSIOTCSI KOMIIAHUSIMH, JUIsI  OpraHu3aluy  3allMUIEHHOTO  YJAJIEHHOTO JIoCTyna
COTPYJIHUKOB JIOKAJbHBIM CETSM MPEANPHUATHS B CiIydae yIanéHHONW paOoThl, A 00beIUHEHUS
JIOKAJIbHBIX ceTell priinanoB, HaXOASIIMUXCS Ha OOJIBIIUX PACCTOSHUAX JIPYT OT ApPYyTa, B €AUHYIO
CeTh KOMMIaHWH, W s oOMeHa 0co0O0 BaKHBIMH JAHHBIMHU, KOTOpBIE HENb3s IMepelaBarh IO
HE3alUIIEHHBIM KaHallaM CBSI3U B OTKPBITOM BHJIE.

VPN He sBisieTcsi €IUHCTBEHHBIM CpPEJICTBOM 3allUThl MEPEJaBa€MbIX JaHHBIX, HO BO
MHOruX ciydasix cerb VPN oka3biBaeTcs Hambosee ONTHUMalbHBIM PpEIIeHHEM, U 4acTo —
€MHCTBEHHO BEPHBIM.

Nnes VPN cocTtoutr B TOM, 4TO CBSI3b OCYLIECTBJISETCSA IO CETSAM C MEHBIIUM WIIN
HEU3BECTHBIM YpPOBHEM JIOBepUs (Hampumep, Mo MyOJMYHBIM CETSAM), a YPOBEHb JOBEpHUS K
MIOCTPOCHHOMN JIOTUYECKOW CETH HE 3aBHCHUT OT YPOBHS J0Bepusi K 0a30BbIM ceTsiM Ojaropaps
HCIIONIB30BAaHUIO CpeNCcTB Kpumnrtorpadguu (mmdpoBaHus, ayTeHTU(PUKALNUN, UHPPACTPYKTYPHI
OTKPBITBIX KJIIOYEH, CpelICTB Ul 3allUThl OT MOBTOPOB M HM3MEHEHHMH Ie€pelaBaeMbIX I10
JIOTHUYECKON CETH COOOITICHUH ).

VPN Mmoxxer obecnieunBaTh COEAMHEHUS TPEX BUAOB: y3€I-y3€, Y3€JI-CETh U CETh-CETh.

Cerp VPN MoxeT OBITH IMOCTpOEHa Kak Ha OCHOBE CIIELUAIBHOTO 000pYyI0BaHMS,
HanpuMep MapupyTusatopoB komnanuu Cisco, Tak U Ha OCHOBE CHEIHAILHOTO MPOrPaMMHOTO
o0ecrieyeHns WM KOMOMHUPOBAHHOTO BapHaHTA.

JlaGopaTtopunas padora Ne7/. Iloctpoenue VPN c moaxitoyeHHEM Y3JIOB K CETH IO
ceptudukary (2 yaca).

3aoanusn

1. mpounTaiite marepuan pazaena «O01muMe CBeICHUY,

2. BBINOJIHUTE MOJATOTOBKY K BBIITOJHEHHIO MTPAKTUYECKON YacTH Ja00opaTopHOil paboThl;

3. BBINOJIHUTE YCTAHOBUTE COCIMHEHUE MEXKAY KIMEHTAMH U CEPBEPOM UEPE3 MEXAHU3M

ayTeHTH(UKaLuu 1o cepTudukaram;

4. 3a0510KUpPYyITE BO3MOKHOCTD ITOJKIIOYEHUS KIIMEHTOB IO OJTHOMY M3 CepTU(UKATOB;
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5. yCTaHOBUTE MEXaHU3M ayTeHTU(UKAIIUHU cepBepa KIIMEHTOM;

6. IpoBephTE pabOTOCTIOCOOHOCTH CETH.
PexoMeHIyI0TCSl K TIPOUTSHHIO CIICIYIOIINE CTAThU:

1. LinuxFormat: «JOnexTponHele mnoanucu u uudpossle cepTudurarsl. Yacts 1.»

http://wiki.linuxformat.ru/wiki/LXF93:DnekTpoHHbie moanucu

2. LinuxFormat: «JnexkTtpoHHble moanucku W mudpoBbie cepTtudukarel. Yacts 2.»

http://wiki.linuxformat.ru/wiki/LXF94:OnekTpoHHble moanucu

3. OpenOffice Org: «Ilone3noctu: Kak cozgare nudpoByto nmoanuce B gokymente Qoo

https://wiki.openoffice.org/wiki/OOo_Ilonesnoctu: Kak co3narh_1udpoByl0 HOIMUCH

B_jiokymente_000#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2. .D0.A1.D0.B0

.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.00.80.D00.BD.D0.BD.D1.8B.

0.B9 .D1.81.D0.B5.D1.80.D1.82.00.B8.D01.84.D0.B8.D0.BA.D0.B0.D1.82.

A Ttaxxe cratbu 3 Wikipedia:
1. https://ru.wikipedia.org/wiki/IlucdpoBoii_ceprudukar
2. https://ru.wikipedia.org/wiki/IlenTp ceprudukammu
3. https://ru.wikipedia.org/wiki/CepTuhHKAT OTKPBITOrO_KIIKOYa
4. https://ru.wikipedia.org/wiki/DIeKTpoHHas OAINCH
5. https://ru.wikipedia.org/wiki/MHdpacTpyKTypa OTKPBITBIX KIFOUYEH

6 IMAAKTHYECKHUE MATEPHAJIBI 1JI51 KOHTPOJISA (CAMOKOHTPOJIS)
YCBOEHHOI'O MATEPHAJIA

6.1 OueHoYHbIE CPEACTBA, MOKA3ATEJIN H K

HTCPUHA OLCHUBAHUSA KOMIIeTeHIInii

HNHupaexc

<OMITe Ouenounoe Iloxka3arenu Kputepun onenuBanus
CpeacTBo OlleHUBAHUS c¢()OpMHUPOBAHHOCTH KOMIIETEHIM A
TeHUHH
CTyleHT OTBEeUYaeT HEMPaBUIHHO, HEUETKO
Huszkuit U HeyOemuTeNbHO, JaeT HeBepHbie ¢op-
(HEYIOBIIETBOPUTEIIBHO)| MYJIUPOBKH, B OTBETE OTCYTCTBYET KaKOe-
au00 MpeCTaBICHUE O BOIPOCE
CryneHT oOTBeYaeT HEKOHKPETHO, cJiabo
[Toporossrii apryMEHTHUPOBAHO U HE YOeAUTEIbHO, XO-
(YIOBIETBOPUTENBHO) | T U MMEETCS KaKoe-TO IpPEJCTaBIECHUE O
OIIK-3,| Cobecenona- BOMpOCE
[1K-3 HUE BasoBLii CTy#eHT OoTBe4aeT B IEJIOM MPaBUIBHO,
HO HEJIOCTAaTOYHO ITOJIHO, Y€TKO U yOeau-
(xoporo)
TEIHHO
CraBHTCS, €CIH IPOJEMOHCTPUPOBAHBI
. 3HaHHE BOMNPOCAa M CaAMOCTOSITEIBHOCTH
Bricokui
MBIIIJICHHUS, OTBET COOTBETCTBYET TpeOo-
(oTnHuHO)
BaHUSAM TPABHILHOCTH, TIOJTHOTHI U apry-
MEHTHPOBAHHOCTH.
OTBeT CTYZICHTY HE 3a4YUTHIBACTCS €CIIH:
e 3ajaHue BBIIOJIHEHO MEHEe, YeM Ha
MTOJIOBUHY;
OIIK- ¥
3 Pa3znoypoBHe- Huskuit e CryneHT O0OHapyXuBaeT HE3HAHUE
' BBIC 33J1a49H U 0OJIBIIIEH YacTH COOTBETCTBYIOIIETO MaTe-
(HEyAOBIETBOPUTEINIBLHO)
K-3 3aaHus puana, TOMyCKaeT OmUOKH B (HOpMyIn-

POBKE ONpPEIEIICHUN U MpaBWJI, NCKAXKAIO-
M€ MX CMBICI, OECHOPSA0YHO H3Jaraer
MaTepual.



https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://ru.wikipedia.org/wiki/Цифровой_сертификат
https://ru.wikipedia.org/wiki/Центр_сертификации
https://ru.wikipedia.org/wiki/Сертификат_открытого_ключа
https://ru.wikipedia.org/wiki/Электронная_подпись
https://ru.wikipedia.org/wiki/Инфраструктура_открытых_ключей
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[Toporosbsiii
(YZOBIIETBOPUTENIBHO)

3amanue BHIIOJIHEHO Oojee, YeM Ha I10JI0-
BuHy. CTyIneHT OOHapyXXHBaeT 3HAHHE U
IOHMMaHHE OCHOBHBIX ITOJIOKCHHUH 3aja-
HHUS, HO:

e l3naraer marepuasl HEMOJIHO U JIOITYC-
KaCT HCTOYHOCTH B OIPCACICHUH I1OHA-
THH;

e He ymeer ngocratoyno riryOboko u J0-
Ka3aTeJIbHO 00OCHOBATh CBOU CYKICHUS U
IPUBECTH CBOH IIPUMEPHI;

e l3maraer mMaTepuan HENOCIIEIOBATEIb-
HO M [JOITyCKacT OIIMOKH B S3LIKOBOM
o(hopMIICHHH H3JIaraeMOoTo0.

basoBblii (x0po1110)

3ajanre B OCHOBHOM BBINOJHEHO. OTBETHI
IPaBHJIbHBIC, HO:

e B otBere nomyieHbl MajqO3HAYHUTEb-
HbIC OIIMOKM M HEAOCTATOYHO TOJIHO pac-
KPBITO COJICPKAHKE BOIIPOCa,;

e He mpuBencHbl WLIIOCTPUPYIOIINE
PUMEPBI, HEAOCTATOYHO YETKO BBIPAKECHO
o0o01arone MHEHHE CTYICHTA,

e Jlonymeno 1-2 HemoueTa B mOCIeI0Ba-
TEBPHOCTH ¥ SI3BIKOBOM O(OpPMIICHUH W3-
J1araeMoro.

Bricokuii (oTIM4YHO)

3aaHie BBIMOJIHEHO B MaKCHUMaJlbHOM
o0beme. OTBETHI MOJIHBIE U TPaBUIIbHBIE.

e CTyIeHT MOJHO H3JIaraeT MaTepual,
JlaeT MPaBUWIbHOE OIpeesIeHNe OCHOBHBIX
MOHSITHH;

e (OOHapyxuBaeT IMOHMMAaHHE MaTepua-
Ja, MOKET OOOCHOBAaTh CBOM CYXKJIEHHS,
MPUMEHUTh 3HAHWS HAa TPaKTUKE, TpUBe-
CTH HEO00XO/IUMBbIE IPUMEPBI;

e Uznaraer marepuan MocieroBaTeIbHO
Y TIPAaBWJIBHO C TOYKH 3PEHUS HOPM JINTE-
PaTypHOTO SI3BIKA.

bazosriin
(xoporo)

3agaHye B OCHOBHOM BBIIIOJTHEHO:

e CryaeHT TBepIO YyCBOWJI TeMy, Ipa-
MOTHO U TIO CYIIECTBY H3JIaraeT ee, Omu-
pasicb Ha 3HAHUSI OCHOBHOU JIUTEPATYPHI;

e He nmomyckaer CyliecTBEHHBIX HETOY-
HOCTEM;

e VBA3BIBACT YCBOEHHBIE 3HAHUS C MPaK-
THYCCKOU JEATCILHOCTDIO;

e ApPryMeHTUPYET Hay4YHbIE MMOJOKEHNUS;
e JlenaeT BBIBOJBI U 00OOIIEHUS;

e Braneer cucreMolM OCHOBHBIX ITOHS-
THH.

Bricoknii
(oTnMYHO)

3al[aHI/Ie BBIIIOJIHCHO B MAKCHUMAJIBHOM
o0BeMe.
e CryneHT TayOOKO M BCECTOPOHHE
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YCBOMII MPOOJIEMY;

e VYBEepeHHO, JIOTHYHO, MTOCIIEI0BATEIHHO
¥ TPAMOTHO €T0 U3J1aracr;

e Onupasich Ha 3HaHUS OCHOBHOW W J0-
MOJTHUTEIBHOH JINTEPaTyphl, TECHO MPUBSI-
3bIBACT YCBOCHHBIC HAYYHBIC ITOJIOKEHUS C
IIPAKTHUYECKOU JEATEIbHOCTBIO;

e VYMmeno 000CHOBBIBACT M apryMEHTHPY-
€T BBIJIBUTAaEMbIC UM HJICH,

e JlenaeT BBIBOJBI U 00OOIICHMS;

e (CBO0OJHO BJIAJICET TOHATHIIMH.

6.2 IlpomMe:kyTOUHAs aTTECTALMSA CTYI€HTOB MO JUCIHUILINHE

ITpomexyTouHass arrecranus SBISETCS NPOBEPKOM BCEX 3HAHWM, HAaBBIKOB U YMEHUU
CTYJI€HTOB, IPUOOPETEHHBIX B MPOLECCE U3YUECHUS TUCHUILIMHBL. DOopMOii MpOMEKYTOUHON aT-
TECTaLUH 10 JUCLUIUIMHE ABJISCTCS SK3aMCH.

JI1st OLleHUBaHUS PE3YJIBTATOB OCBOCHHUS AUCIUIUIMHBI IPUMEHSIETCS CIEAYIOIHNE KpUTe-
pUU OLICHUBAHUA.

Kputepun onieHUBaHNS YCTHOTO OTBETAa HA IK3aMeHe

OrneHKa 5 (OTIMYHO) CTaBUTCS, €CIIH:

MTOJTHO PACKPBITO COJIEPKAHUE BOIIPOCOB B 00bEME IIPOrpaMMbl M1 PEKOMEHIOBAaHHOH JTH-
TEpaTyphl; YeTKO W MPABWIBHO JAaHBI ONPEICICHHUSI U PACKPBITO COACPKAHME KOHIICTITYaTbHBIX
MOHSITHUM, 3aKOHOMEPHOCTEH, KOPPEKTHO UCIOIB30BaHBl HAYYHBIE TEPMUHBI, 7S JOKa3aTellb-
CTBa WCIIOJIH30BAHBI PA3IMYHBIC TCOPETHUYCCKHUE 3HAHWS, BBHIBOJIBI M3 HAOIIOJCHUN U OTIBITOB;
OTBET CaMOCTOSITEIbHBIN, MCUEPMBIBAIONMINN, 0€3 HABOISAIIMX TOMOJTHUTEIHHBIX BOMPOCOB, C
OTIOPOY Ha 3HAHWS, TPHOOPETECHHBIC B MPOIIECCEe CICIHATN3AINN 110 BEBIOPAHHOMY HAIIPaBJICHHIO
UH(POPMATUKH.

O1enka 4 (X0Opolll0) CTaBUTCS, €CIIH:

PacKpBITO OCHOBHOE COZIEPKAHKE BOIPOCOB; B OCHOBHOM MPABUIILHO JIaHBI OMPEICICHHUS
MIOHSITHIA W WCIIOJIH30BaHbl HAYYHBIC TEPMUHBI; OTBET CAMOCTOSTEIBHBIN; ONPEICIICHUS TTOHATHH
HEMOJHBIE, TOMYIICHBl HAPYIICHHs MOCIEA0BATEILHOCTH U3JI0KEHUS, HEOObIINEe HETOYHOCTH
IIPH WCIIOIH30BAaHUH HAYIHBIX TEPMHUHOB HMJIM B BBIBOJIAX U 00OOIIECHUSX, UCIIPABIISIEMBIC 110 J0-
MOJTHUTENIBHBIM BOIIPOCAM HK3aMEHATOPOB.

Ornenka 3 (YAOBICTBOPUTEIBHO) CTABUTCS, €CIIH:

YCBOGHO OCHOBHOE COJIepiKaHHe yu4eOHOro MaTepuaia, HO M3JI0KEHO (parMeHTapHO, He
BCEr/ia TMOCIIe0BATEIbHO; ONpPE/ISICHHE TMOHATHH HEIO0CTaTOYHO YETKOE; HE WCIIOIh30BaHBI B
KaueCcTBE JI0KA3aTeIhCTBA BHIBOABI U3 HAOIOICHUH M OMBITOB WM JOMYIIEHBI OMIMOKH MPH UX
W3JI0KEHUH; JIONYIIEHBI OMMMOKA M HETOYHOCTH B WCIOJIH30BAHWUU HAYYHOH TEPMHUHOJIOTHH,
ONPEAEIICHUHN TTIOHITHH.

Onenka 2 (HeyAOBICTBOPUTEIBLHO) CTABUTCS, €CITH:

OTBET HEMPaBWIBHBIN, HE PACKPHITO OCHOBHOE COJIep)KaHUE MPOTPAMMHOI0 MaTepHana;
HE JTaHBI OTBETHI Ha BCIIOMOTATENIbHBIC BOTIPOCH 3K3aMEHATOPOB; JOMYIICHBI TPyOble OMNOKA B
oTpesieNIeHUH TIOHATUH, PU UCTIOIH30BAaHUH TEPMUHOJIOTHH.

6.3 OueHo4HbIe cpecTBA /sl IPOBEPKH YPOBHsA copmupoBaHHocTH kKomneTeHumii OIIK-
3, IK-3.

TecT (b1) comepkat CIeayIONTUe TUIII 3aTaHAH
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Ne 3a12- Bec 3aga- | Pe3yabTart ouneHuBaHus (0aJJ1bl, OJyUY€EH-
Tun 3aganus - HUA Hbl€ 32 BBINOJIHEHUE 3a/1aHusl / XapaKTepu-
(0ann) CTHKA NPABUWIBHOCTH 0TBETA)
3amanus 3akpeitoro TH- | 1, 2, 3, 4, 1 6amn 1 6 - monHOE TIpaBMWIIbHOE COOTBETCTBHE; O O -
na ¢ BbIOOpPOM OJIHOTO 5 oCTaJbHbIE CITy4Yau
npasuiibHOIO (1 13 4)
3aJlaHusl 3aKPBITOTO TH- 6 1 Gamn 1 6 - mosmHOE TpaBUIBLHOE cooTBeTCTBHE; () O -
na ¢ BBIOOPOM OJIHOTO OCTaJbHBIC CITyYan
MPAaBUJIBHOTO OTBETa IO
CXeMe: «BEpPHO»/ «He-
BEPHO»
3amanus 3akpeitoro TH- | 7, 8,9, 2 baia | 2 6 — MOJHOE MPaBUILHOE COOTBETCTBUE (ITO-
na ¢ BIOOPOM HECKOIIb- 10 CJIEIOBATENIbHOCTh BAapUAHTOB OTBETa MOKET
KHX TPaBUIbHBIX OTBE- ObITh JIO00H); 1 6 — ecnu pomylieHa OJHA
TOB (2 uiu 3 u3 6) omuOKa / OTBET MPABWIbHBINA, HO HE TIOJIHBIH;
0 6 — ocTanbpHBIE CiIy4yau
3aJIaHUsI OTKPBITOTO TH- 11, 12 2 6amta | 3 6 — mojHOE MpaBWIBHOE cOOTBETCTBUE; 0 O
1a ¢ KPaTKUM OTBETOM — OCTaJIbHBIC CITyYaHu.
3aJIaHusl 3aKPBITOTO TH- 13, 14 3 6amia |2 6 — MoiHOE MpaBHIBLHOE COOTBETCTBHE; 1 O
1a Ha YCTaHOBJICHUE CO- — €CII JIOIyIICHA OJIHA OIMOKa / OTBET Ipa-
oTBeTCTBUS (4 Ha 4) BUJIbHBIN, HO HE MOJHBIA; 0 60 — ocTanbHBIC
ciyJau
3aJJaHUsl OTKPBITOTO TH- 15 5 6ainoB | 5 6 — moIHOE MPAaBUILHOE COOTBETCTBUE; €CIH
na ¢ pa3BepHYTHIM OTBE- JIOTTYIICHA OJHA ONIMOKAa/HETOYHOCTH / OTBET
TOM MPaBUIBHBIN, HO HE TIONHBINA - 3 Oania; ecnu
JOTYIIEeHO 0oJyiee OJHOW OIMOKH / OTBET He-
IPABHJIBHBIN / OTBET OTCYTCTBYET — 0 OaysioB

dopmupyemasi
KOMIIETEHIUA

NuaukaTopsl ¢)OpMHPOBAHHOCTH KOMIIETEHIMHU

OIIK-3 CrocobeH pemath CTaHIapT-
Hble 337a4l Npo(ecCHOHATBHONU Jes-
TEJBHOCTH Ha OCHOBE WH(OPMAIMOH-
HOU M OmbOIMorpaduueckoi KyJabTypbl
MH(pOPMaILMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTHH U C
YY4ETOM OCHOBHBIX TpeOOBaHW WH-

C IMPUMCHCHUCM

dbopMarmoHHO 6€30MacHOCTH

N/I-1onk-3-3HaTh: TPUHIMIB, METOABI U CpPEJICTBA
peleHHs CTaHAapTHBIX 3a7ay NpoQecCuoHaIbHOM nes-
TEIbHOCTU Ha OCHOBE MH(OpPMaIMOHHOW U OnOIMorpa-
(budeckoil KyJIbTypbl ¢ IPUMEHEHHEM MH(POPMALMOHHO-
KOMMYHMKAIIMOHHBIX TEXHOJOTUH M C y4E€TOM OCHOB-
HBIX TpeOoBaHUN HHPOPMAITMOHHON OE30MTaCHOCTH.
NA-20nk-3-yMeThb: pemiaTh CTaHAAPTHBIE 3a7a4u MPO-
(beccroHaIbHOMN /IEATEIBHOCTH Ha OCHOBE MH(OpMaIiu-
OHHOH U Oubnuorpaduyeckoi KyJIbTypbl C IPUMEHEHU-
eM HH(pOPMAIIMOHHO-KOMMYHHMKAIIMOHHBIX TEXHOJIOTHH
U C Y4eTOM OCHOBHBIX TpeOOBaHUN WMHGOPMAIMOHHOMN
0€30MacHOCTH.

N/I-30nKk-3-uMeTh HABBIKU: TTOJATOTOBKH 0030POB, aH-
HOTAIMi, cocTaBlIeHUs pedepaToB, HAYYHBIX JOKJIAJOB,
nyOnukanuii u 6ubauorpadguu Mo Hay4yHO- HCCIEA0Ba-
TEJNbCKON paboTe ¢ ydeToMm TpeOoBaHUI MH(pOpMaLU-
OHHOI1 6€3011aCHOCTH.
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3ananue 1

BHuMaTenpHO IpOUNUTANTE 3aIAHUE U YKAKUTE OJMH IPABUJIbHBIA BAPUAHT OTBETA:

Cocrosiaue mH(OpMAIUK, TIPU KOTOPOM OTCYTCTBYET JII000OE €€ M3MEHEHHE MO0 M3MEHEHUE
OCYIIECTBIISAETCS TOJIBKO MPEIHAMEPEHHO CyOhEeKTaMH, UMEIOIIIMMHU Ha HETO TIPaBo 3TO?

1. mOMIMHHOCTH

2. IEJIOCTHOCTD

3. JIOCTYIIHOCTH

4. KOoH(pHUICHIHAIBHOCTH
OrTBerT 2.

3aganue 2

BaumarensHO HquHTaﬁTe 3aJaHUC U YKKUTEC OAUH HpaBI/IJ'ILHLII‘/JI BApUAHT OTBCTA:

Yro takoe nHpOopMalMOHHAs cucTemMa?
1. coBokymHOCTH 0a3 JaHHBIX M OOECIIEYMBAIOIINX €€ 00pabOTKy MH(POPMAITMOHHBIX TEX-
HOJIOTHH U TEXHUUYECKUX CPE/CTB;
2. COBOKYMHOCTHh HMH(pOpMaIHH, WHPOPMAIMOHHBIX TEXHOJIOTUH, TEXHUYECKHX CPEACTB U
nepcoHasa, 00CIIyKUBAIOLIETO0 CUCTEMY
3. COBOKYIHOCTH COZeprKamieicss B 0a3ax JaHHBIX WH(OpMAIMK U 00ECTIEYBAIOIINX €€ 00-
paboTKy MHPOPMALIMOHHBIX TEXHOJIOTUH M TEXHUYECKUX CPEJICTB
4. HeT NpaBWJIBHOI'O OTBETA
Ortser 3.

3amanmne 3

BHuMaTensHO HpO‘lHT&ﬁTG 3aJaHUC U YKOKUTE OAUH HpaBI/IJ'ILHLII‘/JI BApHUAHT OTBCTA:

YOJTHOMOYEHHBIM OpraH Mo 3alUTe NpaB CyObEKTOB MEPCOHATBHBIX JAaHHBIX 3TO:
1. ®epepanbHas ciayx0a 10 3alIUTE MTPaB CyObEKTOB MEPCOHATBHBIX TaHHBIX
2. @enepanbHasg ciayxk0a 1Mo Haa3opy B cdepe CBsI3M, MHPOPMALMOHHBIX TEXHOJOTHI U
MacCOBBIX KOMMYHHUKAIIUH
3. ®enepanbHas ciayx0a 0e30macHOCTH
4. ®denepanbHas CIyk0a 110 TEXHHYECKOMY U AKCTIOPTHOMY KOHTPOJTIO
Ortser: 2.

3amanne 4

BaumarensHO HquHTaﬁTe 3aaHuC U YKAXKUTC OAUH HpaBHHBHBIﬁ BAapHAHT OTBETA:

Kakue kiacchl 3alIMIIEHHOCTH MH(MOPMAIMKM MOTYT ObITh Y TOCYAapCTBEHHOW HMH(POPMAIOH-
HOM cHcTeMbl, 00pabaThIBaOLIEH epcoHaIbHbIE TaHHbIE?
1. KI1,K2,K3
2. KI1,K2
3. KI,K2,K3,V¥3-1,V3-2,¥3-3
4. nomxHO ObITh 2 knacca (oauH no npukazy @CTIK Ne 17, u oMH 10 MOCTaHOBJIEHUIO
[TpaButensctBa PO Ne 1119)
Ortser: 1.

3amanmue 5

BHuMarenbHO mpodHTaiiTe 3ajaHie U YKAXKUTE OJIMH MTPABUIbHBIN BapuaHT OTBETA!
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Uto Takoe yrpo3a 0€30MacHOCTH NEPCOHATBHBIX JAHHBIX —

1. meneHanpaBlieHHOE HECAHKIIMOHMPOBAHHOE BO3CHCTBHE HA MEPCOHAIBHBIC JaHHBIC, HA
pecypchl HHPOPMAITMOHHON CHCTEMBI TIEPCOHAIBHBIX JAHHBIX WM IMOJIy4eHHUE HECaHK-
[IUOHUPOBAHHOTO JOCTyNa K HUM C NPUMEHEHHUEM IPOTPaAaMMHBIX MM MPOrPaMMHO-
anmnapaTHBIX CPEJICTB

2. COBOKYIHOCTH YCJIIOBHH U (haKTOPOB, CO3/IAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B
TOM YHUCJE CIYy4alHOro, J0CTyNa K MEePCOHAIbHBIM IaHHBIM, PE3YJIbTaTOM KOTOPOTO MO-
TyT CTaTh YHHYTOXCHHE, M3MCHECHHE, OJIOKMpOBaHWE, KOMUPOBAHHE, MPEIOCTaBICHHUE,
pacnpocTpaHeHHE MEPCOHABHBIX JAHHBIX, @ TAKKE UHBIE HEIPABOMEPHBIE ICUCTBUS MIPU
ux o0paboTke B HHGOPMAITMOHHON CHCTEME MePCOHAIBHBIX JTAHHBIX

3. HECAHKIIMOHWPOBAHHOE BO3ICHCTBHEC HA HH(POPMAIMOHHYIO CHUCTEMY IE€PCOHATBHBIX
JAHHBIX, B TOM YHCJIE CIIy4ailHOE, Pe3yJabTaTOM KOTOPOTO MOTYT CTaTh YHUYTOXKEHUE,
W3MEHEHue, OJOKHUPOBAaHHME, KOMUPOBAHHUE, MPEAOCTABICHUE, PACIPOCTPAHEHUE TEPCo-
HaJbHBIX JaHHBIX, & TAK)KC WHBIC HEIPABOMEPHBIC NEHWCTBHS MPU UX 0OpabOTKE B WH-
(hopMaIMOHHON CHCTeME NIEPCOHATBHBIX JTaHHBIX

OTBerT: 2

3aganue 6

Bepho nu yrBepxkeHue?

Cornacno ®denepanbHomy 3akoHy oT 28.12.2010 Ne 390-®3 «O 6e3zomacHoctu» CoBet
6e3omacHocTH P sBNIseTCS KOHTPOIUMPYIOIIUM OPTaHOM B cpepe Oe30MacCHOCTH.
OTBeT: HE BEpPHO.

3amanue 7

BaumarensHoO HpOQHTaﬁTe 3aJaHUC U YKOKUTEC TPH IIPABUIIbHBIX BapHaHTa OTBETA:

Hapymenne tpeboBanuit denepanproro 3akona ot 27.07.2006 N 149-03 «O6 undopmarmmy,
MH(OPMAILIMOHHBIX TEXHOJOTHIX U O 3aluTe MHPOpMaIUu» BiIeyeT 3a co0on?
1. MopanbHYIO OTBETCTBEHHOCTH

2. TPaXIaHCKO-TPAaBOBYIO OTBETCTBEHHOCTH
3. aJIMUHUCTPATHUBHYIO OTBETCTBEHHOCTb
4. STUYECKYIO0 OTBETCTBEHHOCTH
5. YTrOJOBHYIO OTBETCTBEHHOCTh
6. HpaBCTBEHHYIO OTBETCTBEHHOCTH

OtBer: 2,3, 5

3aganme 8

BaumarensHO HpO‘—IHT&ﬁT@ 3aIaHUC U YKAXKUTEC ABaA MMPAaBUJIbHBIX BapruaHTa OTBETA:

Ha xakoM (Ha KakuX) U3 TpeX ITAoOB MOCTPOCHUS CUCTEMBI 3alTUTHI HH(OPMAIIUU TTPOBOJAUTCS
ompezieNieHue Kiacca/ypoBHS 3alUIIIEHHOCTH (BEIOEPUTE BCE MPaBUIIbHBIEC OTBETHI)?

Ha JTare onpeAeNIeHUs] UICXOIHBIX JaHHBIX

Ha TPEITPOSKTHOM dTare

Ha 3Tare MPOeKTUPOBAHUS

Ha 3TaIe ONpeACIICHUs Mep 3alUThI HH()OPMAITUN

Ha JTare aTTecTalliy Ha COOTBETCTBHE TPeOOBaHMAM 0e30MacHOCTH HHPOPMAITUU

Ha 3Tare BHEAPCHUS

ook owdE
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Ortser: 2, 5.

3aganue 9

Buanmarensao HpO‘-IPITElfITG 3a1aHUC U YKAXKUTC TPU NTPAaBUJIbHBIX BapruaHTa OTBCTA:

Kakue ObIBaroT MephI 3amuThl nHGOpMAIn?
1. axTyanbHBIC U HE aKTyallbHbIE

2. TEXHHYECKHE

3. TpaBOBBIC

4. BpEMEHHBIC U TOCTOSTHHBIC

5. opraHu3alnyoOHHbBIC

6. HeIOCTAaTOYHEIEC, JOCTATOYHbIC, N30BITOYHBIC
Ortser: 2, 3, 5.
3amanmne 10

BauMarenpHO npounTaiiTe 3aaHUE U YKa)KUTE TPH IIPABUIIbHBIX BapUaHTa OTBETA:

K oObekTam kpuTHUECKOW WH(POPMAIMOHHON MH(PACTPYKTYphl OTHOCSITCS WH(POPMAIIU-
OHHBIC CHCTEMbI, WH(POPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIC CETH, aBTOMATH3UPOBAHHBIC CH-
CTEMBI yIpaBJeHus, PyHKIMOHUPYIONIHE B cepe:

1. Bcdepe cBs3m;
B chepe 00paboTKH OONBIINX JAHHBIX;
B chepe oOpazoBaHus;
B c(hepe MeKTyHApOAHOM TOPTOBIIH;
B c(epe TpaHCIopTa;
B c(hepe rocynapCTBEHHONW PEruCTpalMy MpaB Ha HEABUKMMOE MMYILECTBO U CAEIOK C
HUM,;

OTser: 1, 5, 6.

o gk wh

3aganue 11

BHuMaTensHO HpO‘II/ITaI\/'ITC 3aaHuC U BIIMIIHUTC HpaBHJ’IBHLIﬁ OTBCT.

KommniekcHblit  moKa3zaTesb, XapaKTepU3YIOLMi TpeOOBaHMS, HCIOIHEHHE KOTOPBIX
oOecrieunBaeT HEWTpaJIM3allMIO OINpPEAENEHHBIX Yrpo3 0e30MacHOCTH IMEPCOHANBHBIX JIaHHBIX
npu ux o0paboTke B HMHPOPMALMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JaHHBIX Ha3bIBAECTCA

Ortser: YPOBCHB 3allIUIIICHHOCTHU IIEPCOHAJIBHBIX TAHHBIX

3aganue 12

BHuMarenbHO npoynTaiTe 3aJaHke U BIUIIUTE MPABUILHBIA OTBET:

CpenctBa kpunrorpadguueckoi 3amuThl HHPOPMAIIUU SBIISIOTCS KaK CPEICTBOM 3aIUTHI, TaK U

OT1BeT: 00LEKTOM 3alIUTEI

3aganue 13

[IpounTaiiTe TEKCT U YCTAHOBUTE COOTBETCTBHE:
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ba3oBblii Ha00p Mep 3amUTHI MH(pOPMaIUU onpeaeaseTcs ucxoas u3 : Knacca zamumnieHHo-
ctu UC;

AnanTupoBaHHbIi 0a30Bblil HA00pP Mep 3aMUTHI HHGOPMALUM ONpeaessieTcs: MCXOAA U3 :
CrpykTypHO-(YHKIMOHATIBHBIX XapakTepucTuk VC, nH(pOpMAIMOHHBIX TEXHOJIOTHH, 0COOEH-
HocTel ¢pyHkuuonuposanus NC;

YTo4HeHHBIH ajanTUPOBAHHBIN 6a30BbIii HA00P Mep 3alIUTHI HHGOPMALMH ONpeAesaeTCs
ucxoas M3 : Yrpo3 OezonacHOCTH MH(GOpPMALMH, BKIIOUEHHBIX B MOJENb YIpo3 0e30MacHOCTH
uHpOpMaLnu;

JlonmoiTHeHHBbI YTOYHEHHbII aIanTHPOBAHHBIN 0a30BbIil HA00P Mep 3aIUTHI HHGOPMAUHT
onpenessiercs ucxols u3 : TpeOGoBaHui MHBIX HOPMATHUBHBIX MPABOBHIX AKTOB.

3aganue 14

HpO‘IHT&ﬁTG TEKCT U YCTAaHOBUTC COOTBCTCTBUC:

[IpocTaBbTe HAMPOTUB KaXKAOTO TUIA B KAKOM HCIIOJIHEHUU MOTYT OBbITh peann30BaHbl MEXKCETe-
BbIC 9KpaHsbl, coriacHo « TpeboBaHusM k MexxceTeBbIM dkpanam» (DCTOK Poccun — 2016):

Tun «A». MexkcereBoi 3KpaH YPOBHS CE€TH : IIPOIPAMMHO-TEXHUYECKOE UCIIOJIHEHHE

Tun «b». MexkcereBoil 3KpaH YPOBHS JIOTHYECKUX IPAHUI] C€TH : IMPOTPAMMHOE WJIU IPO-
IPAMMHOTEXHHYECKOE UCIIOTTHEHUE

Tun «B». MexceTeBoM 3KpaH YPOBHA y3J1a : IPOIPAMMHOE UCIIOJIHEHUE

Tun «I'». MexkcereBoil 3KpaH YpPOBHA Be0-cepBepa : MPOTPaMMHOE WM TPOrPaMMHO-
TEXHUYECKOE UCIIOJHEHUE

Tun «/I». MexcereBoil JKpaH YPOBHS NMPOMBILVIEHHOM CeTH : IIPOrpaMMHOE WJIM MpOrpam-
MHO-TEXHUYECKOE UCIIOJTHEHUE

3aganue 15

BaumarensHo HpOQHTaﬁTe 3aaHuC U 3alIUIIUTC pa3BepHyT51171 000CHOBAHHBIN OTBET:

[TpuBeauTe He MeHee TpeX KPUTEPUEB, OTHOCSIIUXCSA K TOCYAApCTBEHHBIM MH(OPMAIIMOHHBIM
CUCTEMAaM:
OtBeTsl:

1. I'ocynapcTBeHHble UHPOPMAIMOHHBIE CUCTEMBI - (hefiepaibHble U pernoHalIbHble HHPOP-
MallMOHHBIE CUCTEMBI, CO3JJAI0TCS HA OCHOBAHUU COOTBETCTBEHHO (he/IepalibHBIX 3aKOHOB,
3aK0HOB cyOBbekToB Poccuiickoit denepanny, Ha OCHOBaHMM IMPABOBBIX AKTOB rocyjaap-
CTBEHHBIX OpPTaHOB;

2. T'ocynapcTBeHHBIE HH(POPMAIIMOHHBIE CUCTEMBI CO3/IAl0TCA B LEJIAX pPeaTnu3aluu MOJIHOMO-
YU TOCYAapCTBEHHBIX OPraHOB U oOecrieueHus: ooOMeHa nHpopMalenn Mexay STUMU Op-
raHamH, a TaK)Ke B MHBIX YCTaHOBJICHHBIX (peiepabHBIMU 3aKOHAMHU LIETISIX.

3. 'ocynapcTBeHHbIE HH(OPMAIIMOHHBIE CUCTEMBI CO3/1al0TCS U HKCIUTYaTHPYIOTCS HA OCHOBE
CTaTHUCTUYECKOM M MHON NOKYMEHTHPOBAHHOM HMH(OpMalMH, NMpeaocTaBiIsieMOn rpaxja-
HaMH ((PU3MYECKUMH JIMIIAMH), OpTraHU3alUsIMHU, TOCYIapCTBEHHBIMU OpraHaMH, OpraHaMu
MECTHOI'O CaMOYIIPaBJICHUS.

4. He nomyckaeTcst SKCIUTyaTalusi rocy1apcTBeHHON MH(OpMAIMOHHON cucTeMbl Oe3 Hajie-
’aiero oopMIIeHUs MpaB Ha UCIOJIb30BAHNE €€ KOMIIOHEHTOB, SBIISIOIIUXCS 00BEKTaMU
UHTEJUIEKTYyalIbHONH COOCTBEHHOCTH.

5. He nomyckaercst nepenada nHGOpMaIuu U3 rocyJapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEM
B MHbIE MH()OPMAIIMOHHBIE CUCTEMBbI, HE COOTBETCTBYIOIIME TPEOOBAHUSAM O 3aIIUTE WH-
dbopmaruu

6. Madopmanus, cogepxamiasics B roCy1apCTBEHHBIX HHPOPMALMOHHBIX CHCTEMaX, SIBIISIETCS
ouUIIHaTLHOM.
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Bec 3aga- | Pe3yabTart oueHuBanus (0aJJ1bl, OJy4YeH-

Ne 3ana-
Tun 3ananus - HUSA Hbl€ 32 BBINOJIHEHHE 3a/1aHusl / XapaKTepu-
(0ann) CTHKA NMPABWIBHOCTH 0TBETA)
3aJlaHusl 3aKPBITOTO TH- 1,2,3 1 Oamn 1 6 - mosmHOe TpaBUIBLHOE cooTBeTCTBHE; () O -

na ¢ BBIOOpPOM OJIHOTO
npaBuiabHOTO (1 13 4)

OCTAJIBHBIC Cllydan

3aJlaHusl 3aKPBITOTO TH- 4,5
na ¢ BBIOOpPOM OJIHOTO
NPaBWIBHOTO OTBETA IO
CXeME: «BEpHO»/ «He-
BEPHO»

1 Gamn 1 6 - mosmHOe TpaBUIBLHOE cooTBeTCTBHE; () O -
OCTaJIbHBIE CITy4an

3a/IaHUST 3aKPBITOTO TH- 6,7
1a ¢ BIOOPOM HECKOJIb-
KHX TIPaBHILHBIX OTBE-

2 6anmna | 2 6 — MOJHOE MPaBUIILHOE COOTBETCTBUE (I10-
CIIE/IOBATENIFHOCTh BAPHAHTOB OTBETA MOXKET
ObITh J11000i); 1 O — ecnu JomylieHa ojHa

TOB (3 U3 6) omuOKa / OTBET MPABWIbHBINA, HO HE TIOJIHBIH;
0 6 — ocTanpHBIE CiIy4au
3aJIaHHsl 3aKPBITOTO TH- 8,9 2 6amta | 2 6 — MOJHOE MPABWIBHOE COOTBETCTBHUE; 1 O

1a Ha yCTAHOBJICHHE CO-
oTBeTCTBUSA (4 Ha 4)

— €CIIM JIOIYIIeHA OJIHA OIMOKa / OTBET Ipa-
BHJIBHBIM, HO HE MOJHBIN; 0 O — OcTalbHbBIC
ciyvyau

3aJIaHUE 3aKPBITOTO TH- 10, 11 2 6amta | 2 6 — MOJHOE MPABWIBHOE COOTBETCTBHUE; 1 O
1a Ha YCTaHOBJICHHUE TI0- — €CII JIOIyIICHA OJIHA OIMOKa / OTBET Ipa-
CJIeI0BATEIbHOCTH BWILHBIA, HO HE IOJHBIA;, 0 O — OCTaJbHBIE
ciyJau
3aJ1aHUSI OTKPBITOTO TH- 12,13 3 6amna | 3 6 — monHOe MpaBMIIbHOE cooTBeTcTBUE; () O
1a ¢ KPaTKUM OTBETOM — OCTaJIbHBIC CITyYaHu.
3a1aHUSI OTKPBITOTO TH- 14, 15 5 6amnoB | 5 6 — MOMHOE MPaBUILHOE COOTBETCTBHUE; €CIIU
Ma C pa3BepHYTHIM OTBE- JIOTyIIleHa OfHA OIMOKAa/HETOUYHOCTH / OTBET
TOM MPaBUIBHBIM, HO HE TIONHBIN - 3 Oania; ecnu
JOTyYIIEeHO Ooyiee OJHOW OIMOKH / OTBET He-
PABHJIBHBIN / OTBET OTCYTCTBYET — 0 OaysioB
dopmupyemast Nuaukatopbl ¢)OPMHUPOBAHHOCTH KOMIETEHIIUH
KOMIIeTEeHI NS

IIK-3. CnocobHocTh o0becmednBaTh
TpeOyeMblii KadyecTBEHHbIN Oecriepe-
OOMHBIN pexxuM paboThl MH(OpMaIU-
OHHO-TEJIEKOMMYHMKAIIMOHHON CHCTe-
MBI

N/1-3nk-1-3naer: OCHOBBI 0OecTieueHHs] 6€30MaCHOCTH
UH(pOPMALUK OPTraHU3allMOHHBIMU M TEXHUYECKUMH Me-
pamu. TpebGoBanust 6e3omacHOCTH MHGOPMAILUU U CIO-
coObl peanmu3anui Mep 3amuThl MHGopMauu. OCHOB-
Hbl€ BUJbl HapyIIUTEIeH W HX BO3MOKHOCTU. THIIBI
CPEZICTB 3allMThl MHPOPMALUK OT HECAaHKIMOHUPOBAH-
HOT'O JIOCTyNa U CocoObl UX MpuMeHeHus. TpeGoBaHus
K TMPUMEHEHHUIO CPEJICTB KPUNTOrpapruecKoN 3alluThl
uH(pOpMaLINH.

N /I-3nk-2-ymeer: WnentudunupoBars mnpaBa MOJIb30-
BaTesel Mo JIOCTyNy K MPOrpaMMHO-anmnapaTHBIM Cpell-
ctBaM. KoHdurypupoBaTb onepanyoHHbIE CHCTEMBI,
CEeTEBbIE YCTPOICTBA, MOBOJUTH AHAIM3 HMX YSI3BUMO-
creii. KondurypupoBars cpeiacrtBa 3ammThl HHPOpMa-
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nuu. [lapameTpusnpoBaTh NMPOTOKOJIBI KaHAJIBHOTO, Ce-
TEBOr0 U TPAHCIOPTHOIO YPOBHSA MOJEIU B3aUMOJECH-
CTBUS OTKPBITBIX CUCTEM.

HN-3nk-3-Bnageer HaBbikoM: [lombopa cpenctB 3a-
IIUTHl UHPOPMALUU B 3aBUCUMOCTH OT KOH(UIypanuu
UH(POPMALIMOHHOM, TEICKOMMYHHUKAIIMOHHON CUCTEMBI.
VYCTaHOBKM CpEACTB 3alllUThl MH(OpPMAIMU, IPOBEPKU
KOHTPOJIbHBIX CYMM HCHOJHSEMBIX IMPOTPAMMHBIX (aii-
JI0B. YIIPaBJICHUSI KOMIIBIOTEPHBIMU UHIMICHTAMU.

3ananue 1

BHuMaTenpHO IpOYNUTANTE 3aIAHUE U YKAKUTE OJMH IPABUJIbHBIA BAPUAHT OTBETA:

Kakoii 13 nepeyrcieHHbIX METOI0B 3aIIUTHI IPOTPAMMHOTO 00eCTIeUeH s HallpaBJIeH Ha
NPEJOTBPAIICHHUE €ro 3allyCKa Ha HEaBTOPU30BAaHHOM 000pYy10BaHHH?

1. OO6dyckamus koxa

2. Anmnapathas npuBsska (ucronb3oBanue kitoueir HASP, dongle)

3. Hudposas noamnuck ucronHseMoro daiina

4. KoHTpoJb 1eN0CTHOCTH (PaiiioB

OrtBer: 2

3aganue 2

BaumarensHO HquHTaﬁTe 3aJaHUC U YKKUTEC OAUH HpaBHJ’ILHLIfI BApUAHT OTBCTA:

K TexHuueckum kaHanam yTeuku KoHpuaeHuuanbHoi napopmannn HE otHOCuTCA:

1. TloGouHbIE 371EKTPOMATHUTHBIE U3ITYUEHHS

2. Axkyctuueckue KonebaHus, epeiaBaeMble 10 TpyOam OTOIUIEHUS

3. IlepexBaT maHHBIX, IEpEIaBAEMBIX IO ONITOBOJIOKOHHOMY KaOeIto, MyTeEM €ro MOIKITFOUEHHS
4. BuOpoakycTudeckuii KaHall Yepe3 CTPOUTEIbHbIE KOHCTPYKIUH

Otsert: 3

3amanue 3

BHuMaTensHO npoanaﬁTe 3aJaHUC U YKOKUTE OAUH HpaBHJ’ILHLIfI BApHUAHT OTBCTA:

Kakoli U3 mepeyucieHHbIX METOJ0B YIPABICHHUS JTOCTYNOM TMOJpa3yMeBaeT KiaccUu(UKAIIIO
JIAHHBIX W TI0JIb30BaTeNIel M0 MeTKaM 0€3011acHOCTH (Hampumep, "COBEPIIEHHO CeKpeTHO", "cek-
petno")?

1. JuckpeuuroHHBIH (IPOU3BOIBbHBIN)

2. MannaTtHbli (MPUHYIUTENBHBIN)

3. Poneroit (RBAC)

4. TlaponbHbIii

OtBeT: 2

3ananue 4
Bepno nu crenytomiee yreepxkaeHue?

OcHoBHOI1 HCJIBKO apXHUBAUHU NAHHBIX ABJISICTCA HCKIIOYHUTCIBHO COKpAIICHHUEC 3aHUMACMOTO
UMHU JUCKOBOI'O IPOCTPAHCTBA.
Oteet: HeBepno
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3amanmue 5

Bepno nu cnenyroiiee yreepxkaeHue?

[TonuTuka MHPOPMAITMOHHOM OE30MACHOCTH SBJSETCS JOKYMEHTOM BEPXHEIr0 YPOBHS, KOTOPBIN
OTIpeIeIIsAeT 1IeJU, 3a7]a91 U OOIINE MOIXO/IbI K 3aIIUTe HHPOPMAITUU B OPTaHU3AIIHH.
OTtBet: Bepno

3aganue 6

Buanmarensao HpO‘-IPITElfITG 3a1aHUC U YKAXKUTC TPU NTPAaBUJIbHBIX BapruaHTa OTBCTA:

Kakue u3 nepeuncieHHbIX PYHKIMA U TOHATUH OTHOCSTCS K 00JIACTH KpUnTorpaduu v 3aniuThl
uH(pOpMaIIUU B CeTsIX?

OnextponHas mudposas noanuck (L)

[Tporoxon DHCP nnsa aBromatuueckoit paznauu [P-anpecos

Anroputm uddu-Xemmmana st 0OMEHa KITFOYaMu

MexceTeBol 2kpaH (OpaHaMay3p) HakeTHOH (GUIIbTpaIuu

Cummerpuunoe mudposanue (Hanpumep, AES)

. ®parmenranus [P-mmaketoB

Oteer: 1, 3,5

ook wdE

3ananmue 7

BauMarenpHO npounTaiiTe 3aaHUE U YKaXKUTE TPH IIPABUIIbHBIX BApUAHTa OTBETA:

Kakue 13 nepeunciieHHbIX Mep U MOHATHI BXOJAT B KOMIUIEKC OPraHU3alMOHHOTO 00eCTIeYeHMs
UH(POPMALIMOHHOM Oe30macHoCTH?

PazpaboTka u BHeIpeHNE MOJIUTUKU O€30TTaCHOCTH

VYcTaHOBKa aHTUBUPYCHOT'O IPOTPaMMHOI0 00ecTIeYeHUs

Opranu3zanys NpoIycKHOro pekUMa Ha TEPPUTOPUH 00BEKTa

VYnpasnenue puckamu b

Hacrpolika mpaBuin MeXCETEBOro 3KpaHa

. IIpuMeHneHune nonp3oBaTeneM IEKTPOHHON MOAINCH

Oteer: 1, 3,4

ocoarwnhE

3amanue 8

[IpounTaiiTe 3aaHNE U YCTAHOBUTE COOTBETCTBUE MEK/Y YPOBHAMH BO3MOXKHOCTEN HapyIIUTE-
JIeH TI0 pean3aluy yrpo3 0€30MmacHOCTH HH(OPMAITUU U BUAMU HAPYIITUTENICH:

H1. Hapymmuressb, o6aagaomuii 6a30BbIMH BO3MOKHOCTSIMHU : bbIBIIMEe paOOTHUKU (ITOJIb-
30BaTeNH)

H2. Hapymureasn, ob0janawomuii 6a30BbIMH NOBBILIEHHBIMH BO3MOKHOCTSIMU: KoHKypH-
pyIoILKE OpraHu3ayu

H3. HapymuTenb, 00J1a1a0muii cpeJHUIMI BO3MOKHOCTAMU : TeppopucTUUECKHE, dKCTpPe-
MUCTCKHUE TPYNIIUPOBKU

H4. Hapymurenab, o0/1agaomuii BbICOKMMH BO3MOKHOCTAMH : CrieliainbHble Ci1yKObl HHO-
CTPaHHBIX I'OCY/1apCTB
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3aganue 9

HpO‘II/ITaﬁTe 3a1aHUC U YCTAHOBUTC COOTBCTCTBUC MCIKIY 3TAIoOM/3JIEMEHTOM KOHTPOJIA JOCTY-
Ima K pecypcam I/IH(l)OpMaHHOHHOI;'I CHUCTEMBI M €I'0 OITMCAHUEM:

Npentupukanus : J{elCTBUS 1O NPUCBOCHUIO CyObEKTaM W/WIM OOBEKTaM J0CTyNa HJIEHTH-
(UKATOPOB W/WIIM 110 CPABHEHUIO MPEABIBISEMOT0 UACHTU(HUKATOPA C IIEPEUHEM MTPUCBOCHHBIX
UEHTU(PHUKATOPOB.

AyTtenTHuKanus : JleiicTBUs 10 MPOBEepKe MOMTUHHOCTH CyOBEKTa /UM 00bEKTa JOCTyIa, a
TaKXKe 0 IPOBEpKe MPUHAIIECKHOCTU CYOBEKTy W/WIM OOBEKTY JOCTyNa IpelbsBIEHHOIO
UICHTU(PHUKATOPA AOCTyNA U Ay TeHTU()UKAIMOHHOW HHPOPMALINH.

ABTopu3anus : IIpenocraBienue cyObeKTy JOCTyNa IpaB JOCTYIA, a TAKXKe MPEeJI0CTaBICHHUE
JIOCTYIIa B COOTBETCTBUHU C YCTAHOBJICHHBIMHU IIPABUJIAMU YIIPABJICHUS JTOCTYIIOM.

Yupasiaenue nocrynom : IIpenocraBieHne caHKIMOHMPOBAHHOIO U NMPEAOTBPAILIEHUE HECAHK-
LIIOHUPOBAHHOIO JIOCTYTIA

3ananue 10

[TpounTaiiTe TEKCT M YCTAaHOBHUTE IOCIEI0BATEILHOCTh CTAAUM YNPABJIeHUS] KOMIIbIOTEPHbI-
MM MHIHMIEHTAMM:

1 : Opranusanus J1esTeJbHOCTH N0 YIIPABJIEHUI0 KOMIILIOTEPHBIMH HHIUAECHTAMM;

2 : O0HapyKeHUEe U PerucTPalusi KOMIbIOTEPHbIX HHIM/IEHTOB;

3 : PearnpoBaHue HA KOMIIbIOTePHbIe HHIU/ICHTHI;

4 : AHaJM3 pe3yJIbTATOB /IeATeJIbHOCTH 10 YIIPABJIECHHI0O KOMIILIOTEPHBIMH HHIUACHTAMH.

3aganue 11

[IpounTaiiTe TEKCT U YCTAHOBUTE MOCIEA0BATENBHOCTh AEHCTBUM NpU MHUPPOBAHUU COOOILIEHUS
C MCII0JIb30BaHUEM aCUMMETPUYHOM KPUITOCHUCTEMBI JJIsi KOH(DUISHIINATBHON Mepeayn:

1 : IlonyuaTens co3gaer napy KiIt04eil: OTKPBITHIN U 3aKPbITHIN.

2 : Ilonyyarenp myOIMKYeT WK NepeaaeT OTIPABUTENO CBOM OTKPBITHINA KITHOU.

3 : OtnpaBuTens mMUPpPyeT COOOIIEHNE OTKPBHITHIM KITFOUOM IOTydaTedIs.

4 : 3amm@poBaHHOE COOOIIECHNE TIEpEAAETCs MOTydaTelto.

5 : [Tonmyuatens paciinpoBbIBaE€T COOOIIEHNE CBOUM 3aKPBITHIM KIIFOUOM.

3aganue 12

BHuMaTensHO HpO‘IHT&ﬁTC 3aaHuC U BITMIIHUTC HpaBI/IHBHHﬁ OTBCT:

Kak Ha3pIBaeTCsi TOKYMEHT, KOTOPBII omnpezesseT o0IIrue paMKH, LeIH, HallpaBJIeHUs] U OCHOB-
HbIE IPUHIIMIIBI 0OecrieueHus: HGOPMalMOHHON 0€3011acHOCTH rocyaapcTBa?

Oteert: [loxTpuna nndopmarmonHoit 6e3omacHoctu (PD)

3aganue 13

BaumarensHo HpO‘-IPITElfITC 3aaHuC U BIIMIINUTEC HpaBHJ’IBHBIﬁ OTBCT:

Kakoii cranmaptubiii Homep mopta (1o IANA) oObrdHO Hcnonb3yeTcs npoTokonom SSH s
0€e30I1aCHOr0 YJaJICHHOTO YIIPaBIeHUs?
Otset: 22
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3ananue 14

BuuMaTensHO pounTaiiTe 3a1aHNe U 3aMUIIATE Pa3BEPHYTHII 000CHOBAHHBIN OTBET:

B opranuzauuu y nosib3oBatesis KpUNTOKIIOUEH (3JIEKTPOHHON MONMCH) BOSHUKIIO IIOJI03PEHHE
0 KOMIIpOMETallUK KpunTokiatodyeid. Onuimunrte Haunbosee NogpoOHO HE MEHee TpeX OpraHMu3alu-
OHHBIX Mep, KOTOpPBIE HEOOXOJMMO PEaI30BaTh B CIIOKUBIICHCS CUTYAIHH:

1. O napyueHusx, KOTOpbIE MOTYT IIPUBECTU K KOMIIPOMETALIMM KPUIITOKIIOYEH, UX COCTaBHBIX
Yya-CTel Wi nepeaaBaBlIeiics (XpaHsIIENCs) ¢ UX UCIOIb30BaHUEM KOH(UICHIIMAIbHON UH-
dopmanuu, nonp3oBatenu CK3U 006s3aHbI cOOOmATh B COOTBETCTBYIOMIUN OpPTraH KPHIITO-
rpau4ecKoil 3aluThl.

2. OcMOTp KITIOYEBBIX HOCHUTENECH MHOTOKPAaTHOTO HCIOJIB30BaHUS MMOCTOPOHHUMH JIMIIAMHU HE
clleflyeT paccMaTpuBaTh Kak MOJI03PEHUE B KOMIIPOMETALUN KPUNTOKIIIOYEH, €CII IPU 3TOM
MCKJII0YaJIach BO3MOKHOCTb UX KOMUPOBAHUS (YTEHMSI, PA3MHOKEHU).

3. B ciydasx Henocraud, HENpeAbsABICHUS KIIOUEBBIX JTOKYMEHTOB, a TaK)XXe HEOIpeJlelIeHHO-
CTH MX MECTOHAXO0X/IEHHUS HE0OX0JUMO MPEANPUHATH CPOUHBIE MEPBI K UX PO3BICKY.

4. Kpunrokitou, B OTHOILIEHUH KOTOPBIX BO3HHUKJIO IOJI0O3PEHUE B KOMIPOMETAIMH, a TAKKe
JIEMCTBYIOIINE COBMECTHO C HUMH JIPYTHE KPHUIITOKIIIOYM HEOOXOIUMO HEMEIJIEHHO BBIBECTH
U3 JCWCTBUS, €CIM MHOU MOPSIIOK HE OTOBOPEH B HKCIUTyaTAllMOHHOW U TEXHUYECKOH JI0KY-
menTanuu k CK3U.

5. O BbIBOJIE KpUIITOKIItOUEH 13 AelicTBus nonb3oBatenu CK3U coobmatoT B COOTBETCTBYOIINUN
OpraH Kpunrorpaduyeckoi 3aIiuThbl.

6. MeponpusaTusi M0 po3bICKY M JIOKAJTU3ALMK MOCIEACTBUI KOMIIpOMETAaluU KOH(UIEHINAIb-
HOU mH(popMaru, nepenaBaBuieics (xpansimeiics) ¢ ucrnons3oBanuem CK3U, opranusyer u
OCYILECTBIISICT 00J1a/1aTeNIb CKOMIIPOMETHPOBAHHOM KOH(HUAEHIINATbHON HH(DOPMAITUH.

7. Iopsimok omomenieHus: nojb3oBareneir CK3M o mpeamonaraemoii KOMIpoMeTanuu KPUIITO-
KIIOYeld M MX 3aMEHe YCTaHaBIMBAETCsS COOTBETCTBYIOIIMM OPraHOM KpHUITOTpapuuecKon
3alllMThl WM JIUIIOM OTBETCTBEHHBIM 3a 3kciutyaTanuio CK3U B opranuzanuu.

3ananue 15

BuumarenbHO mpounTaiiTe 3aJaHue U 3alUIINTE pa3BepHYTHIIi 000CHOBAHHBIN OTBET:

OnumuTe CBOMMHU CJIOBaMH, KakKk Brr MMOHUMACTC, B UYEM pasHUIla MCXKIAY JIMICH3MOHHBIM CPCI-
CTBOM 3alllUTHI I/IH(I)OpMaI_II/II/I n CCpTH(bHHHpOBaHHBIM CpeaACTBOM 3alIUTHI I/IHCI)OpMaI_[I/II/I 1 KakK
HUX OTIINYUTH:

JIMIIeH3MOHHOE CPEJCTBO 3alIUThl MH(GOpMaLUU (HanpuMep, JIMLIEH3UOHHOE MPOrpaMM-
HOe 00ecreueHue), 3T0 CPeICTBO 3alUThHl HHPOPMAIIUU, KOTOPOE 3aKOHHO MPUOOPETEeHo U 3a-
KOHHO HCHOJIb3yEeTCSI B COOTBETCTBUU JIMIIEH3MOHHBIM COTJIALIEHHUEM C KOTOPBIM COTJAllaeTCst
Jluuensuat, npuodperas y Jlurensuapa npaBo Noiab30BaHUS 0OBEKTOM MHTEIUIEKTYaIbHOW CO0-
CTBEHHOCTH (CpeiCcTBOM 3aiuThl HHGopManun). [lonTBep:kaeHueM 3TOr0 MOKET CIY>KUTh MOJ-
MUCAaHHOE/0€30r0BOPOYHO NpUHATOE JIMIIeH3naTOM JIHMIIEH3MOHHOE COTJIallleHHe, epCOHaTbHBIN
KoJ u/unu ¢ailsn akTuBaluy, BbllaHHble JInieH3uary.

CeptudunupoBaHHOE CPEICTBO 3alUTHl UHPOPMALMU — 3TO CPEJICTBO 3aLIUTHI HH(OP-
MaIH, IpOoNIEIIee NMPOoLUeaypy CepTUDUKAIMOHHBIX UCIBITAHUN PE3yJIbTaTOM KOTOPBIX SBIIS-
erca ceprupukar. CepTupuKaT MOATBEPKIAAET COOTBETCTBUE TPeOOBaHMAM IO 0€30MaCHOCTH
uH(pOpMallii, YCTAHOBJICHHBIM HOPMATHBHBIMHU MPABOBBIMU aKTaMH PETyJIATOpaMU B 00J1acTH
6e3onacuoct uHpopmanuu (Hanpumep, @Ch, ®CTOK Poccuu u np.). [Ipu npogaxke ceptudu-
LUPOBAaHHOE CPEJICTBO 3aLUThl MHYOPMAIMH, KpOME CepTU(UKaTa, KOMIIJIEKTYETCS eIle OPUIIH-
QIBHBIM JUCTPUOYTUBOM U (OPMYISIpOM (TIACIIOPTOM) CpPEICTBA 3aIUThHl HHPOPMALIUH, CONEp-
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KaILMM 3aBOJICKOM HOMEp M TabJUIaMU C KOHTPOJbHBIMU CyMMAaMH Uil YCTAHOBOYHBIX U HC-
MOJIHSEMbIX IPOTPAMMHBIX (DaiiJIoB.

6.4 TunoBble KOHTPOJIbHBIC 3a/IaHUS WJIN UHBIC MaTE€pUuaJbl, HGOGXO}II/IMLIQ IJIs
OLICHKHU pe3yJIbTATOB OCBOCHUSA JUCHHUIIJIMHBI

IlepeyeHb NPUMEPHBIX BONPOCOB K IK3aMeHY
. Honsitue UB. Ocuoubie coctapistomue Ub u ux pons npu cozganuu UC.
. 3Hauenue u poab b B coBpeMeHHOM MHpE.
. Yrpo3sr Ub (0OCHOBHBIC ONIpE/IEIICHNs ) U KPUTEPUH KiIacCu(DUKAIH yTPO3.
. [Ipumeps1 yrpo3 ¥ pUCKOB IO BCEM OCHOBHBIM cocTaBisitomuM (acnektam) Ub.
. Ananu3 yrpo3 u puckoB UC ¢ touku 3penus Ub.

. Poccuiickoe u MCKAYHAPOAHOC 3aKOHOAATCIILCTBO B obnactu 3allIUThI I/IH(I)OpMaI_II/II/I.

N N R W N

. Crannmaptel 1 ciennuKauy B 00JaCTH 3aIIUTHl HHPOPMALIMHU, UX OCHOBHBIE
MIOJIOXKEHUS U IIPUHLUIIBI [IOCTPOCHHUS.

8. «OpanxeBasi KHUTa» KakK OLIEHOYHBIN CTaHIapT.
9. Kpurepuu oneHku 6€301MacHOCTH HHOOPMAITMOHHBIX TEXHOJIOTHUI
10. OcHOBHBIE MEXaHU3MBI U CEPBUCHI 0€30MTaCHOCTH.

11. CeteBas 6e3omacHOCTb, HauboOIEE XapakTepHble Yrpo3bl ams ceteBbix MC, Touku
BXO/Ja.

12. AnmuHHCTpaTUBHBIN YpoBeHb b (OCHOBHBIE MOHATHS, MOTUTHKA OE30MaCHOCTH).

13. IIporpamma 6€30MaCHOCTH, CHHXPOHH3AIUS ITPOTrpaMMbl 0€301TaCHOCTH C
YKU3HEHHBIM LIUKIIOM CHUCTEM.

14. Yopasnenue puckamu. OCHOBHBIE MOHSTHSI, IPUHIIUATIBI, TATTHI.
15. Ilpouenypusliii yposens Wb, kinaccudukaiys Mep 3T0oro ypoBHs.

16. Ilpunuunel pusnueckoit u apxurekTypHoi 6e3onacnoctu MC. Uepapxudeckast
opranusanus 1C.

17. Unentudukanus u ayreHTuuKanms (Cnocoobl, UX JOCTOUHCTBA U HETOCTATKH),
YIPAaBIEHUE TOCTYIIOM.

18. praBHeHHe JOCTYIIOM, TCXHOJIOTMH, IPUHIOMUIIBI OPraHnu3aliuu, TUIIHYHBIC PCIICHU.

19. TexHomornu NpoOTOKOIUPOBAHUS U ayauTa. [[pMHIMIIBI MOCTpOEHUS U 3a1a4H,
3aBUCUMOCTB OT JIpyrux cpeacts Ub.

20. Ucnonps3oBanue kpunrorpaduyeckux rexHonoruit B UC.

21. Texuuueckue cpeacTpa, oOecreunBarove 3aluTy HH(HOPMaLIUY, UX KJIacCuPUKaIus
Y Ha3Ha4YCHHUE.

22. PearnpoBanue Ha HapylIeHHE pekuMa 0€30MMacHOCTH, TTPOIIETYPHI TIIAHOBBIX
BOCCTaHOBUTENBHBIX PabOT.

23. OcoGeHHOCTH COBPEMEHHBIX HH(POPMAIIMOHHBIX CUCTEM, CYILIECTBEHHBIE C TOUKU
3peHust 0€30MacHOCTH.

24. PonieBoe ynpaBieHUE JOCTYIIOM.

25. AKTUBHBIN U TaCCUBHBIN ayIUT.
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7 IEPEYEHb HH®OPMAIIMOHHBIX TEXHOJIOT U, UCTTOJIb3YEMBIX
B NTIPOIECCE OBYYEHUA

st oGecniedeHust yaeOHOTO Mpoliecca HEOOX0UMO:

1) wucnosabp30BaHME JICKIIMOHHOW ¥ J1a00PaTOPHOM CHCTEM OOyuYeHHS, YICOHUKOB, TEXHU-
YECKHX M BU3YAIBHBIX CPE/ICTB OOYUYCHHUS;

2) BHYTpEHHss JioKanbHas ceth BITIY;

3) Tekcroseiii mpoueccop Microsoft OfficeWord,

4) snexrponnsie Tadauibl Microsoft OfficeExcel;

5) cucremsl nporpammuposanus (C++, Java, Delphi, Pascal);

6) uCIOIB30BaHME HMHTEPHET-PECYPCOB Ul OpPraHU3aAlMUd CaMOCTOSITEIBHOW pabOoThI
CTY/ICHTOB.

B oGpazoBarensHOM mpoliecce MO TUCHUIUTMHE UCTIONB3YIOTCS CIeNyIoIne HHPopMaIu-
OHHBIC  TCXHOJIOTHH, SIBIISIONIUECS  KOMIIOHGHTAMH  ODJEKTPOHHOW  HH(OPMAIMOHHO-
oOpa3zoBatenbHOil cpeanl BITIY:

e Odummanphsiii caiit BI'TIY;

KoprnopatuBHas cetb U KOprnopaTuBHas 3jieKTpoHHas nmouta bBI'TIY;
Cucrema snexktpoHHoro ooyuenus ®I'bOY BO «BbI'TIY »;
DNeKTPOHHBbIE OMOITNOTEYHbIE CUCTEMBI,

MynbpTUMEIUIHOE COMTPOBOKACHUE JIEKIUN U MPAKTUYECKUX 3aHATHH;
TpeHnaxepsbl, BAPTyaJIbHbIE CPEJIbI;

8 OCOBEHHOCTHU U3YYEHUA JTUCHUIIJIMHBI UHBAJIUJIAMMU U JIMOHAMMU C
OI'PAHUYEHHBIMUA BO3MOKHOCTAMMU 310POBbS

HpI/I O6y‘~I€HI/II/I JiL ¢ OTrpaHUYCHHBIMUA BO3MOYKHOCTAMU 310POBBA IMPUMCHAKOTCA aaarl-
TUBHBIE 00pa30BaTeIbHbIE TEXHOJIOIMH B COOTBETCTBUU C YCIOBHSIMHU, U3JI0)KEHHBIMH B pa3Jiell
«OcoOEHHOCTH OpraHu3alii 00pa30BaTEBHOIO IMpoliecca Mo 00pa30BaTEIbHBIM MpOrpaMMaM
JUIS. UHBAJIMJIOB U JIML C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU 3/10pPOBBs» OCHOBHOW 00pa3zoBaTeib-
HOM MpOoTrpaMMBbI (MCIIOIb30BAaHNUE CIIEIUATBHBIX YUEOHBIX TOCOOMHN U JUIAKTUYECKUX MaTepra-
JIOB, CHEIMATIBHBIX TEXHUYECKHX CPEICTB O0YUEHHs KOJUIEKTUBHOTO M UHIMBUIYAIBHOTO MOJb-
30BaHMUs, IPEAOCTABIECHHE YCIYT ACCUCTEHTA (MTOMOIIHNKA), OKA3bIBAIOLIETO 00ydJaromumMcs He-
00X0AMMYI0 TEXHUYECKYIO TIOMOIb U T.I.) C YYETOM MHIMBUAYAIbHBIX 0cOOEHHOCTEH 00yda-
IOIINXCS.

9 CIIMCOK JIMTEPATYPbI U UH®OPMALIMOHHBIX PECYPCOB

9.1 Jluteparypa

1. bBporr, P. bezonacHocts cetei. [TomHoe pykoBoactso / P. Bparr, M. Ponc-Oycin,
K. Ctpaccoepr. — M.: DKOM: bunowm. Jlaboparopus 3uanwuii, 2011. — 911 c.(1)

2. Kazapun, O. B. HanexHocTs U 0€301MacHOCTh MPOTPAMMHOTO OOECTIEYEHHUS :
yueOnoe nmocodbue st By3oB / O. B. Kazapun, U. b. lllyounckuit. — Mocksa : U3garenbcTBo
FOpaiit, 2022. — 342 c¢. — (Bricuiee obpazoBanue). — ISBN 978-5-534-05142-1. — Texkcr :
anekTpoHHsld  //  OOpazoBarenbHas  1atgopma  FOpait  [caiit]. —  URL:
https://urait.ru/bcode/493262 (nara obpamenus: 13.10.2022).

3. CyBopoBa, I'. M. NudopmarmonHas 6e30macHOCTh : yueOHOe mocoOue sl By30B
/ T. M. CyBopoBa. — Mocksa : U3znarensctBo HOpaiit, 2022. — 253 c¢. — (Bricmee o6paszo-
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Banue). — ISBN 978-5-534-13960-0. — Tekcr : amexTpoHHbIi // OOpazoBarenbHas IjiaT-
dopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/496741 (nara o6pamenus: 13.10.2022).
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11. Cromnunrce, B. Kpunrorpadus u 3ammura ceTeil: mpuHIUIBEI U npakTuka. [lep. c
anri. / B. Croumnre. — M.: U3a. noMm «Bumbsimcy, 2001. — 672 c.
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TekcThl Ha si3bike Cu / bproc [lHaiiep. — M.: U3natenscteo TPUYM®, 2002 —816 c.

13. ABepuenkoB, B.11. MeTozpl u cpeacTBa HHKEHEPHO-TEXHUYECKOU 3alIUThI HHPOpMAIIUU
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oOyuenust Cankt-IleTepOyprckoro yHuBepcuTeTa yNpaBieHUus U SKOHOMUKH), 2011. —
269 c¢. — Pexum poctyma: http://e.lanbook.com/books/element.php?pll 1d=63950 —
3ari. ¢ 3KpaHa.

9.2 ba3bl naHHBIX U HH)OPMALIMOHHO-CIIPABOYHBIE CUCTEMBI

1. ®enepanbubiii moptan «Poccuiickoe odpazoBanue» - http://www.edu.ru.

2. Bcepoccuiickuii oOpa3oBaTenbHblil mopTan «MHPpopMamoHHO-KOMMYHUKAIIHOHHBIE
TEXHOJIOTHH Tearoramy» - https://edu-ikt.ru .

3. Poccuiickmii moptan otkpeiToro oopazoBanus - http://www.openet.ru/University.nsf/

4. denepanbHas YHUBEPCUTETCKas KOMITbIOTepHash ceTb Poccum - http://www.runnet
.ru/res.

5. I'moGanpHast ceTh TUCTAHIIMOHHOTO 0Opa3oBanus - http://www.cito.ru/gdenet.

6. ITopran GecrIaTHOrO TUCTAHIIMOHHOTO 0Opa3oBaHus - WWW.anriintern.com

7. Tlopran HaydHOU 3JIEKTPOHHOMN OubIHoTeku - http://elibrary.ru/defaultx.asp.
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CKas. ATOPUTMBI KPUIITOTpapuuecKoro Npeodpa3oBaHus.
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2. TOCT 34.10-94. Nudopmanmonnas texHonorus. Kpunrorpadudeckas 3amura
uHpopmanuu. [Ipouenypsl BoIpabOTKH U IPOBEPKHU 3IEKTPOHHOM IIU(PPOBOI moanucu Ha Oa-
3¢ aCHMMETPHUYHOTO KPUIITOTPaPUIECKOTO aIrOpruTMa.

3. PykoBomsammit nokymeHT ['ocrexkomuccuu Poccuu. TepMuHBI M onpeesieHus B
obmactu 3amuTsl oT HCJI k madopmanuu. M.: I'TK P®, 1992.

4. PykoBomsmmii qokymMeHT ['octexkomuccuu Poccuu. KoHnenmus 3anuThl CpecTB
BBIYMCIIUTENIbHON TEXHUKH M aBTOMATHU3MPOBAHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOIO JI0-
cryna K uapopmaruu. M.: I'TK P®, 1992.

5. PykoBomsmuii noxkymeHnt I'ocrexxomuccuun Poccun. CpenctBa BBIYMCIUTEIBHON
TEXHHUKHU. 3alluTa OT HEeCAaHKIMOHHPOBAHHOrO AocTymna K uHpopmauuu. [lokazarenu 3amu-
menHoctd CBT ot HCJI x nuadopmaruu. M.:I'TK P®D, 1992.

6. PykoBomsmuii nmoxkyment ['ocrexxkomuccun Poccun. ABTOMaTH3UPOBAHHBIE CH-
CTEMBbI. 3aluTa OT HECAHKIIMOHUPOBAHHOTO JTOCTyMa K nHpopmanuu. Kinaccudukamus aBro-
MaTHU3UPOBAHHBIX CUCTEM M TpeOoBaHUs 110 3anute nHpopmaruu. M.: I'TK PD, 1992.

7. http://www.intuit.ru
8. http://www.citforum.ru

9.3 D/1eKTPOHHO-0UOIHOTEeYHbIE PecyPChl

. OBC «lOpaiit». - Pexxum nocryna: https://urait.ru
. IMonmpen (0630p CMU). - Pexxum nocryna: https://polpred.com/news
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10 MATEPHAJIBHO-TEXHUYECKAS BA3A

JUid IpoBeieHUs 3aHATHN JIEKIMOHHOIO M CEMUHAPCKOI0 TUIIA, TPYIIIOBBIX U UHIAUBHY-
aJIbHBIX KOHCYJbTALMW, TEKYILEro KOHTPOJS M INPOMEXKYTOYHOMW ATTECTALMM HMCIOJIB3YHOTCS
ayJUTOPUHU, OCHALIEHHBbIE Y4eOHOH MeOesblo, ayIMTOPHOM JAOCKOM, KOMIIBIOTEPOM C yCTaHOB-
JICHHBIM JIMIEH3UOHHBIM CIEIHATN3UPOBAHHBIM ITPOrPAMMHBIM OOECIIEYCHHEM, C BBIXOJOM B
3JIEKTPOHHO-OMOIMOTEYHYI0 CUCTEMY M 3JIEKTPOHHYIO HH()OPMAIMOHHO-00pa30BaTENIbHYIO
cpeny BITIY, MynbTUMETUHHBIMH TPOEKTOPAMH, HKCHO3MLIMOHHBIMU SKpaHaMu, y4yeOHO-
HarJsIIHBIMU TOCOOUSAMU (MyJIbTUMEAUMHBIE TIPE3EHTALUN ).

CamocrosrenbHas paboTa CTYACHTOB OPraHU3YETCs B ayIUTOPHIX OCHAIICHHBIX KOMIIb-

IOTEPHON TEXHUKOHN C BBIXOJOM B 3JIEKTPOHHYIO MH(GOPMAIMOHHO-00Pa30BaTEIbHYIO CPEAY BY-
3a, B CIICIMAJIM3UPOBAHHBIX JIAOOPATOPHSIX O JUCIUIUIMHE, a TAaK)KEe B 3aj1aX JOCTyMa B JIOKAJb-
Hyto cetb BI'TIY, B maboparopuu 1ncuxoiaoro-negarorudeckux UCCiael0BaHuM U JIp.

st o6ecnieyeHust yueOGHOTO Ipoiiecca He0OXOaUMO:

JIEKIIMOHHAs ayUTOPUS C MYJIbTUMEANA-TIPOEKTOPOM;

— KOMIIBIOTEPHBIN KJIacC C BbIXOJOM B MIHTEepHET n BHyTpeHHIOK0 ceTb bI'TIY;
— o¢ucusie nporpammser. MS Office Word, MS Office Excel;

— cucrembl nporpammupoanus (C++, Java, Delphi, Pascal);

— Opaysepbl.

Hcnonszyemoe nporpammuoe obecrneuenue: Microsoft @ WINEDUperDVC AllLng Up-
grade/SoftwareAssurancePack Academic OLV 1License LevelE Platform 1Year; Mi-
crosoft®OfficeProPlusEducation AllLng License/SoftwareAssurancePack Academic OLV
1License LevelE Platform 1Year; Dr.Web Security Suite; Java Runtime Environment; Calculate
Linux.

Pa3paborunk: Cepruenko A.1O., HauanbHUK yIIpaBieHUs HH(OPMaLlMOHHON Oe30macHo-
ctn OO0 «Croxapsbl», cT. mpenojasareib kadeapsl napopmatuku u MIIN.
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11 IMCT UBSMEHEHHUH U JONOJTHEHUM

YT1Bep:kaenue usmMmeneHuii u qonojaHenuii B PIIJI nas peanuzanum B 20 /20 yu.r.

PIT/] oGcyxnena u omobpeHa ans peanusanuu B 20 /20 yd. T. Ha 3aceqaHuu KaQeapsl
unpopmatuku u MIIN (mpotokon Ne oT «_ » 20 r.). B PIIJ] BHeceHs! crenyto-
[IFEe U3MCHECHHUSI U JOTIOJTHEHUS:
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