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1 IIOSICHUTEJIBHAS 3AIIMCKA

1.1 Heap DTUCHMIJIMHBI. O3HAKOMIIEHHE C 00mIel mpobiieMoilt nHPOpMAIMOHHON 0e3-
OMACHOCTH MH(OPMALMOHHBIX CUCTEM, OPTaHU3ALIMOHHBIMU, TEXHUYECKUMU U JPYTUMU METO-
JAMH M CPEACTBAMU 3alUTHl HH(POPMALINHU, C 3aKOHOAATEIbCTBOM M CTaHJapTaMH B 3TOW 00ia-
CTH, C COBPEMEHHBIMU KPUIITOCUCTEMaMH, C KOMITBIOTEPHBIMH CPEACTBAMH PeaTH3al[ii 3alUThI
B MH(OPMALIMOHHBIX CUCTEMaX, U3y4EHHE METOAO0B MICHTH(HUKAINN T0Ib30BaTeNel, O0pHObI ¢
BHUpYyCaMu; OCBOeHHE (yHIaMEHTAIbHBIX 3HaHUN B 001acTH MH(GOPMAIIMOHHON 0€30MacHOCTH U
BBIpa0OTKa MPAKTHYECKUX HABBIKOB IPUMEHEHUS 3TUX 3HAHUH.

1.2 Mecto aucuumiadabl B cTpykrype OOII: ducrumiuna «MHpOpManonnas 6e3-
OIMAaCHOCTh» OTHOCHUTCS K TUCIMILTHHAM 00s3aTesibHoi Yactu 00ka b1 (51.0.25).

Copepxanne quctuiiuabl «MHpopmalonHas 6€30MacHOCTbY BXOJUT B HEOOXOIUMBIiA
MUHHMYM TpodeccnoHanbHbIX 3HaHui. [IpemogaBanue aucuuiumael «MHbopMaronHas 6e3-
OMACHOCTH» CBSI3aHO C JPYTUMU AUCHMILTUHAME TpodeccruoHaibHoro nukia «MHapokoMmyHu-
KaI[MOHHBIEC CHCTEMBI M CETH», KAPXUTEKTYypa HHPOPMALMOHHBIX CHCTEM.

1.3 IncuunjimHa HanpaBJieHa Ha (popMHUpOBaHue ciaeayommux komnerenuuii: OITK-
3, I1K-3:

- OIIK-3 Cnoco0eH pemiath cTaHIapTHBIE 337a4i TpodeCcCHOHATbHON 1eATeIbHOCTH Ha
OCHOBE MH(OPMAITMOHHOW 1 OMOIHOTrpadUUecKoi KyIbTyphl C IPUMEHEHUEM HH(POPMAIIMOHHO-
KOMMYHHKAITIOHHBIX TEXHOJIOTUH M C YYETOM OCHOBHBIX TpeOOBaHUN HH(POPMAIIMOHHON 0e3-
OITaCHOCTH, MHAUKATOPAMH TOCTH)KEHUSI KOTOPOU SBIISETCS:

e UJI-1onk-3-3HaTh: NPUHILUIIBI, METOIBl M CPEJICTBA PELICHMs CTAaHAAPTHBIX 3a/1ad IMpo-
(dbeccHoHANBHON JEATENBPHOCTH Ha OCHOBE HMH(OPMalMOHHON M Oubamorpaduyeckoin
KYJBTYPBI C IPUMEHEHNEM HH(OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTUN U C y4e-
TOM OCHOBHBIX TpeOoBaHU NHGOPMAITMOHHOIN 0€30MaCHOCTH.

e UJI-2onk-3-yMeTh: pelaTh CTaHAApTHBIE 3aaud NPOPECCHOHATBHON J1eATEIbHOCTH Ha
OCHOBE MH(QOPMAIIMOHHON U Oubimorpapuueckoil KyabTyphl C IpUMEHEHHEM UH(OpMa-
[IUOHHO-KOMMYHHMKAIIUOHHBIX TEXHOJOIMHA M C Yy4eTOM OCHOBHBIX TpeOoBaHMI HMH(OP-
MAaIMOHHOI 0€3011aCHOCTH.

e UJI-30nK-3-MMeTh HaBBIKU: MOJATOTOBKH 0030pOB, aHHOTAIM, cocTaBieHus pedeparos,
HaYYHBIX JIOKJIAJ0B, MMyOIUKaui 1 6ubiauorpaguu mo HayyHo- MCCIe10BaTeNbCKON pa-
0ote ¢ yueToM TpeOoBaHM HHPOPMAITMOHHON O€30TTaCHOCTH.

- IIK-3. CnocoGHOCTh 0OecrieunBaTh TpeOyeMblii KauecTBEHHBINH OecriepeOOiHbIN pexuM pa-
00THI THPOKOMMYHHKAIITHOHHON CHCTEMBI, HHIUKATOPAMH JIOCTHKECHUS KOTOPOH SBIISETCS:

e UJ-3nk-1-3naer: Monenu MHCTUTYTa MHKEHEPOB MO JIEKTPOTEXHUKE M PATHOAIIEKTPO-
nuke (IEEE). Moaens B3aumoaetictBus oTkpbIThiX cucteM (OSI) ISO. OcHoBBI cuctem-
HOTO agMHUHHACTpUpOoBaHus. CpeacTBa 3alUThl OT HECAHKIIMOHHMPOBAHHOTO JIOCTYIIA OTIe-
PALlMOHHBIX CUCTEM U CHCTEM yIIpaBlIeHUs 0a3aMH JaHHBIX. TpeOoBaHUS OXpaHbI TPyAa
npu paboTe ¢ CEeTeBOW ammaparypoi, C ammapaTHbIMH, MPOrPaMMHO-ANIapaTHBIMUA H
POTPaMMHBIMU CPEACTBAMU aIMUHUCTPUPYEMON HH(POKOMMYHUKALIMOHHOW CUCTEMBI.

o UJI-3nk-2-ymeer: UneHTHUIIMPOBATE MTpaBa MOJB30BATENEH 1O AOCTYIY K MPOrpaMM-
HO-aNMmapaTHbIM cpencTBaM. KoHQUTypupoBaTh omneparioHHbIE CHCTEMBI, CETEBBIC
ycrpoiicTBa. [lapameTpusupoBaTh NPOTOKOJIBI KaHAJIBHOTO, CETEBOIO M TPAaHCIOPTHOTO
YPOBHSI MOJICTH B3aMMOJICHCTBHSI OTKPBITHIX CHUCTEM. lIpUMEHSTH MpOrpaMMHO-
afrmaparHble Cpe/iCTBa JJIsl JUarHOCTHUKU OTKA30B U OIIMOOK CETEBBIX yCTpOMCTB. TecTu-
poBanue mnpororuna HMC Ha npoBEepKy KOPPEKTHOCTH apPXUTEKTYpPHBIX PEHICHUMN.

e UJI-3nk-3-BnaseeT HABBIKOM: YTIpaBJIEHUS JOCTYIIOM K MPOrpaMMHO-aNMapaTHbIM Cpel-
ctBaM. KOHTpons ucmonb3oBaHUs pecypcoB ceTeBbix ycTpoiictB u [10. Ympasnenus
0e30macHOCThIO ceTeBhIX ycTpoicTB U [10. [IpuMeHsTh mporpaMMHO-aIapaTHbIE Cpe-
CTBa JUI AMATHOCTHKHU OTKa30B 1 omuook I10.
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1.4 Ilepeyensb MJIAHMPYEMBbIX pe3yJbTAaTOB 00y4eHusi. B pe3ysnbrare usydeHus: AUCLU-

IIJIMHBI CTYACHT OJOJIDKEH

3HATh:

3HATh MPABOBHIE OCHOBBI MH(OPMAIIMOHHON 0€30MacHOCTH U 3alUThI HH(POPMALINH;
OTIpe/ieIeHNe OCHOBHBIX TOHSATHH 3amuThl HMH()OpMAIMK, THUIOBbIE MPOrPaAaMMHO-
amrmapaTHble CPEeICTBA M CHCTEMBI 3alIUTHl HHPOPMALIUK OT HECAaHKIIHOHUPOBAHHOTO JI0-
CTyIIa B KOMIIBIOTEPHYIO CPeay;

crocoOb! MM(PPOBaHUS KOMIBIOTEPHBIX JaHHBIX, CTAHIAPTHI, MOJICJIA U METOBI K ppo-
BaHUS;

NPUHIXIBI KpUNTOTpaUUeCcKUX Mpeodpa3oBaHui, JUCKpeTHOE TpeodpasoBanne Dypobe;
THUIIOBBIE CPEJICTBA 3alIUTHl MHPOPMAIIMK U BO3MOKHOCTH MX HMCIOJIB30BaHUS B peallb-
HBIX 33/1a4ax CO3/IaHMs ¥ BHEAPECHUS HH(POPMAIMOHHBIX CHCTEM;

yMeThb:

YMETh PEaln30BBIBATh MEPOIPUATHS IJIsi 0OECIeYeHUs] Ha MPEANpHUsITUU (B OpraHu3a-
IIMH) JIESTEIBHOCTH B 00JIACTH 3aIUTHl HHPOPMAIIHH;

IPOBOJUTH aHAJU3 CTENEHH 3alIMIICHHOCTH HH(POPMAIIUN U OCYIIECTBIISTh OBHIIICHHE
YPOBHS 3alIUTHl C YYE€TOM Pa3BHTHS MAaTEMaTHYECKOrO U MPOTPaMMHOI0O OOecredeHHs
BBIYHCIIUTEILHBIX CHCTEM;

pa3pabarbIBaTh CPEACTBA U CUCTEMBI 3alIUTHI HHPOPMAITUU

BJIA/IeTh:

METO/IaMH 3aIIUTHI IPOTPAMM OT BUPYCOB;

HaBBIKAMU ayTEHTHU(UKALMU 110JIb30BaTeNeH.

1.5 O6mas TpynoemkocTh AucuuIIMHbI «H(bOpManmoHHas 6€30MacHOCThY» COCTaB-

astet 4 3auetHble equHuIn! (nanee — 3E) (144 gaca).

[Iporpamma npemycMaTpuBaeT U3ydEeHHE MaTepuaia Ha JEKIUAX U MPAKTUYECKUX 3aHs-

tusx. [IpenycMoTpeHa camocTosiTenbHas paboTa CTYJEHTOB MO TeMaM M pasjenam. IIpoBepka
3HaHWUH OCYIIECTBIAETCS GPOHTANIBHO, MHIUBUYaJIbHO.

1.6 O0bemM AUCHUIJIMHBI U BUAbI Y4e0HOH 1eATeJIbHOCTH

O6beM THCHUIINHBI M BHIBI Y4e0HO¥ JesiTeJIbHOCTH (0uHast hopma o0yueHus1)

Bup yueOHoil padoThl Bcero yacos Cemectp 7
OO0m1ast TpyA0€MKOCTh 144 144
AyZIHUTOpHBIE 3aHATHUS 54 54
Jlexumm 34 34
JlaGopaTopHble paboThI 20 20
CamocrosiTenpHas paboTta 54 54
Bu ©TOroBOrO KOHTPOIIS 36 9K3aMeH

O0beM TUCHUTIMHBI M BU/IbI Y4eOHO¥ JesATeJIbHOCTH (3a04Hasi popMa o0yueHus )

Buj yuyeOHoii pa6boThI Bceero yacos Cemectp 9
OO0m1ast TpyA0€MKOCTh 144 144
AyIHUTOpHBIE 3aHATHUS 16 16
Jlekuun 4 4
JlaGopaTopHbie paboThI 12 12
CamocrosiTenpHas pabora 119 119
Bug uToroBoro KOHTpoIIs 9 9K3aMeH




2 YYEBHO-TEMATHUYECKOE IINTAHUPOBAHHUE

2.1 O4ynas ¢opma o0yueHus

YueOHO-TeMAaTHUYECKHI IIJIaH

HaumeHnoBanue
TeM (pa3aesioB)

Bcero
4acoB

AyIMTOpPHBbIE 3aHATHS

Jlexkuun

JlaGopaTtopHbie
padoThI

Camocrosn-
TeJbHas
padora

BBenenne B MHPOPMAIIMOHHYIO
6e3omacHoCcTh. OO0IIast Mpo-
0siema HHQPOPMAITMOHHOM O€3-
OTaCHOCTH MH(OPMAITHOHHBIX
CHCTEM.

OO0111eCUCTEMHBIE OCHOBBI
3alUThl HHGOPMAIIMHU U TIPO-
1ecca ee 00pabOTKH B BBIYHC-
JUTEIBHBIX CUCTEMaxX. 3aliuTa
nHGOPMAIINY TIPU pealTn3aIiiuu
WH(POPMAIIMOHHBIX TPOILIECCOB
(BBOA, BBIBOJI, TIEpE1aya, oOpa-
00TKa, HAKOIUICHHE, XPAHCHUE)

[IpaBoBoe obecnieueHue
nH(pOpMaIIMOHHOM 6€30MmacHO-
CTH

OpranuzannonHoe odecreue-
HUe UHPOPMAIIMOHHOH 0e3-
OIIACHOCTH

Texaudeckue cpencra ooec-
neyeHust UHHOPMAIIMOHHOU
0€301acCHOCTH

3ammra uHpOpMaLUU OT
HECaHKLMOHUPOBAHHOTO J0-
cryna. [IpenorBpamenue He-
CaHKIMOHMPOBAHHOTO JJOCTYIA
K KOMITBIOTEPHBIM peCypcaM U
3alUTa MPOrPaMMHBIX CPE/ICTB

3amuTa OT KOMIBIOTEPHBIX
BHUPYCOB

MareMaTHueCKHE U METOANYE-
CKHe CpeCTBa 3amuThl. Kpur-
Torpauaeckoe 3aKphITHE HH-
dbopmarun

20

10

VHUYTOXKEHIE 0CTaTOYHEBIX
JaHHBIX

10.

3amuTa oT noTepu UHPopma-
LU ¥ OTKa30B IIPOrpaMMHO-
anmnapaTHbIX CPEJCTB

11.

KommerotepHbie cpeacTa
peanu3anuu 3auThl B HH)OP-
MAaI[MOHHBIX CHCTEMAaX. 3aluTa
WH(POPMAITMOHHO-

10




MPOrPaMMHOTO OOeCTIeueHus
Ha YPOBHE OMNEPAIMOHHBIX CH-
CTEM

12.

3ammra nHpOpMaUU Ha
YPOBHE CHUCTEM YIPaBJICHHS 6
0a3amu TaHHBIX

13.

Crnenuduyeckne 0COOCHHOCTH
3amuThl THHOPMAITUH B JIO-
KaJIbHBIX M III00abHBIX KOM-
MBIOTEPHBIX CETAX

14

14.

[Tporpamma nnpopmManmoHHOM
6e3onacuoctu Poccun u mytu
ee peanuzaiuu. CoBpeMeHHbIE 4
CpezcTBa 3aIUTHI HUHPOPMALIUU
ot HCJ]

DK3aMeH

36

UTOoro

144

34

20

54

HNuTepakTHBHOE 00yUYeHHe MO TUCIHUIINHE

HaumeHoBanue
TeM (pPa3aesioB)

Bun
3aHATHA

®opma

HHTEPAKTUBHOIO

3aHATHUA

Ko.1-
BO
JacoB

BBenenvne B MHGOPMAIMOHHYIO 0€30MaCHOCTb.
O6mas npobsema MHGOpPMAITMOHHONW Oe30mac-
HOCTH MH()OPMAIIMOHHBIX CHCTEM.

J

Jlexuus-
JTIUCKYCCHS

10

3ammra “HGOPMAIMM OT HECAHKIIMOHMPOBAH-
Horo nocrtyma. IIpenorBpaieHne HECaHKIIHO-
HUPOBAaHHOTO JOCTyNa K KOMIIBIOTEPHBIM pe-
CypcaM | 3aluTa MporpaMMHBIX CPEZICTB

JIb

Pab6ota B mapax

UTOoro

18

2.2 3aouHas ¢opma o0yueHust

YueOHO-TeMaTHUYECKHIi IJIaH

HaumeHoBanue
TeM (pa3aesioB)

Bcero
YacoB

AyIMTOpPHBIE 3AHATHS

Jleknuu

JlabopaTopHble

padoThI

Camocros-
TeJabHasA
padora

Beenenue B wuHbOpMamoHHyHO 0€3-
omacHocTh. O0mas mpobrnema uHboOp-
MaIlMOHHON Oe30macHoCTH uH(popMa-
IIMOHHBIX CUCTEM.

8,5

0,5

OOILIeCUCTEMHBIE  OCHOBBI  3aIIUTHI
uHpopMalMK U Tpolecca ee 0opaboT-
KA B BBIYUCIIUTEIFHBIX CHCTEMax. 3a-
muTa WHOOPMALUMU TPH pean3aliu
MH(OPMALIMOHHBIX MPOLIECCOB (BBOJ,
BBIBOJ], Tepenava, oOpaboTKa, HaKoOIN-
JIEHUE, XpaHEHHUE)

11

10

[IpaBoBoe obecrieuenne WHGOpPMAITHU-
OHHOM 0€30I1aCHOCTH

8,5

0,5

OpraHu3annoHHOE obecrieyeHne
nH(pOpPMaIMOHHOM 06€30MMacHOCTH

8,5

0,5




TexHuyeckue cpencTBa oOecmedeHus
nH(pOPMaITMOHHOM 06€301MacHOCTH

12,5

0,5

12

3amuTta UHPOpPMAIMK OT HECAHKIIHO-
HHUpOBaHHOTO Jnocrtyna. IIpenorspa-
IIEHHE HECAHKIMOHUPOBAHHOTO  JIO-
CTyla K KOMIIBIOTEPHBIM pecypcaM Hu
3aIuTa MPOrPaMMHBIX CPEICTB

17,5

0,5

11

3amuTa OT KOMIBIOTEPHBIX BUPYCOB

MaremaTtiuueckue H =~ METOJMYECKHE
cpeactBa 3aummthl. Kpunrorpaduye-
CKOE 3aKpbITHE HHPOPMAIHH

13

YHHUYTOKEHUE OCTATOYHBIX JaHHBIX

10.

3amuTa OT mnoTepu uUHPOPMALUU U
OTKa30B MIpOrpaMMHO-aNnapaTHbIX
CPEICTB

11.

KomnbroTepHble cpeacTBa peaau3aliu
3alIUThl B WH(POPMAIMOHHBIX CHCTE-
Max. 3amura UH(POPMAITMOHHO-
IPOrPaMMHOTO oOecriedeHUsT  Ha
YPOBHE OIEPAIMOHHBIX CHCTEM

8,5

0,5

12.

3amuTta uWHGOpPMAlMM Ha  YpPOBHE
CHCTEM yTpaBJieHUs 0a3aMu JaHHBIX

13.

Creninuyeckne 0COOCHHOCTH 3aIlUTHI
UH(GOPMAIMU B JIOKATBHBIX U TJ00aJb-
HBIX KOMITBIOTEPHBIX CETSIX

14.

[Iporpamma uHpOpMaLMOHHON  Oe3-
onacHoctu Poccuu u myTtH ee peannsa-
nuu. COBpEMEHHBIE CPEJICTBA 3alUTHI
uHpopmanuu ot HCJ|

DK3aMeH

9

UTOIo

144

4

12

119

HNuTepakTuBHOE 00y4ueHHe

Mo JTMCHUIIJINHE

HaumeHnoBanue
TeM (pa3aesioB)

Bun
3aHSATHSA

®opma
HHTEPAKTUBHOI'Q
3aHATHSA

Ko.1-
BO
JacoB

BBenenve B HHQOpPMAIIMOHHYIO O€30MaCHOCTD.
O6mras mpobnema wHGOPMAIIMOHHON Oe3o0mac-

HOCTH I/IH(I)OpMaI_[I/IOHHLIX CHUCTCM.

J

Jlexknus-
JIMCKyCCUS

3ammra wH)OpPMAIUKU OT HECAHKIIMOHUPOBAH-
Horo jaoctyna. llpenoTBpailieHHe HECAHKIIHO-
HHUPOBAHHOTO JIOCTyMa K KOMITBIOTEPHBIM pe-

CypcCaM H 3allluTa NPOrpaMMHBIX CPCIACTB

JIb

Pab6ota B mapax

UTOT'O

3 COIEP’KAHME TEM (PA3/IEJIOB)

1. BBEJAEHWE B MTHO®OPMAILIMOHHYIO BE30OITACHOCTB. OBILLIAA ITPOBJIEMA
MH®OPMALIMOHHOM BE3OITACHOCTU NHOOPMAIIMOHHBIX CUCTEM
[TonsTHe HaMOHATLHOW 0€30MaCHOCTH: BHABI OE30MACHOCTH: TOCYIapCTBEHHAsI, YKOHO-
MUYecKasi, OOIIECTBEHHAs, BOCHHAs!, YKOJIOTHUYECKasi, MH()OPMAIIMOHHAS; POJIb U MECTO CHCTEMBI
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obecnieuenus uHpopMaimonHoi 6ezonmacHocty (UB) B cucreMe HanMOHAIBHON 0€30MacHOCTH
P®; noxrpuna Ub, ucropust npodnemsr b, yrpo3sr b; metonb! u cpencra obecnieuenust Ub;
METOJOJIOTUYECKHE M TEXHOJIOTMYECKHE OCHOBBI KOMIUIEKCHOro oOecmeuenus Mb; monenw,
cTpaTeruu u cuctemsl odecrnieuenus Mb; meronsl ynpasieHus, opraHu3alnui 1 o0ecrieyeHus pa-
6ot no obecneuenuto Nb; obecnieuenrie b B HOpManbHBIX M YPE3BbIUANHBIX CHUTYaIHAX; IIPO-
6sembl MH(OpMaMOHHON BOMHBI. [Ipeamer 3amutel. OCHOBHBIE COCTaBIISIONIME WHPOPMALIU-
OHHYIO 0€3011aCHOCTb.

2. OBIHIECUCTEMHBIE OCHOBBI 3AIIINUTBI THOOPMALIMU U ITPOLIECCA EE
OBPABOTKHN B BBIYMCJIIMTEJIBHBIX CUCTEMAX. 3AIIWMTA NHO®OPMALIMU ITPU
PEAJIMBAIIMN MH®OPMAILIMOHHBIX TIPOLHECCOB (BBO/I, BBIBO/I, IIEPEJIAUYA,
OBPABOTKA, HAKOIUUVIEHUE, XPAHEHUE)

CrpykTypa ¥ HNpUHLMIBI GYHKIHOHUPOBAHUS COBPEMEHHBIX BBIUMCIUTEIbHBIX CHCTEM.
[Tpobnembl obecrieuenust 6e30nacHOCTH 00pPaOOTKHU M XpaHEeHUs] MH()OPMAIIMHN B BBIYMCIUTEINb-
HBIX cUCTeMax. ba3oBble 3Tambl MOCTPOSHHS CUCTEMbl KOMITJIEKCHOM 3alllUThl BHIYMCIUTEIBHBIX
cucteM. AHalU3 MOJENIeH HapyIHTeNs. YTPOo3bl HHPOPMAIIMOHHO-TIPOTPAMMHOMY oOecrede-
HUIO BBIYMCIIUTENBHBIX CUCTEM M UX Kiaccuukanus. OyHKIMM CHCTEMBbl 3aIlUThI 10 Mpery-
NPEXKICHUIO YIPO3 W YCTPAHEHHIO TMOCIEACTBUN WX peannsanuu. Kiaccudukanms crnocoboB u
CpEeACTB KOMIUIEKCHON 3amuThl nHpopmanuu. Kiaccudukanus MeTosoB 3aiuThl HHPOPMALUU
C MCIOJIb30BAaHUEM IIPOrPAMMHO-ANNapaTHBIX CPEJCTB BHIYUCIUTEIbHON CUCTEMBI.

OpraHu3anMoHHas CTPYKTypa CHCTEMbl KOMIUIEKCHOW 3allUThl HMH()OPMAIMOHHO-
POrPaMMHOTO OOecIieYeHHs. YTpaBIIEHUE CHCTEMOW 3amuThl. DYHKIUU sIpa CHUCTEMBI KOM-
IUIEKCHOM 3aiuThl. MHOrOypoBHEBasi CTPYKTYpa CHCTEMbI 3aLIUThl HA OCHOBE MPOrPaMMHO-
anmnapaTHbIX CPEJICTB BBIUMCIUTEIbLHONU CUCTEMBI. [IpoeKTHPOBaHNE CUCTEMBI 3AIUTHI.

3. IPABOBOE OBECIIEYEHUE NTHOOPMAITMOHHON FE30ITACHOCTH

[IpaBoBBIe 1 HOpMaTHBHBIE aKThl B oOsactu MB. Poccuiickoe 3akoHOIaTeNbCTBO B 00JIa-
CTH UH(POPMALIMOHHOM 06€30MacCHOCTH, 3allUThl FOCY1apCTBEHHON TalfHbl M KOH(HIEHIIMATHHON
MH(pOpMalliK; KOHCTUTYLIMOHHbBIE TAPAHTHH MPaB rpakJaH Ha HH(OPMALIMIO U MEXAHU3M UX pe-
JIM3alWy; TOHATHE U BUJBI 3aIlUIIIaeMoi MHPOPMaIMK Mo 3aKOHOAATeNnbCcTBY PD; 3amura uH-
TEJUIEKTyaJIbHON COOCTBEHHOCTH CpEACTBAMU MATEHTHOI'O M aBTOPCKOrO IpaBa; MpaBOBas pe-
IJIAMEHTAIUS] OXPaHHOM AEATeNbHOCTH; MEXAYHAPOIHOE 3aKOHOAATEIbCTBO B 00JIACTH 3aIUTHI
uHpopmanuu. O630p 3apyOeKHOT0 3aKOHOAATEILCTBA B 001acTH HH(POPMALIMOHHON Oe30macHo-
CTH.

OneHouHble CTaHAAPThl U TeXHUYecKue crenupukanuu. «OpaHxeBas KHUTa» Kak ole-
HouHbIH cTanaapt. Pexomenganuu X.800. Cranaapt «Kputepuu oneHKH 6e30macHOCTH UH(Op-
MallMOHHBIX TEXHOJIOTHI. PykoBoasamue nokyMeHThl I'octexxkomuccun Poccun.

4. OPI'’AHU3ALIMOHHOE OBECIIEYEHHME MHOOPMAIIMOHHON
BE30OITACHOCTH

OcHOBHBIE OIpeneNeHnuss U KpuTepud Kiaccupukanuu yrpo3. CiydaiiHble yrpo3bl.
[Ipennamepennbie yrpo3bsl. OCHOBHBIE YTPO3bl LIETOCTHOCTH, JOCTYITHOCTH, KOH(UIEHIIMATIBLHO-
CTH. AHQJIU3 U OIIEHKA YTpo3 MH(OpMAIIMOHHON 6€30MacCHOCTH 00BEKTa; OLleHKa yiiepba Beie-
CTBHUE NMPOTUBOIIPABHOIO PACKPBITHS MH(OPMALIUK OTPAHUYEHHOIO JOCTYIAa U MEPHI MO €ro Jo-
KaJM3alluy; CPEeCTBA U METOJbl (PU3UUECKOM 3aluThl 00BEKTOB; CUCTEMbl CHUTHAIM3AllUU, BU-
JIeOHAOII0ICHMS, KOHTPOJISL JIOCTYIa; CIy)k0a 0e30MmacHOCTH 00BheKTa; MoI00p, paccTaHOBKA U
paboTa ¢ KaJpamu; OpraHu3aus U o0ecreueHrue peKuMa CeKpPEeTHOCTH; OpraHn3alusl MPOIMYyCK-
HOTO U BHYTPUOOBEKTOBOTO peXHMMa; OpraHu3allis pekMMa M OXpaHbl 0OBEKTOB B Ipoliecce
TPAHCHOPTUPOBKH; 3alllMTa WH(OPMAIMK TPH ABAPUAX, UHBIX 3KCTPEMAJbHBIX CUTyallUsX U B
YCIIOBUSAX YPE3BBIYANHOIO MOJOXKEHHS; TEXHOJIOTHUECKHe Mephl MoAAepxKaHus WH(OPMaLMOH-
HOM 0e30macHOCTH OOBEKTOB; oOecrmeueHue MHPOPMAIIMOHHON 0e30macHOCTH o0BeKTa (ydpe-
KJIeHHs1, 0aHKa, IPOMBIIIJICHHOTO NMPEANPUATHS) IIPU OCYILECTBIEHUN MEXIYHAPOJHOIO Hayd-
HO-TEXHMUYECKOT'0 M 3KOHOMHUYECKOI'0 COTPYIHUYECTBA.
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AJIMUHHCTPAaTUBHBIN YpOBEHb MH()OPMAIIMOHHON 0€30IacHOCTU. YTIpaBlIeHHE PHCKAMU.
OcnoBHble noHsaTH. [lonutrka 6e3onacHoctu. [Iporpamma 6e3onacHoctu. [loaroroBurenbHble
3Tamnsl yrpasieHus puckamMu. OCHOBHBIE 3Talbl YIPABICHUS PUCKAMHU.

5. TEXHUYECKUE CPEACTBA OBECIEYEHMSA WH®OPMAIIMOHHOM
BE3OITACHOCTH

OO111e BOpOChl OpraHu3aliy NPOTUBOAECHCTBHS TEXHUYECKON pa3BellKe; OCHOBHBIE Op-
TaHU3ALMOHHBIE U TEXHUYECKUE MEPOIIPUATHS, UCIIOIb3YEMBIE JUIS IIPOTUBOJACHCTBUS TEXHUYE-
CKOM pa3BeJllke; METOJbl M CPEJCTBA 3AIUUTHl PEXKUMHBIX OOBEKTOB OT YTEUKHU KOH(UIEHINANIb-
HOW HMH(OpMAIUK MO TEXHHUYECKUM KaHaiaM; (U3MYEeCKHe OCHOBBI 00pa30BaHUS MOOOYHBIX
3JIEKTPOMArHUTHBIX U3JYYEHUH OT TEXHUYECKUX CPEJCTB; KaHAJbl YTEUKHU MHPOPMALUU: IIEK-
TPOMarHUTHBIC, AJIEKTpUUYECKUEe (TIPOBOJHBIC), BHOPOAKYCTHYECKHE; 3alllUTa TEXHUYECKHUX
CPEACTB OT yTEYKH MHGOpPMALMU MO 3TUM KaHaJIaM;HOPMBbI 3QPEKTUBHOCTH 3allUTHI, POJIb U
MECTO TEXHHYECKOT0 KOHTPOJIA 3()(HEeKTUBHOCTH 3aIIUTHI UH(OPMAIMH; HOPMBI, PYKOBOJISIIHIE
JOKYMEHTBI 110 OpraHW3alMd W BEACHUIO KOHTPOJISA; OPraHM3alUOHHBIM M TEXHUYECKHM KOH-
TPOJIb; METOJIBI KOHTPOJIST; OCOOCHHOCTH KOHTPOJISI 0OBEKTOB B Pa3UYHbBIX cepax; anmaparypa
KOHTPOJISI; B3aUMOJCHCTBUE KOHTPOJBHBIX OPraHOB C MOJPA3ACICHUSAMHU KOHTPOJIS HA MECTax;
METO/0JOTUYECKHE OCHOBBI AaBTOMATU3aLlUA TEXHUYECKOIO KOHTPOJIS; OCHOBHBIE 331441 TEXHHU-
4EeCKOI0 KOHTPOJISA, TpeOyrollue aBTOMAaTU3UPOBAHHOTO PELICHHUS.

6. 3AILIUTA NMHOOPMAIIMN OT HECAHKIHWOHMWPOBAHHOI'O JOCTVIIA.
I[MPEAJOTBPAIIEHWE HECAHKIITMOHNPOBAHHOI'O JJOCTVYIIA K KOMIIBIOTEPHBIM
PECYPCAM U 3ALLUTA ITPOITPAMMHBLIX CPEJICTB

WnenTudukaiys noiabp3oBaTesiedl 1 yCTaHOBJIEHHE MX MOAJMHHOCTHU MPH JOCTYIE K KOM-
NBIOTEPHBIM pecypcaM. OCHOBHBIE 3Tallbl AOMYCKA K PECypcaM BbIUMCIMTEILHON cucTeMbl. Mc-
II0JI30BAHUE NPOCTOro napois. Mcnonap30BaHne JMHAMUYECKH U3MEHSOLIErocs naposis. Bza-
MMHas IPOBEpKa MOJJIMHHOCTH U APYyrue ciiydau ono3dHaHus. CrnocoObl pasrpaHU4EHUs 10CTya
K KOMIIBIOTEPHBIM pecypcaM. Pasrpanuuyenue nocrtyna nmo cnuckam. Mcmonb3oBaHue MaTpUIIbI
YCTaHOBJIEHUS IOJIHOMOYMM. IIpOon3BONBHOE M NPUHYAUTENBHOE yIpaBieHUE NOcTynom. Pas-
IpaHUYEHHUE JOCTYIA M0 YPOBHSAM CEKPETHOCTH M Kareropusm. IloHsTHe METOK 6e30MacHOCTH.
VYmpasnenne metkamu Oe3omnacHocTd. IlaponbHoe pasrpaHuueHue 10cTyna U KOMOWHUPOBAH-
Hble MeTo/bl. OCOOEHHOCTH MPOTPaMMHON peaau3allMd KOHTPOJS YCTaHOBJEHHBIX MOJIHOMO-
ymil. 3ammrTa NporpaMMHBIX CPEICTB OT HECAHKIIMOHUPOBAHHOTO KOMUPOBAHUS, HUCCIIEI0BaHUS
u Moaudukanuu. [IpuBsaska nmporpamm K cpezie GyHKIMOHMPOBAHUSA. 3allluTa MpOrpamMM OT He-
CaHKI[MOHMPOBAHHOI'O 3aITyCcKa.

7. 3AIIIUTA OT KOMIIBIOTEPHBIX BUPYCOB

Bpenonocnoe nporpammuoe obecrieueHue. McTopust nosiBaeHUs KOMIIBIOTEPHBIX BHUPY-
COB M (DaKTOphl, BIMAIOLIME Ha UX pacnpocTpaHeHue. [loHsrTue xommbproTepHoro Bupyca. Oc-
HOBHBIE 3Talbl )KU3HEHHOTO LUKJIAa BUPYCOB. OOBEKTHI BHEIPEHUS, PEXKUMBI (PYHKIIMOHUPOBA-
HUS U crienuaibHble QyHKIKM BUpYcoB. CxeMsbl 3apaxenus (aiinoB. CxeMbl 3apaxeHus 3arpys3-
ynKkoB. CriocoObl MaCKUPOBKH, UCHOIb3yeMble Bupycamu. Kitaccugukanys KOMIBIOTEPHBIX BH-
pycoB. OOmias opranu3anus 3alyThl OT KOMIBIOTEPHBIX BUPYCOB. TpaH3WUTHBIN W TUHAMUYE-
CKUH pEeKUMBI aHTUBUPYCHOU 3amuThl. [IoMCK BUPYCOB MO CUTHATypaM U 00e3BpeKUBaHUE 00-
Hapy>KEHHBIX BUPYCOB. YTIyOJECHHBIN aHATU3 HA HAIWYHE BUPYCOB MTyTE€M KOHTPOJIS ATaJIOHHO-
r0 COCTOSIHUSL KOMITBIOTEPHOW CHUCTEMBI. 3aliuTa OT JAECTPYKTUBHBIX JEUCTBUI M PAa3MHOKEHUS
BUpYycOB. Mcronp30BaHMEe CPEICTB alMapaTHOrO U MporpaMMHoro KoHtposs. Ctparterus 3a0mna-
FOBPEMEHHOMN MOATOTOBKH K 3(PPEKTUBHOM JTUKBUIAINH TTOCIEICTBUN BUPYCHON AHIEMUU.

8. MATEMATHUYECKME W METOAMYECKHUE CPEJACTBA 3AUIUTHI
KPUIITOTPAOUYECKOE 3AKPBITUE UTHOOPMALINU

Beenenne B kpuntorpaduto. IlpeacraBnenue 3amuiiaeMoil HMHGOpMAIMM; YTrpO3bI
0e30I1acCHOCTH MH(pOpPMALMU; LEHHOCTh MH(OpPMALMM; OCHOBHBIE TEPMUHBI U TOHSITHUSA
KpUNTOrpaduu; OTKPHITHIE COOOLICHUS U UX XapaKTEPUCTHKH, MOJAETH OTKPBITBIX COOOILICHUIA;
UCTOPUYECKHH OYepK pa3BUTUs Kpuntorpadpuu; Tumsl kpunrorpaduueckux cucteM. IIpoctsie
MeToAbl MUGPOBAaHUS: MHUPPHI MOACTAHOBKH M MEPEeCTaHOBKU. 110JICTAHOBKU C MEpEMEHHBIM
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kod(duuuenTom capura. MHorocioiitHsle mugpsl. Mcnonp3oBaHue MCEBAOCTYyYaHBIX YUCET
JUId TeHepauuu Kioded. BwiOop mnopoparomero 4yuciaa W MAaKCHMMU3aLUs  JUIMHBI
MOCJIEIOBATEIBHOCTH 4nceNn Kitova. Pexxumbl mmdpoBanus. OcoOeHHOCTH mM(pOBaHUs
JAHHBIX B pekuMme peanbHoro BpemeHu. llludpoBanme kimoya mnpu HEOOXOAMMOCTH €ro
XpaHeHHs C 3alu@ppOBaHHBIMH  JaHHBIMA. CKOpPOCTHBIE M HEIETCPMHUHHPOBAHHBIC
nporpaMMHuble mu@pbl. OCHOBBI CKOPOCTHOTO IK(poBaHus. BHeceHne HeompeneneHHOCTEH B
nporecc Kpunrorpadpudeckux mnpeoOpazoBanmit. Cranmaptel mmdpoaHus. [IpoTokoibI
pacrpesiesieHus] KIII04Yel; MPOTOKOJIbl YCTAaHOBJIEHUS IOAJMHHOCTH; 3JIEKTpOHHas LudpoBas
noanuck; O0mas opranu3anus Kpunrorpaguueckon 3amuTel HHPOPMALIUH.

9. YHUUTOXEHUNE OCTATOYHbIX JJAHHBIX

Beenenne B mpobnmemy. Buasl  ocrarounbsix  gaHHbIX. CrocoObl  3alIMTBI  OT
HECAaHKIIMOHMPOBAHHOTO  HCIIOJNIB30BAaHUS  OCTaToyHOW  uHpopmauuu. Mcnosnb3oBaHue
CHELMATU3UPOBAHHBIX MNPOTPAaMM [0 YHHUYTOXXEHUIO OCTATOYHBIX JaHHBIX. CrenuanbHble
PEKUMBI M1 OCOOCHHOCTHU IIM(POBAHUS JJAaHHBIX B PEXKHUME PEATbHOTO BPEMEHU C BO3MOXKHOCTh
MTHOBEHHOTO YHUYTOXKCHUS JAHHBIX. Hcnonp3oBanue 00IIECUCTEMHBIX "

CIEUAJIN3UPOBAaHHBIX IPOTPAMMHBIX CPEICTB [UIsI MTHOBEHHOI'O YHUYTOXXEHUS JAHHBIX.
10. 3AIIMTA OT IIOTEPU HMHOOPMAILIMM U OTKA3O0B ITPOI'PAMMHO-

AITITAPATHBIX CPEACTB
OcHOBHBIE ~ CTMOCOOBI  3aIMTBl  OT TOTepd  HMHPOPMAMM W HAPYIICHHUH
pabOTOCIIOCOOHOCTH ~ BBIUYMCIHUTENBHBIX ~ CpeACTB.  BHecenume — (QyHKIMOHATBHOH U

uH(popManMoHHOH u30bITOUHOCTH. CrocoObl  pesepBupoBanuu uHGpopManuu. I[IpaBmia
OOHOBJICHHSI PE3EPBHBIX MJAaHHBIX. MeTonabl cxkaTus HHpopManuu. ApxuBaius ¢aillioBbIX
naHHBIX. OCOOCHHOCTH apXWBallMy HA MArHUTHBIC TUCKW M MarHUTHYIO JICHTY. Pe3epBupoBanue
CUCTeMHBIX JaHHbIX. [lOArOTOBKa MPOrpPaMMHBIX CPEICTB BOCCTaHOBIEHHs. be3omacHas
WHCTAILISAIUS TPOrPpaMMHBIX cpencTB. OO0IMe CBeIeHUsT 0 HApYIICHUU JOCTyIa K JTUCKOBOW M
OmepaTUBHOM TaMATH. TEeXHOIOTHS BOCCTAHOBJICHUS JUCKOBOM U OINEPAaTUBHOW TAMSTH.
JlnarHoCTHpOBaHUE W YCTPAHCHHE JIOTUYCCKUX M (PU3NICCKUX ICPEKTOB MATHUTHBIX JTUCKOB.
OtmeHa pe3ynbTaToB (HOPMATUPOBAHUS M BOCCTAHOBIECHHE MOBPEKICHHBIX (DallIOB JTaHHBIX.
3amuTta (QaiyioB 0T yHaJeHUss M BOCCTAHOBIIEHHWE yJaleHHbIX (aiinoB. be3omacHoe
KOUIMpOBaHUE H JedparMeHTanusi AUCKOBOW mamsaTH. BoccTaHoBieHHWE ¥ ONTUMU3ALUS
OTIEPATUBHOM MAMSITH KOMITbIOTepa. PydHOE BOCCTAaHOBJICHHE JaHHBIX. be3omacHoe OKOHYaHUE
paboThl HA KOMITBIOTEDE.

11. 3AIIUTA HWH®OPMAIMOHHO-ITIPOTPAMMHOI'O OBECIIEYHEHHS HA
YPOBHE OINEPAIIUOHHbBIX CUCTEM

OOmue cBeleHus O peaTn3aIiy 3alUThl HHPOPMAITMOHHO-TIPOTPAMMHOTO 00eCTICUeHUS
B OMepalnuoHHBIX cuctemax. Kiaccubukanus ¢GyHKIHMA 3a0IUTHl 10 YPOBHSM O€30MacHOCTH,
nojnepxkuBaeMbix onepanuonHon cuctemou (OC). Anapo 6e3omacHoctn OC. AmnmapaTHas
OCHOBa peanu3anuu 3amuThl Ha ypoBHe OC. CtangapThl 1Mo oreHke ypoBHs 6e3omacHoctu OC.
Brecenne ¢GyHKIMOHATBEHON W WH(DOPMAIMOHHOW HM30BITOYHOCTH pecypcoB Ha ypoBHe OC.
OcHoBbl HazexxHoro anMuuuctpupoBanust OC. Vcmonb3yemble CrmocoObl pa3rpaHHuEHUs
JIOCTyIIa K KOMITBIOTEPHBIM pecypcaM, a TakKe CIIY)KObl PETHCTpallMd W CHTHAJTH3aIUH.
CpeactBa OC 1o IUArHOCTUPOBAHUIO U JIOKATHM3AIMM HECAHKIIMOHHUPOBAHHOTO JOCTyMa K
pecypcam BC. be3onacusie daitnoseie cuctembl coBpeMeHHbIx OC (HPFS, NTFS). IToacucremst
6e3omacHoctu coBpemenHbix OC (Windows 95, Windows NT, UNIX), ux HemoctaTku u
OCHOBHBIC HampaBIICHUs coBepiieHCTBOBaHUA. IlaponbHas ayrentudukanus. OJXHOpa3OBBIE
naponu. WneHTudukanus/ayreHTu(GUKAIMs ¢ MOMOIIBI0 OMOMETPHUYECKHX IaHHBIX. PoneBoe
yIIpaBJICHUE TOCTYIIOM.

12. 3BAIIUTA NTHOOPMAILIM HA YPOBHE CHUCTEM VIIPABJIEHUA BA3AMU
JAHHBIX

KonnentyanbHbIe BOMPOCH TOCTPOCHUS YPOBHEH 3aIlIUTHl CUCTEM YIpaBleHUs 0azaMu
nanubix (CYBJl). OcHoBHble TpeOoBaHusi Kk moxacucteme OeszomacHoctd CYBJl. Oomume
CBEJICHHSI O pa3TpaHUYCHUU JOocTyna K 0azam maHHbIX. OOs3aHHOCTH aTIMUHUCTpATOpa IO
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3ammTe 0a3 JaHHBIX OT HECAHKIMOHUPOBAHHOTO jocTyna. OmpeaeneHue MOTHOMOYHMA
MoJib30BatTesel mo AocTyny K 0a3e JaHHBIX. Vcronb3oBaHHE MATPHUIBI MOJTHOMOYHMH s
pasTpaHMyYeHHs JIOCTyNa K JJIeMeHTaM 0a3 JaHHBIX. MaHJaTHas CUCTeMa pa3TpaHUYCHUS
JocTyna. 3aluTa JAaHHBIX MPHU CTaTUCTHYEeCKOH 00paboTke. OOIiiee MOHATHE O LEIOCTHOCTU
0a3pl JaHHBIX. TUMBI OMMOOK, BEAYIIMX K HapYIICHUIO IEIOCTHOCTH. 3aJaHHe OTpaHUYCHUN
nenocTHocTu. TpaHzakiuss u ee cBoiicTBa. BoccranoBnenue 6a3pl naHHBIX. OcoOeHHOCTH
BOCCTaHOBJICHUSI paclpeiesieHHON 0a3pl gaHHbBIX. [Ipobimema HENmpOTHBOPEUMBOCTH TIPU
napajuieibHOM  00paboTke naHHbIX. lMcnonb3oBaHue ONOKUpOBaHUS JUIS  YIpPaBIICHUS
napajiensHoi 00paboTkoi. MeTosn HE3aBUCHMMOTO BBINOJHEHHS TpaH3aKIUi. YTpaBieHHE
NapajUyleJIbHBIMU TPAaH3aKLUMSMU Ha OCHOBE BPEMEHHBIX M BEPCHOHHBIX OTMETOK. MeTon
OoOHapyXeHHs IPOTUBOPEUMBBIX 3allMCEN XKypHayla peructpaunu. MeToJ UCIoIb30BaHUS TeCTa
npaBwIbHOCTU. Pa3pemienne TynukoBbiX cutyauuii. Mactpymentansubie cpencrBa CYBJl mo
00€CTIeYeHHIO LIEIOCTHOCTH 0a3 TaHHBIX.

13.  CIIEHMOUYECKUE OCOBEHHOCTHU 3AUIIUTBI HWHO®OPMALIMA B
JIOKAJIBHBIX U TJTOBAJIBHBIX KOMITBIOTEPHBIX CETAX

AHanu3 CTPYKTYphl U MPUHIHUIOB (PYHKIIMOHUPOBAHUS BBHIYUCIUTENBHBIX CETEH C MO3H-
K obecriedueHuss HHPOPMAITMOHHON 0€30MacHOCTH. YTPO3bl HHPOPMAITMOHHO-TTPOrPAMMHOMY
00ecrneveHnI0, XapakTepHbIe TOJIBKO JUIS paclpe/ie]IeHHON BBIYMCIUTENBbHOM cpenbl. OcoOeHHO-
CTH NPUMEHEHUS] CUMMETPUYECKUX U aCUMMETPUUYECKHX cucTeM wmmdpoBanud. Pacnpenenenue
KITFOUEH MEXIy y3JaMH BBIUMCIUTENBHOW ceTh. BbipaboTka cekpeTHbiX kitouedt mo uddu-
XemmMany. Pacnipenerienne KIrO4el ¢ TOMOIIBIO aCHMMETPUICCKUX cUcTeM ImrdpoBanus. Bia-
MMHOE€ TOATBEPXkJACHUE MOATUHHOCTU IpU oOMeHe coobuieHusMu B cetu. llomnepkanue 1e-
JIOCTHOCTH LUPKYIHPYIOIUX B CETH cooOImeHui. @opMHUpOBaHUE U MpOBEpKa MU(ppPOBOI moA-
nucH. 3ammTa oT oTpuIanus (aKTOB OTIPABKH U MpHeMa cOOOIeHuH. 3amuTa OT HabII0IeHUS
3a MOTOKOM cooOmmeHuit (Tpadukom) B cetu. 3ammra B Internetu Intranet. OcHOBHBIC MTOHATHS.
ApXUTEKTYypHbIE acnieKThl. Mcronp30BaHne MEKCETEBBIX IKPAaHOB (OpaHAMAYy’pOB) IS 3alTUTHI
MH(pOpMallUU B JIOKAIBbHBIX BBIYUCIUTENbHBIX ceTsX. Kiaccuukanns MexceTeBbIX IKPaHOB, UX
JIOCTOMHCTBA U HegocTaTku. OrpaHuYeHue J0CTyIa U3 JOoKalbHOU cetu B Internet ¢ momortrsio
proxy-cepsepoB. bezonacnocts JAVA-npunoxxennii. AHanu3 3ammieHHocTH. OTKa30yCTOMYHN-
BOCTb U 30Ha pucka. ObecrneyeHne 0TKa30yCTONYMBOCTH.

14. TIPOTPAMMA MHO®OPMALIMOHHOI BE3OITACHOCTH POCCUU U MIYTHU
EE PEAJIM3ALIMN. COBPEMEHHBLIE CPEJACTBA 3AIIUTHI THOOPMALIMN OT HCJ,

MeTtobl U cpelicTBa OTpaHUYEHHUS J0CTyIa K KOMIOHeHTaM DBM, HaJe)KHOCTb CPEJCTB
3alMTBl KOMIOHEHT; METOAbl M CpPEICTBA TMPUBA3KU MPOTPAMMHOIO OOECTeueHus: K
anmnapaTHOMY OKPYXXEHHIO U (pU3MYECKUM HOCUTEIISIM; METO/bI U CPEJICTBA XPAHEHUS KIIFOUEBOI
uH(pOpMaIlMK, TUIIOBBIE PEIICHUS B OPraHU3alld KJIFOYEBBIX CHUCTEM; 3allUTa MPOrpamMM OT
U3YYEHHUs, CIIOCOObI BCTpAaMBaHUsSl CPEJCTB 3alUTHI B MPOrpaMMHOE OOecleyeHue; 3alluTa OT
pa3pyliarmmx MporpaMMHbIX BozaeicTBuil (PIIB), moHsTHE H30IMPOBAHHON MPOTpaMMHON
Cpelpl, 3alliTa MPOrpaMM OT HM3MEHEHHs] U KOHTPOJIb IIEIOCTHOCTH; CHUCTEMHBIE BOMPOCHI
3alMTBl TPOTpaMM U JIaHHBIX, OCHOBHBIE KaTeropu TpeOOBaHW K MPOTPAMMHON U
MIpOrpaMMHO-aNMapaTHON pean3alui CpeacTB obecrneueHrs nHPOPMaIMOHHON 0€3011acHOCTH;
IporpaMMHO-aNnapaTHbIE cpelicTBa oOecreueHuss NHPOPMALMOHHONW Oe30MacCHOCTH B TUIOBBIX
OTIEpAI[MOHHBIX CUCTEMAaX, CUCTEMaXx YIIpaBlieHUs Oa3aMU TaHHBIX, BBIYUCIUTEIbHBIX CETAX.

4 METOANYECKUE PEKOMEHJIALIUU (YKA3ZAHUSA) AJIA CTYAEHTOB 110
N3YYEHUIO JTNCIUITJIMHBI

JlMcuuIuInHa W3ydaeTcs CTYACHTAaMH B JIEKIIMOHHBIX ayIUTOPHSIX M KOMIIbIOTEPHBIX
KJIaccax.

Kypc nexmuii cTpouTcst Ha OCHOBE YETKHX MOHATUH U (OPMYIMPOBOK, TaK KaK TOJIBKO
OpH  TaKkOM TIOAXOAE CTYACHTHl TNPHOOPETAIOT KyIbTYpy aOCTPAaKTHOTO MBINIICHUS,
HEOOXOUMYIO JJIsl BBICOKOKBANIM(UIIMPOBAHHOTO OakanaBpa B 1000 OTpaciau 3HAHHMA.
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N3noxeHne Marepuana JOJKHO OBITh 1O BO3MOXXHOCTH IMPOCTHIM U 0a3MpoBaThCS Ha ypOBHE
pasyMHONH crporoctd. W3nokeHHe TEOpeTHYEeCKOro MaTepuana JUCLUILIMHBL  JOJKHO
IPEIIECTBOBATH JJAOOPATOPHBIM 3aHATHSM.

BHumarenbHOe ciylmiaHue JIEKLIMH, YSICHEHHE OCHOBHOTO €€ COJep)KaHus, Kparkas, HO
pa3bopumBasi 3amUCh JIEKIUU - YCJIOBUE YCIEIIHOM CaMOCTOSTEIbHONW pabOThl KaXKI0To
cryaeHTa. [IoaToMy cTyneHTbI 00513aHbl HE TOJIBKO BHUMATENBHO CIIYIIATh PENoiaBaTess, HO U
KOHCIIEKTUPOBaTh M3JaraeMplii UM Marepuai. llpu 3TOM KOHCHEKTHMpOBaHME Marepuala
npezcTaBisieT co00 3anuch OCHOBHBIX TEOPETUYECKUX MOJI0KEHUHN, pacCyKI€HHUH, N3IaraeMbIx
nexkTopoM. HyXHO NOMHHUTb, YTO KOHCIIEKTHPOBAHME JIEKIMM JaeT CTYIAEHTY HE TOJbKO
BO3MOHOCTb 10JIb30BaThCS 3aMUCSIMHU JIEKLMI IPU CAMOCTOSITENIbHON MOJATOTOBKE K 3aHATUIM U
9K3aMEHY, HO U TIyOXe M OCHOBATEJIbHEH BHUKHYTb B CYILIECTBO H3JIara€MbIX B JIEKLUHU
BOIPOCOB, JIy4llle YCBOMTb M 3allOMHHMTb TEOpeTHYecKuil Mmarepuan. Pexkomennayercs
BBICKA3bIBAEMOE JIEKTOPOM IIOJIOKEHHUE 3alUChIBaTh CBOMMM cioBaMu. [lepen 3amuceio Hazo
HOCTapaThCsl BHaYase MOHATh CMbICI CKa3aHHOT0, HEOOXOJMMO CTapaThCs OTAEIUTH I1aBHOE OT
BTOPOCTETIEHHOT'O U, IIPEXKIE BCEro, 3amucaTh OCHOBHOM Marepuan. KauecTBo 3amucu JeKuuw,
KOHEYHO, BO MHOI'OM 3aBHCUT OT HAaBBIKOB KOHCIIEKTUPYIOILEI0, OT €ro oOILIei MoJroTOBKH, OT
CO00pa3UTETBLHOCTH, OT YMEHUS U3JIaraTh MPENnogHOCUMOE MIPENOJaBaTEIEM CBOMMHU CJIOBAMH.

Ha otpaboTky naGopaTopHbIX 3ajaHuil BelenseTcss He MeHee 80% BpeMeHH OT o0IIero
BPEMEHM Ha J1a0OpaTOPHOM 3aHATHH, ocTajbHble 20% BpeMEHU BBIAEISIETCS Ha IOJyYyeHUE
3aJlaHUs U OTYETHOCTH 3a €r0 BBIIIOJHEHHUE IIepe]] IIPENoiaBaTeeM.

OTtpaboTka 1a00paTOPHBIX 3aJaHUN TIPOUCXOJUT CICAYIOUIIM 00pa3oM:

1) IlpenonaBarens mepel HayaloM 3aHATHS BbIAET 3a/JaHUsl CTYAEHTaAaM B BHUJE
TEKCTOBBIX (hailJIoB, KOTOpPBIE PEKOMEHJIYETCS pa3MellaTb Ha €JUHOM CETEBOM pecypce B
KOMITbIOTEPHOM KJIacCe UM Ha MH(POPMAIMOHHOM CEpBEpE;

2) CTylneHT Ha 9KpaHE KOMIIbIOTEpAa BHUMATEIHLHO WM3Yy4aeT MOJYYCHHOE 3a/JaHHe, MpHU
HE00XO0IMMOCTH 3a/1a€T BOMPOCHI U YTOUYHSET MOCIE0BATEIbHOCTD BINOIHEHUS 3aganus. [lpu
BBIMIOJTHEHUM  33JaHU  JTaOOPAaTOpHBIX pabdOT PEKOMEHAYETCsl HCHOJb30BaTh y4eOHO-
METOJNYECKHE MAaTEPHUAIIBI.

3) Ilocne BhIMONHEHUS 3afaHMs CTYIACHT COXpAHSET pe3yibTaTbl pabOThl B 33aJJaHHOM
MecTe Ha JOoKaJbHOM aucke DBM pabodero mMecra miim Ha CETEBOM pecypce.

4) Cnaét BBINIOJHEHHOE 3aJ[aHue MPEToAaBaTeNIo, Il YeTO BBI3BIBAET €r0, TOBOPUT, YTO
3aKOHYMJI BHIIIOJTHEHHUE 3a/1aHUS U MOSICHSET MOCIe0BaTeNbHOCTh paboThl. [Ipu HeoOxoguMocTH
3a/1aéT BOIPOCHI U OTBEYAET Ha JIOTMOJIHUTENbHBIE BOMPOCH], BOZHUKAIOIINE y MpernoaaBarels,
MIOJIy4aeT OLEHKY.

IIpu pabore c muTepaTypoll TIJIaBHOE BHHUMAaHHE CJEAYyeT YAENsATh OCHOBHOM
peKoMeHyeMol nuTepaTtype. [lononHuTenpHas JIUTeparypa IpelHa3HaueHa JUlsl paclIMpeHHUs
Kpyro3opa CTyJeHTa U oOecredynBaeT (POPMHUPOBAHUE JOMOJHUTENBHBIX MPO(EeCCHOHATBHBIX
3HAaHUH, YMEHUU U HABBIKOB.

JUis  yCHemHoro YCBOEHHS AMCHUIUIMHBI HEoOXOoJuMa TMpaBUiIbHAs OpraHu3alus
CaMOCTOSITENIbHON PabOThI CTYACHTOB. JTa paboTa JOKHA COAEPIKATh:

— peryispHyl (©XKEHENeIbHYI0) MpOpadOTKy TEOPETHYECKOro Marepuaiga o
KOHCIIEKTaM JIEKIUI U yueOHHUKaM;

—  peryispHyio (eKeHeleNbHYI0) MOArOTOBKY K JJaOOpaTOPHBIM 3aHATHUAM, B TOM YHCIe
U3Yy4EHUE ONMCaHus JabopaTOpHBIX padoT;

—  BbINONHEHWE KOHTPOJIbHOW M CAMOCTOATE/IbHOM paboT.

Oco0oe BHMMAaHHME MpPH OPraHU3alUdd CaMOCTOSITENIbHOM paboThl CleAyeT YAEeIUTh
IUTAHUPOBAHMIO MOATOTOBKH. [ImaHupoBaHue — BaXHBIN (akTOp OpraHU3aluu CaMOCTOSTEbHON
pabotsl. OHO, BO-TIEPBBIX, MO3BOJSET BHUJETh MEPCHEKTHUBY pabOThI, BHISBIATh, pacHpeesiTh
BpEMs M MCHOJIb30BaTh €ro II0 CBOEMY YCMOTpPEHHUIO. BO-BTOpBIX, OHO AMCLUIUIMHHUPYET,
NOJYMHSAET IOBEJIEHHE CTYAEHTa LeasIM ydeObl. B cBA3M ¢ 3TUM 00s3aTenbHO clexyeT
IUTAHUPOBATh CBOIO CAaMOCTOSITENIbHYIO paboTy B mpenenax Heaenu. Ilocie Toro, kak cocraBiieH
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IIJIaH, €ro CIEAYET CTPOroO BHIIOJIHATH. [IpaBUIIBHO yUUTBIBask CBOE BPEMs U pacIpenelss ero B
COOTBETCTBUH C PACIIMCAHUEM 3aHATHH, CTYIEHT IIPU CTPOrOM COOJIIOJICHUH HAMEYEHHOTO IJIaHa
CMOXET BBIJICJIIUTH JI0CTATOYHOE KOJTUYECTBO YACOB JUISI CAMOCTOSATEIBHON PabOoTHI.

B ciyuae nosiBieHust Kakux-J1u00 BOIIPOCOB CleAyeT oOpamarbcs K IpenojaBaTesio B
yacel €ro KOHCyiabrauuii. Kpurepuem kadecTBa YCBOCGHHsS 3HAHUM MOIYT  CIIYXKHUThb
aTTECTallMOHHBIEC OLEHKU I10 AUCLUILIMHE U TEKYIIUE OLEHKHU, BBICTABIISIEMbIE IIPENOJAaBATEIEM
B TEUYEHHUE CEMECTpa.

YyeOHo-MeTOANYECKOE 00ecrieueHe CAMOCTOSITeIbHOI padoThl
CTY/JAEHTOB 10 JHCIHILINHE

KouunyecTBo
4acos, B
®opMbl/BHABI i
HaumeHnoBanue . COOTBETCTBHH C
Ne CaMOCTOAITETbHOI
pasnesa (TemMbl) yueOHo-
padoThI
TeMaTHYeCKUM
IJIAHOM
1. IToaroroBka K JeKIUH-
Beenenue B mHdpopmanuonnyio 6e3- | auckyccuu. Pabota ¢ KoH-
ormacHocTh. OOmias mpoOieMa WH- | CHEKTOM M PEKOMEHIYeMOM 2
dbopMarmoHHON 0E€30MacHOCTH UH- | JUTEPATypOil M0 TeMe JIEKIIUU
(OopMaLOHHBIX CHCTEM. IUIsL CHCTEMaTH3auu y4eOHo-
ro MaTepuasa.
2. | OOIIECUCTEMHBIC OCHOBBI  3aIUTHI
IToaroroBka Kk caMmOCTOSATEIb-
uH(popMalMu U Tpolecca ee odpa- .
HOI pabote. Pabora ¢ KoH-
OOTKHM B BBIYHCIHUTEIHHBIX CHCTEMAX. .
CTIEKTOM M PEKOMEHTyeMOi
3ammra MH(pOpMaAIMK TpU peanu3a- o 4
JUTEPATypO MO TeMe JEKIUH
MM WHPOPMAIMOHHBIX TIPOIIECCOB
JUTSL CUCTEMaTH3aINK Y4eOHO-
(BBOJ, BHIBOJ, Tepenaya, oOpaboTka,
ro Marepuania.
HAKOIUICHNE, XPAHECHHE)
3. Hamnucanue pedepara. 1U3zy-
YeHHEe OCHOBHOM U JIOMOJIHU-
[IpaBoBOe oOecneuenne uHPpOpMa- .
o TEJILHOM JINTEPATyphI IO TEME 4
IIMOHHOU 06e30IacHOCTH
nexuuu. Pabota ¢ pecypcamu
HuTepher.

4. N3yyenue OCHOBHOU U J10-
OpranuzanroHHoe 00ecreYeHne WH- | TOJHUTEIbHON JIUTEepaTyphbl 5
bopmanroHHOI 6e30macHOCTH no teme Jekiuu. Pabota ¢

pecypcamu MHTEpHET.

5. N3yyeHnue OCHOBHOMU U J0-

TexHuuyeckue cpeacTBa 0OecreyeH s | IMOJIHUTEIbHON JIUTEpaTyphbl 2
UH(POPMALIMOHHOM 0€3011aCHOCTH no teme Jekiuu. Pabora ¢
pecypcamu MHTEpHET.
6. ITonroroBka K 1a00paTOpPHBIM
3amura wHOOpPMAIUU OT HECAHKIIU-
paboram. Pabota c KoHCTIEK-
OHMpOBaHHOTrO joctyna. IIpenor- .
TOM U PEKOMEHIyeMOH JIuTe-
BpallleHHe HECAHKIIMOHUPOBAHHOTO . 6
paTypoii 1Mo Teme JEeKIHH IS
JIOCTYTa K KOMIIBIOTEPHBIM pecypcam
cucTeMaTH3aluu ya4eOHOTro
¥ 3aI{Ta MPOTPAMMHBIX CPEICTB
MaTepuaa.
7. BrinosiHeHNE KOHTPOIBHOM
paboThl. M3ydyeHne oCHOBHOM
3amuTa OT KOMIBIOTEPHBIX BUPYCOB . 4
U JIOTIOJTHUTEJILHOM JTUTEepa-
TYpBI 110 TEME JIEKIUH.
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8. [TonroroBka k 1a00paTOpPHBIM
paboram. PaboTa ¢ KoHCTIEK-
MaremaTuueckue U METOJIUYECKUE .
TOM U PEKOMEH]IyEMOH JINTe-
cpencrtBa 3amuthl. Kpunrtorpaduue- . 6
paTypoii o TeMe JIEKIUH IS
CKO€ 3aKpbITHE HHPOpMAIUT
cUCTeMaTH3aluu y4eOHOTO
MaTepuaa.
9. N3ydenue oCHOBHOM U J10-
MOJIHUTENIBHOMN JINTEPATYPhI
YHUUTOKEHHE OCTaTOUHBIX JaHHBIX 4
o teme Jekiun. Pabora ¢
pecypcamu MHTepHeT.
10. BrinosiHeHne KOHTPOIBLHOM
3ammra OT MOTepu HMH(POpPMAIUN | .
pabotbl. M3ydueHune ocHOBHOM
OTKa30B  IMPOTrpPaMMHO-aNMapaTHBIX . 4
CPEICTR U JOTIOJIHUTEIBHOM JITEpa-
P TYPBI 10 TEME JICKITUH.
11. | KoMmbloTepHBIC CpEICTBA peain3a- .
N3yyenne 0OCHOBHOMU U J10-
MU 3aIUTBl B HH(OOPMAIMOHHBIX .
MOJIHUTENIBHON JINTEPATYPhI
cucreMax. 3anmura HHGHOPMAIIMOHHO- 4
1o TeMe sekiuu. Pabora ¢
IPOrpaMMHOr0  oOecriedeHus  Ha
pecypcamu HTepHeT.
YPOBHE OIEPAIlMOHHBIX CUCTEM
12. N3yyenne 0OCHOBHOMU U J10-
3amuTa uHGOPMAIIMU HA YPOBHE CH- | TOJHUTEIHHOU JIUTEPATYpPhI 4
CTEM YIpaBJIeHUs Oa3aMH TaHHBIX 1o TemMe Jsekiuu. Pabora ¢
pecypcamu MHTEpHET.
13. IToaroToBKa K CaMOCTOSTEIb-
Ho#i pabore. Pabora ¢ KoH-
Cneunduueckue o0coOEHHOCTH 3a- .
CIIEKTOM U PEKOMEHTyeMOM
HIUTHl THPOPMAIIUU B JIOKAJIHHBIX H N 6
JTUTEPATypOi MO TeMe JeKIIUU
I00ATEHBIX KOMIIBIOTEPHBIX CETSIX
JUTSL CUCTeMaTH3aluK y4eOHO-
ro MaTepualna.
14. . [ToaroroBka k Tecty. PaGora
[Iporpamma uH(popManmoHHON O€3-
C KOHCIIEKTOM M PEKOMEHY-
onacHoctH Poccum u nmytu ee peanu- . 9
€MOi1 IuTepaTypoi o Teme 2
3auuu. CoBpeMEHHbIE CpelcTBa 3a-
TIEKLUU AJI CUCTeMaTU3alNH
muTel nHGopmanuu ot HCJJ
y4eOHOro Marepuana.
UTOro 54

HocuTeneil undopmaryu «Tepbepy. (2 yaca).

5 HPAKTUKYM IO JUCHUIIJIMHE

Tema 9. YHHUYTOKEHHE OCTATOYHBIX JAHHBIX

Conep:xkanue

JlabopaTtopnasi padora Nel. IIporpamma 0e3BO3BpaTHOrO YHQJICHHS JaHHBIX C

Hemu:

1. ocBOHTH pa60Ty C HpOFpaMMOﬁ JJIA 6C3BO3BpaTHOT0 yYAaJICHUS NAaHHBIX C HOCHUTEICH

unpopmanuu «Tepbepy;

2. TMONYyYUTh OMBIT palbOTHI C peanu3alell MexaHu3Ma Oe3BO3BPATHOTO YIAJICHUS
JAHHBIX.

3agaun:

1. IIpoYnuTaTb MW  BBIIIOJHHUTH

MHCTPYKTUBHYIO

4acCThb

nabopaTopHON  pabOTHI;
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2. TpOAEMOHCTPUPOBATh IIPENOAABATENI0 PE3YIbTAThl BBIIOJHEHUS IPAKTUYECKOTO
3aJjaHus paboThI;

3. MOATOTOBHUTH OTBETHl HA BOMNPOCHI, NMPUBEACHHBIE B KOHIIE JIAOOPATOPHOW pabOTHI;
4. OTBETUTH Ha BOIIPOCHI IIpenoaBaTesis 1o JabopaTopHOM paboTe.

Tema 11. KomnboTepHble CpeICTBA peaju3aliu 3allUThl B HH(POPMALMOHHBIX CHCTEMAX.
3amuTa HHPOPMALMOHHO-NIPOrPAMMHOI0 00ecIeyYeHNsl HA YPOBHE ONEPAIHOHHBIX CHCTEM

Conepxanue

JlaGopaTopuas padora Ne2. [Iporpamma Ju1st KOHTPOJISl U3MEHEHUH 00BEKTOB (hailyioBOM

cucreMbl «Dukcey. (2 gaca).
Henn:

1.

OCBOUTH PabOTy ¢ MporpaMMoii sl OOHapyKeHUS U3MEHEHH B 00bekTax (aiioBoil cu-
CTEMBI;

2. TOJYYHUTh ONBIT PabOTHI C pealin3alreil MexaHu3Ma KOHTPOJIS IIEIOCTHOCTH.

3apaum:

1. mpouuTaTh TEOPETUUYECKUE CBEIICHUS;

2. TPOYUTATh U BBHIMOJIHUTH HHCTPYKTUBHYIO YacTh 1a0OPaTOpPHON padoOTHI;

3. BBINOJHATH 3aJaHUSI JUISI CAMOCTOSITEIILHOTO BBITIOJIHEHUSI B KOHIIE JIAOOpaTOpHOU pado-
THI,

4. TPOJEMOHCTPUPOBATH MPETOJABATEIIIO PE3YIbTATHl BBIMOJIHCHHUS MPAKTUYCCKOTO 3a/1a-
HUS pabOTHI;

5. TOATrOTOBHUTH OTBETHI HA BOIIPOCHI, MPUBEAEHHBIE B KOHIIE Ta00paTOpHOI pabOTHI;

6. OTBETUTH HA BOIPOCHI MPETIOABATEIIS 10 JTAOOpaTOpHOU paboTe.
JlabopaTopuasi pabora Ne3. [laponbHas 3amuTa (2 Jaca).

Hean:

MMO3HAKOMUTHCS ¢ MEXaHU3MaMHU ITAPOJILHOM 3aIUTHI.

3ananus:

1. mpouuTaTh U BBHINOTHUTH UHCTPYKIIMU K TaOOPATOpHOI paboTe;

2. TOATOTOBUTH OTBETHI Ha BOMPOCHI, MIPUBEAEHHBIE B KOHIIE PaOOTHI;

3. TPOJEMOHCTPUPOBATH MPEIIOAABATEIIO BEITIOTHEHHYIO MTPAKTUIECKYIO YacTh paOOTHI,

4. OTBETUTH Ha BOIPOCHI MPETIOIaBATEIS.

Tema 8. MaTemaTuueckue U MeTOANYECKHe cpecTBa 3amMThl. Kpunrorpadguyeckoe 3a-

KpbITHE HHPOPMALMU

Conep:xkanue

JlabopaTopuasi padora Ned. Kpuntorpadudeckas 3ammura JaHHBIX Ha HOCHTEISIX

uHpopmanuu (2 yaca).

C ToOuYKM 3peHMs 3alMTHl KOH(UIEHIIMATLHON WH(OpMAINUU, CTaHIAPTHBIE CITOCOOBI

XpaHeHHs (HaiIoB Ha HOCUTENAX MH(POpPMAIMKA UMEIOT HECKOJbKO ys3BuMmocTeil. Kak mpaswuio,
daitnoBas cucreMa XpaHHUT Bce (ailyibl Ha (U3HUEeCKOM HOCHTENEe B He3alln(ppoBaHHOM BHJIE.
OTO0 03HaYaeT, YTO MPHU MOMaJaHUU KECTKUX TUCKOB WIIM JIPYTUX HOCUTENEH B UyXKHe PYKH BCS
uH(popMaIus ¢ HUX MOXKET ObITh pounTaHa. Takue MeTobl 3aluThl, Kak napoau Windows u
npaBa Ha (paiiibl, HE OCTAHOBAT MPOTUBHUKA. [[1s GOpHOBI ¢ 3TUM HCTONB3yeTcs MmHppoBaHue
MH(POPMALIMU: B 3TOM Cilydae Ha (U3NYECKOM HOCHUTEJE JAaHHBbIE XpaHATCS B 3allM(pPOBaHHOM
BUJE, YTO 3aTPyJHSET JOCTYI, JaXe €CIM HOCUTENb MOMal B paclopsHKeHHE MPOTHBHHUKA.
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OueHp BajkeH BBIOOP MPOrPaMMHOTO OOecredeHus sl U(PPOBaHUS: HApUMep, MHppoBaHUe
¢ailnoB, 10cTylHOE B HEKOTOPBIX Bepcusax Windows kak cTangapTHas GyHKIMs ONEepaliiOHHON
CHCTEMBI, SIBJIAETCS CIaObIM M HE CMOXKET 3aIUTHTh OT MPOTHUBHUKA C MPO(ecCHOHAIBHBIMU
HaBblkaMu. OJIHaKO, CYyLIECTBYET IIPOrpaMMHOE OOecledyeHHe, KOTOpoe AAET KaueCTBEHHYIO
3alIUTY JaXe TPOTHB MPO(ECCHOHATLHOTO TPOTUBHHUKA.

OnHuM M3 mpeAcTaBUTENCH TAaKOro MporpaMMHOIO oOecledeHus SBISETCS MporpaMma
VeraCrypt, koTopas  OTHOCMUTCS K KJaccy @porpammMm, IpeJHa3HAYeHHbIX s
KpUNTOrpauueckon 3aluThl JAaHHBIX HA KOMIIBIOTEPHBIX HOCHTENsX HHpopmauuu. Pabora
VeraCrypt oCHOBBIBAaeTCS Ha 3allMUIEHHBIX XpaHWIMIIAX, KOTOPbIE MOXHO MOHTHPOBATH U
UCIIOJIb30BaTh KaK OOBIYHBIC JIOTMYECKHE AUCKU. JlaHHBbIE HAa TaKMX JUCKaX 3allM(poBaHbI: BCe
(aiinpl, KOTOpBIE 3aNHMCHIBAIOTCS HAa TAKOH JIOTMYECKUW IHCK, MU(PPYIOTCS NPH 3alHCH, U
pac(ppoBBIBAIOTCS IPU YTEHUH. Takas opraHu3anus IpoleccoB MuGpoBaHUs U AU (YPOBKU
Ha3piBaeTCcs Imu¢ppoBaHueM (aemudpoBanueM) Ha JeTy. VeraCrypt mNO3BOJSET cO31aTh
mudpoBaHHOE XpaHWIUILE B BHJE OTAeNbHOro (aina niam 3amudpoBaTh >KECTKUH AUCK
LEITUKOM WIH ero paszel. B TaHHOMU nabopaTtopHoOi pabore
paccMaTpuBalOTCs 06a BapuaHTa UCIOJIb30BAHUS 3TON MPOrPaMMBI.

JlabopaTopnasi padora Ne5. Co3manue U MCMONBb30BaHUE CEPTU(UKATOB AIIEKTPOHHOMN
undposoit moganucu (2 yaca).
Henn:

1. TOMy4YUTH MPEACTABICHUS O MEXaHU3MaX CO3JAHHS M MCIIOIH30BaHMS CEPTUDUKATOB
3JICKTPOHHOM TU(PPOBOH TOANHKCH;
2. TOJY4YUTh OMBIT paboThl ¢ cepTudukaramu DI

3aganusa:

1. mpouuTaTh U BHIIOIHUTH UHCTPYKIHUIO K TAOOpaTOpHOU paboTe;

2. TIOJTOTOBUTH OTBETHI HA BOMIPOCHI, TPUBEAEHHBIEC B KOHIIE paOOTHI;

3. TPOJAEMOHCTPUPOBATH MPETOAABATEINIO BEHITIOTHEHHYIO MTPAKTUYECKYIO YacTh paOOTHI;
4. OTBETUTH Ha BOIPOCHI, 33/IaHHbIE MTPETOJaBaATEIIEM.

Jla6opaTopnasi padora Ne8. Co3nanme m pabora ¢ 3amm(POBAHHBIMU XPAHUIHIAMHU
uHpopmaruu (2 yaca).

Henn:

OCBOUTH MPOCThIE KpUNTOrpahuuecKre CpecTBa 3alUThl HHPOPMAITUH.

3ananus:

1. npoumTaTh U BHINONHUTE MHCTPYKIHMIO K Ja6OPATOPHOIi paboTe;
2. TOArOTOBUTH OTBETHI HA BOIIPOCHI, IPHBEAEHHBIE B KOHIIE PabOTHI;
3. IpOIEMOHCTPHPOBATH IIPEMOAABATENIO BBHINOJHEHHYIO MPAKTHYECKYIO 4acTh pabo-

ThI,

2

4. OTBCTUTH Ha BOIIPOCHI, 3aJaHHBIC IIPCIIOJABATCIICEM.

JlaGopaTopnas padora Ne9. Co3naHue U MCIOIb30BAHUE CEPTU(PUKATOB DIEKTPOHHOM
uupoBoi noanucu (2 yaca).
B cooTBercTBUU CO cXeMOW paccuuTaTh CYMMapHYIO pa30opuMBOCTh (POPMAHT B CMEXK-
HOM IIOMEILIEHUH, KOPUJOPE U 3a HApYKHOU cTeHol. Crenars BhIBOJBI O BO3MOXKHOCTU WJIU HE-
BO3MOXHOCTH YTE€UKH 3BYKOBOM HH(OpPMAILIHH.
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BryTpenHu# qEop

STAHHA
OJKkHO
: K
; | | S
CMesxHan
KomHuara, rae peqayrces KOMHATA
KoH(HIe [HAIbHBIE

IIepPeroEopkbI @

—
Kopunop @ Hpephb

YPOBHU HHTEHCUBHOCTHU PE€UYM B OKTaBHBIX Moj0cax Oepyrcs u3 taoi. 1,
ISl BCEX BapUAHTOB OHU OJMHAKOBEI.
Xon BBITTOTHEHUS J1a00paTOpHON pabOTHI M €€ pe3yNbTarThl IPEACTaBETe B (hopMe oTueTa.

i

JlaGopaTopuas padora NelO. Co3manne u MCHIONB30BaHUE CEPTU(DUKATOB AICKTPOHHOM
nudposoit moanucu (2 yaca).

B cooTtBercTBUU cO cxemoii (puc. 1) MpPOU3BECTH pacyeThl 3alUIIEHHOCTH ITOMe-
HICHUS OT YTEUKU MHGOPMAIIMH 110 AJIEKTPOMArHUTHOMY KaHaIy.

I'pannna koHTpoNHpPYeMOil 30HEI

OxHO

IISBM

=

A

Puc. 1. Cxema MMOMCHICHUS U ITPOBCIACHHUA PACUCTOB

Cpez[HeKBa;[paTqucxHe SHAYCHUA HAIIPSXKCHHOCTU II0JIA Ea aTMOC(I)CpHBIX IIOMCX HE
PaCCUNThIBAThH, 4 CYNTATh OAWMHAKOBBIMHU JJIA BCEX BAPUAHTOB U PaBHBIMU

100 MTI'ngy 500 MI'n 1000 MI'n

E., MxB/M
(Ta=293°K, f,s=40 MTI'1) 0,346 1,738 3,467
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Tema 13. Cnenuduyeckne 0cOO0EHHOCTH 3aIIMTHI MHPOPMALMH B JIOKAJIBHBIX M I7100a/1b-
HbIX KOMIILIOTEPHBIX CeTAX

Conep:xkanue

JlabopaTopHnasi pa6ora Ne6. [Toctpoernne VPN-cetn ¢ mOAKIOYEHHEM IO JIOTUHY WU
napoJto (2 yaca).

3aganusa

O3nakoMuThCs ¢ onucanusiMu TexHonoruu VPN u mporpammuoro mpoaykra SoftEther
VPN.

Co3math ceTb U3 BUPTYaJbHBIX MAIIMH, UMEIONIYIO TPUBEAEHHYIO HHXKE KOH(PUTYPAIHIO.

YcranoButh 1 HacTpouTh SoftEther VPN Server Ha cepBepHoil mammHe.

YcranoButh 1 HacTpouth SoftEther VPN Client Ha KITUEHTCKUX MaITHAX.

[IpoBepuTh paboTOCIOCOOHOCTH CETU MPETIOKEHHBIMU CIIOCOOAMHU.

OO0mme cBegeHUs

VPN

Virtual Private Network — BupTyanbHas yacTHas ceTb — 3TO HAOOp TEXHOJOTHH,
MO3BOJISIOIINUX OCTPOUTH JIOTHYECKYIO CETh MTOBEPX APYyroil cet, Hanpumep, MurepHera. Takas
JIOTUYECKasl CETh MOXKET COCTOSITh U3 JABYX M 0OoJiee y3JI0B, MOXKET ObITh OJJHOPA30BO, TO €CTh
YCTaHABIMBACTCS JJSl TPOBEJCHHUS TOJBKO OJHOTO E€IMHCTBEHHOTO ceaHca padoThl, Tak U
CYILECTBOBATh HA ITOCTOSIHHOM OCHOBE.

VY cereii VPN ectb ABa OCHOBHBIX Ha3HauyeHUs: 1) MOCTpOEHHE JOKAIBHOU CeTH
(COOTBETCTBEHHO OpraHM3alUsi COBMECTHOH pabOTHI M pacrpelesieHue PecypcoB MaIllH, Kak
MpaBWJIO, HE HAXOIAMMXCA (U3MYECKH B OJHON JIOKAaJbHOW CeTH), 2) oOpraHu3anus
3aIMIIEHHOT0 0OMeHa H(popMaIuel MeX Iy y3jIaMu, COCTABIISIIOIIUMU Takyto ceTb. VPN gacTo
IPUMEHSIOTCS KOMIIAHUSAMH, JUIsl OpraHu3aluy  3alIMIIEHHOIO  yNAIEHHOTO  JIOCTyna
COTPYJIHUKOB JIOKAJbHBIM CETSM MPENNPHUATHS B ciaydae yaaaéHHOU paboThl, 1Jid 00beAUHEHUS
JIOKAJIbHBIX CeTell (PUIInanoB, HAXOASIIUXCS Ha OONBIINX PACCTOSHUSAX IPYT OT APYTa, B €IUHYIO
CeThb KOMIAHWM, U 11 oOMeHa 0cO00 Ba)KHBIMH JAHHBIMH, KOTOPBIE HENb3sl IMEpeaBarh IO
HE3aIUIIEHHBIM KaHAJIaM CBSA3U B OTKPBITOM BH/IE.

VPN He sBiseTcs €IMHCTBEHHBIM CPEICTBOM 3alllUThl MEpPEAaBa€MbIX JAaHHBIX, HO BO
MHOTUX chydasx ceTb VPN oka3piBaeTcsi Hambosee ONTHUMAlbHBIM pEHIeHHEeM, U YacTo —
€MHCTBEHHO BEPHBIM.

Unes VPN cocTtouT B TOM, YTO CBSI3b OCYHIECTBJISIETCS IO CETAM C MEHBIIUM WIIU
HEU3BECTHBIM YpPOBHEM JIOBepUs (Hampumep, 1o MyOIMYHBIM CETSIM), a YPOBEHb JOBEpPHUS K
MOCTPOCHHOH JIOrMYeCKOM CeTH HE 3aBUCUT OT YPOBHsS J0BEepHs K 0a30BBIM ceTsM Onaroiaps
WCIIOJIb30BAHUIO CPENCTB Kpunrtorpaguu (mmdpoBaHus, ayTeHTH(PUKALUU, UHPPACTPYKTYpPbI
OTKPBITBIX KJIOUEH, CPEeACTB AJiA 3allUThl OT IMOBTOPOB U HW3MEHEHUH NEpelIaBaeMbIX 10
JIOTUYECKON CEeTH COOOITICHUH ).

VPN MosxeT obecrieunBaTh COSAMHEHUS TPEX BUAOB: y3eI-y3e, Y3€I-CeTh U CETh-CETh.

Cerp VPN Moxer ObITh NMOCTpO€Ha Kak Ha OCHOBE CIIEHUAIbHOrO0 000pYJOBaHMS,
HarpuMep MapupyTu3aropoB komnanuu Cisco, Tak U Ha OCHOBE CIIELUAILHOTO MPOTrPAMMHOIO
oOecrnieyeHrs Wi KOMOMHUPOBAHHOTO BapHUaHTA.

JlabopaTopuasi padora Ne/. Iloctpoenne VPN ¢ momkitodeHHeM Y3JI0B K CETH TIO
cepTudukarty (2 yaca).

3aoanus

. mpouynmTtamTe MaTepuman pai3pena O6wue

cBeneHunsar,

2. BBIMONMHMUTE NOATFTOTOBKY K BBIMOJMTHEHMUL
NPaKTMWYEeCKOM YyacTu nNnabopaToOpHOW paboThbl,
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3 BBIMONMHUTE yCTaHOBMUTE coegunHeHMUE
MeXanay KNMeHTaMM " cepBepoOMm yepea
MEXaHWU3IM

ayTeHTUDPUKaAaUMUKWN NOoO cepTUDUKaAaTaM,

4 3a6N0OKUPYHUTE BO3MOXHOCTHDb

NOOKNKWYEeHMUSHA KNITMWEeEHTOB no OOHOMY n 3
cepTtTunudmukartToB,;

b ycTaHOBMUTE MeXaHWUW3IM ayTeHTUWDHUKaAaLMUM

cepBepa KNWNEHTOM,

6. npoBepbTe paboToCnNOCOBOBHOCTbL CETMH.

PekomMeHaoytTCA K NMPOYTEHMUI cnepapytwune
cCTaTbMu:
1. LinuxFormat: CONeKTPOHHBbIE noaonucwm U
LMdpPpOBSLH € cepTunudUMKaATHI. YacThb 1.»

http://wiki. linuxformat. ru/wiki/LXF93: O ne K TpPOHHBLIE _NOANMU
cu

2. LinuxFormat: CO9NeKTPOHHBLIE noanucwm 7
LMudbpoBbL € cepTUDUKATHI. YacThb 2.9
http://wiki. linuxformat. ru/wiki/LXF94: 9 ne K TPOHHBIE_NOANMHU
cu

3. OpenOffice Org: <(KlMMone3HOCTMU: Ka k co3p0aThb
ULMdbpoBYIO noanucesb B LJOKYMEHTE Ooo»
https://wiki.openoffice.org/wiki/OOo MonesHocTHu: Kak c
o3jJaTb UMdDpoOoBYH NoanuMcb B_aooKkKymeHTe 0O
o #.D0.92.D0.B0.D1.80.D0.B8. D0. BO. DO. BD. D1.82_2. . DO. A1.DO0. BO. DO. BC. DO. B
E. DO. BF. DO. BE. DO. B4. DO. BF. DO. B8. D1. 81. D0. BO. DO. BD. DO. BD. D1.8B.0.B9_.D1. 8
1.D0.B5.D1.80.D1.82.D0.B8. D1. 84. D0. B8. DO. BA. DO. BO. D1. 82.

o (SO

A Takxe cTaTtbu 3 Wikipedia:

1. https://ru.wikipedia.org/wiki/LludbpoBon cepTuUudmukKkar

2. https://ru.wikipedia.org/wiki/LleHTp cepTUudUKaALUMU
3

https://ru.wikipedia.org/wiki/CepTuMdMUKAT OTKPLTOIrO_ KNI

4. https://ru.wikipedia.org/wiki/ 9 nekK TpoHHag noAanNUCGHL
5

https://ru.wikipedia.org/wiki/ MHdpac TpPpyYyKTYypPpa OTKPHL Thl X_

Knovyemn

6 IMJAKTUYECKHUE MATEPHAJIBI VIS KOHTPOJISI (CAMOKOHTPO.IS)

YCBOEHHOI'O MATEPHUAJIA

6.1 OneHoYHbBIE CPEICTBA, MOKA3ATEJN M KPUTEPUH ONEHUBAHUS KOMIIETEHIUH

HNHupexc
KoMIIe-
TEeHINH

OneHnounoe
CpPeacTBO

IToxa3aTenn
OLICHUBAHUSA

Kpurepun oueHuBanus
copMHpPOBAHHOCTH KOMIIETEHIM I



https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://ru.wikipedia.org/wiki/Цифровой_сертификат
https://ru.wikipedia.org/wiki/Центр_сертификации
https://ru.wikipedia.org/wiki/Сертификат_открытого_ключа
https://ru.wikipedia.org/wiki/Сертификат_открытого_ключа
https://ru.wikipedia.org/wiki/Электронная_подпись
https://ru.wikipedia.org/wiki/Инфраструктура_открытых_ключей
https://ru.wikipedia.org/wiki/Инфраструктура_открытых_ключей
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OIIK-3,
[1K-3

CobecenoBa-
HHE

Hu3zknii
(HEeYTOBJIETBOPUTEIHHO)

CTyzneHT OTBeUYaeT HEMPaBUIHHO, HEUETKO
U HEYOeOWTEIIbHO, JaeT HeBepHbIe (op-
MYJIMPOBKH, B OTBETE OTCYTCTBYET KaKOe-
100 MPEJICTaBICHHE O BOIPOCE

[Toporossiii
(YZIOBIIETBOPUTEIIHHO)

CTyneHT oOTBe4YaeT HEKOHKPETHO, ciaabo
apryMEHTUPOBAHO U HE YOCIUTEIHHO, XO-
TS M UMEETCSl KaKOe-TO MPEACTaBICHUE O
BOMpOCE

ba3zoBbiii
(xoporo)

CTy,I[eHT OTBCYACT B LCJIOM IIPpaBUJIBHO,
HO HCAOCTATOYHO ITOJIHO, YCTKO H yGGIII/I-
TCJIBHO

Bricokuit
(oTIIMYHO)

CraButrcs, eciM IPOJAEMOHCTPUPOBAHBI
3HaHUE BOIPOCA M CaAMOCTOSITEIbHOCTb
MBILLUIEHUSI, OTBET COOTBETCTBYET TpeOO-
BaHUSIM IPaBUIBHOCTHU, MOJIHOTHI U apry-
MEHTHUPOBAHHOCTH.

OIIK-

I1K-3

PasnoyposHe-
BBIC 3a/la4U U
3aaHUA

Huzkui
(HEey10BJIETBOPUTEIIHHO)

OTBeT CTYACHTY HE 3aUUTHIBACTCS €CIIH:

e 3ajaHMe BBINOJHEHO MeHee, 4YeM Ha
IIOJIOBUHY;

e CrymeHT O0OHapyXHBaeT HE3HAHHUE
OOJIBIICH YacTH COOTBETCTBYIOIIETO MaTe-
puana, JONMyCKaeT OmMMUOKH B (QopMyIu-
POBKE ONpECICHUN U MPaBHII, HCKAKAIO-
M€ UX CMBICI, OCCIIOPSAOYHO H3JIaraeT
Marepual.

[Toporossiii
(YIOBIETBOPUTEIHHO)

3amaHne BBINOIHEHO Oosee, UeM Ha I10J10-
BuHy. CTyleHT OOHapyXHBaeT 3HAHHE U
IMOHMMAaHWE OCHOBHBIX ITOJIOKEHUI 3aza-
HUS, HO:

e ll3maraer MaTepuana HEMOJHO U JIOIMYC-
KaeT HETOYHOCTH B OIPEICICHUH TIOHS-
THH;

e He ymeer mocrarouno riyOoko H JiO-
Ka3aTenbHO 000CHOBATh CBOU CYXKACHUS U
MIPUBECTH CBOW TIPUMEPHI;

e ll3maraer marepual HeMmocleA0BaTEb-
HO M JIOMYCKaeT OMIMOKH B S3BIKOBOM
0(OPMIICHHUHN W3JIaraeMoTo.

bazoBslii (xopor1io)

3anaHure B OCHOBHOM BBINOHEHO. OTBETHI
MpaBUIIbHBIE, HO:

e B orBere AOMyHIeHb MajlO3HAYUTEIb-
HbIe OIMUOKHU U HEIOCTATOYHO TOJHO pac-
KPBITO COJIEp>KaHUE BOIIPOCA;

e He nmnpuBeaeHbl WUIIOCTPUPYIOLIUE
MPUMEPBI, HEJOCTATOYHO YETKO BBIPAKEHO
00001Iarone MHEHUE CTY/ICHTA;

e Jlonymeno 1-2 Hegouera B mocienoBa-
TETHHOCTH U SI3BIKOBOM O(OpPMIIEHUU W3-
J1araeMoro.
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Beoicokwuii (0TIMYHO)

3ajaHue BEBIIOJHCHO B MAaKCHMAaJbHOM
o6beMe. OTBETHI TIOJIHBIE U TTPABUIIBHBIC.

e CrTyAeHT MOJHO H3JIaraeT MaTepuall,
JIlaeT MPaBWIbHOE OMNpPEIeICHHE OCHOBHBIX
MOHSTHUH;

e (OOHapyxuBaeT IMOHMMaHHE MaTepua-
Ja, MOXKET OOOCHOBaTh CBOM CYXKJICHHS,
NPUMEHUTh 3HAHUS Ha IPAKTUKE, MPUBE-
CTH HEOOXOUMBIC TIPUMEPHI;

e U3naraer marepuan MoCJIE€IOBATEIbHO
U MPABUJIIBHO C TOYKH 3PEHUS HOPM JIUTE-
paTypHOTO S3bIKA.

bazoBbiii
(xoporio)

3aJaHie B OCHOBHOM BBITIOJIHCHO:

e CTyneHT TBEpIO YCBOWUI TeMy, Tpa-
MOTHO M TIO CYIIECTBY H3JIaraeTr ee, OIu-
pasich Ha 3HAHWS OCHOBHOM JINTEPATYPHI;

e He gomyckaeT CylIeCTBEHHBIX HETOY-
HOCTEM;

e VBS3bIBAaCT YCBOCHHBIC 3HAHUS C MPAK-
THYECKOH JICATCIbHOCTBIO;

e ApryMEHTUpPYET Hay4HbIE MOJIOKEHUS;
e JlemaeT BBIBOABI 1 000OIICHHS;

e Biageer cHCTEMOM OCHOBHBIX IIOHS-
THH.

Bricokuii
(oTHMuHO)

3agaHue BBIMIOJHEHO B MAaKCUMaJIbHOM
o0BbeMme.

e CryneHT T1iIy0OKO U BCECTOPOHHE
YCBOUJI IPOOIIEMY;

e VYBepeHHO, JIOTUYHO, MOCIEA0BATEIILHO
Y TPaMOTHO €T0 U3JIaraerT;

e Omnupasich Ha 3HAHUS OCHOBHOM U J0O-
TIOJTHUTEJILHON JIUTEpPaTyphl, TECHO MPUBSI-
3bIBAE€T YCBOCHHBIEC HAYUYHbBIE MOJOKEHHUS C
MIPAKTHYECKOU JEATEIbHOCTBIO;

e VYMeno 00OCHOBBIBACT U apryMEHTHPY-
€T BBIJIBUTAEMbIC UM HU/ICH;

e JlenaeT BBEIBOJIBI M 0OOOIICHMS;

e (CBOOOIHO BIIAZEET HOHATUIMU.

6.2 IIpoMeskyTOYHASI aTTECTALUSA CTYAEHTOB MO AUCHUILINHE

IIpomexxyTouHast aTTecTalys sBISIETCS NPOBEPKOM BCEX 3HAHUM, HABBIKOB U YMEHUU
CTYJEHTOB, MPUOOPETEHHBIX B MpOIECCe U3YUYEeHUS AUCUMILTUHBL. DopMOi MpOMeKyTOUHOM aT-

TECTAalUU 110 JUCHHUIIIIMHE ABJIACTCA DK3aMCH.

21.]'[5{ OLCHUBAHUA PE3YJIbTATOB OCBOCHUA NUCHUILIMHBI IPUMEHACTCA CICAYIOIIUEC KPUTEC-

pyur OUCHHUBAHUA.

Kputepun onieHUBaHNs YCTHOTO OTBETA HA IK3aMeHe

Orenka 5 (OTIMYHO) CTAaBUTCS, ECIIH:

MOJIHO PACKPBITO COJEpPXKaHUE BOMPOCOB B 00beMe MPOrpaMMbl U PEKOMEHOBAHHOM JIH-
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TEepaTypbl; YeTKO W MPABUIIBHO JAHBI ONPEACTICHHS] U PACKPBITO COACPKAHNE KOHIICTITYaTbHBIX
MOHATUH, 3aKOHOMEPHOCTEH, KOPPEKTHO MCIOJb30BaHbl HAYYHBIC TEPMHHBI, JJIS JTOKa3aTelb-
CTBAa WCIOJIH30BAHBI PA3IMYHBIC TEOPETUYCCKHUE 3HAHWSI, BBHIBOJIBI M3 HAOIIOJCHUI U OTMBITOB;
OTBET CaMOCTOSITCIIbHBINA, WCUYEPIBIBAONINN, 0€3 HaBOISAIIUX JONOJIHHUTEIBHBIX BOIPOCOB, C
OTIOPOY Ha 3HAHWS, TPUOOPETECHHBIC B MPOIIECCE CIEIUATM3AINN 110 BEBIOPAHHOMY HAIIPABJICHUIO
nH(pOpPMATHKH.

O1enka 4 (X0Opolll0) CTABUTCS, €CIIHU:

PAacKpBITO OCHOBHOE COJIEpYKaHHE BOIPOCOB; B OCHOBHOM IPABHJIBHO JIaHBI ONPECICHHS
MOHSITHIA M WCIIOIH30BaHbl HAYUYHBIC TEPMUHBI, OTBET CAMOCTOSTEIbHBIN; ONPEICICHUS TTOHATHI
HEIOJIHBIC, JIOMYIIECHbI HAPYIICHHs MOCIIEI0BAaTeIbHOCTH U3JI0KEHHUs, HEOOIbIINE HETOYHOCTH
MIPH WCTIOIH30BAaHUH HAYYHBIX TEPMUHOB WJIM B BBIBOJIAX U 000OIIEHUSX, HCIIPABIISIEMBIE TIO JI0-
MIOJITHUTEJIbHBIM BOITPOCAM 3K3aMEHATOPOB.

Ornenka 3 (YIOBICTBOPUTEIBHO) CTABUTCS, €CIIH:

YCBOGHO OCHOBHOE COJIep:KaHHe y4yeOHOro mMaTepuaia, HO M3JI0KEHO (parMeHTapHO, HE
BCEr/ia MOCIIE0BATEIbHO; ONPEICIICHUE MOHITHIH HEJOCTATOYHO YETKOE;, HE HCIIOJIb30BAHBI B
KauyecTBE JI0Ka3aTeIbCTBA BHIBOABI U3 HAOIIOIEHUN U OMBITOB WM JOMYIICHBI OMIMOKH MPU UX
W3JI0KEHUH; JIONMYIICHBl OIMMUOKKM M HETOYHOCTH B WCIOJIH30BAHUU HAYYHOH TEPMHHOJIOTHUH,
OTIpEICTICHUY TTOHATHH.

Ornenka 2 (HeYJIOBICTBOPUTEILHO) CTAaBUTCS, €CIIM:

OTBET HEIPaBUJILHBIN, HE PACKPHITO OCHOBHOE COJCp)KaHHWE MPOrPaMMHOTO MaTepHuaa,
HE JJaHBI OTBETHI Ha BCIIOMOTATEIILHBIC BOTIPOCH 3K3aMEHATOPOB; JOIMYIIEHbI TPyObIe OMMOKHU B
OTIpEICJICHUHN TTOHATHH, PU UCITOIH30BAHUH TEPMUHOJIOTHH.

6.3 TunoBble KOHTPOJIbHBIE 32JaHNS WU HHbIE MAaTepPHAJIbl, He00X0AUMBIE 1JIs1
OLICHKH Pe3yJIbTATOB OCBOCHUS AMCUMILINHBI
IlepeyeHb NPUMEPHBIX BONPOCOB K IK3aMEHY
. Ilonsitue Ub. OcHoBHbIE cocTaBistomue b u ux pons npu coznanuu 1C.
. 3nauenue u poas b B coBpeMeHHOM Mupe.
. Yrpo3sl b (ocHOBHBIE OonpeieneHns) U KpUTEpHH KilacCU(DUKALUU YTPO3.

1
2
3
4. IIpumepsbl yrpo3 U pUCKOB [0 BCEM OCHOBHBIM COCTaBJIstOIINM (acnektam) Mb.
5. Ananus yrpo3 u puckoB UC ¢ Touku 3penus Ub.

6

. Poccuiickoe n MexTyHapOIHOE 3aKOHOJATENILCTBO B 00JIACTH 3alUTHl HHPOPMAIUH.

~

. CTaHIlapTBI n CHGI_II/I(I)I/IKaLII/II/I B 00JacTu 3allluThI I/IH(I)OpMaI_II/II/I, HUX OCHOBHBIC
MMOJIOKCHHA U IMPUHIUIIEI TIOCTPOCHUA.

8. «OpanxeBasi KHUTra» KaK OLICHOYHbIN CTaHJapT.
9. Kputepuu onieHkn 0e30nacHOCTH HHPOPMAIIMOHHBIX TEXHOIOTHM
10. OcHOBHBIE MEXaHU3MBI U CEPBUCHI 0€30IaCHOCTH.

11. CereBas 6e30macHOCTb, HauboJEe XapakTepHble yrpo3sl A ceTeBblx UC, Toukn
BXOJIa.

12. AnmuHucTpaTHBHEIH ypoBeHb Vb (OCHOBHBIC TOHATHS, TOJUTHKA O€30MTaCHOCTH).

13. HporpaMMa 6C3OHaCHOCTI/I, CUHXPOHU3aAIUA NPpOTpaMMBbI 0e30IMaCHOCTH C
KU3HCHHBIM ITHUKJIOM CHCTECM.

14. Ynpasnenue puckamu. OCHOBHBIE MOHSTHSI, IPUHLIUTIIBI, TATIBIL.

15. IIpouenypusiii ypoBerb 1b, kinaccudukanust Mep 3TOro ypoBHsi.
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16. IlpuHuune! puzndeckoit u apxurekrypHoii 6e3onacHoctu UC. Uepapxuueckas
opranuzarus NC.

17. Unentudukanus u ayreHTUGUKAIUS (CTIOCOOBI, UX JOCTOMHCTBA U HEJIOCTATKH ),
YIIPaBJICHUE JTOCTYIIOM.

18. praBHeHI/Ie AOCTYIIOM, TCXHOJIOTHH, TPUHIUIIBI OpraHnu3alii, TUITMYHBIC PCIICHU .

19. Texnosmoruu NpOTOKOJIMPOBAHUS U ayauTa. | [pMHIMIIBI TOCTpOEHUS U 3a1a4H,
3aBUCHUMOCTB OT Jpyrux cpeacts Ub.

20. Ucnonp3oBanue kpunrorpaguieckux texuonorui B UC.

21. Texuudeckue cpeacTBa, 00SCIEUUBAIOIINE 3aMUTY HH(HOPMAIINHU, UX KIacCH(PUKAIUS
Y Ha3HAYCHUE.

22. PearupoBaHue Ha HapyIlIeHUE pexuMa 0€30MaCHOCTH, TPOIEAYPHI INTAHOBBIX
BOCCTaHOBUTEJIBHBIX PabOT.

23. Oco0eHHOCTH COBPEMEHHBIX HH(POPMAIIMOHHBIX CHCTEM, CYIIECTBEHHBIEC C TOUKH
3peHus 0E30MacHOCTH.

24. PoneBoe yripaBiieHHE JOCTYIIOM.

25. AKTUBHBII U IaCCUBHBIN ayuT.

7 IEPEYEHb HH®OPMAILIMOHHBIX TEXHOJOI' Ui, UCIOJIb3YEMBbIX
B NIPOLNECCE OBYYEHUSA

st oGecnieyeHust yueOHOTO poiiecca HEOOXOIUMO:

1) wucmonb30BaHUE JIEKIIMOHHON U Ja0OpaTOPHOI cuCTeM 00y4eHHs, YUeOHUKOB, TEXHH-
YECKUX U BU3YaJIbHBIX CPEICTB 00YUEHUS;

2) BHYTpeHHss JOoKanbHas ceTb BITIY;

3) TekcroBelit mporeccop Microsoft OfficeWord,

4) osnextponubie Tabmuibl Microsoft OfficeExcel;

5) cucremsl nporpammupoBanus (C++, Java, Delphi, Pascal);

6) WCrMoNB30BaHUE HWHTEPHET-PECYPCOB ISl OPraHU3alUH CaMOCTOSTEIBHOW pPabOThI
CTYJICHTOB.

B o6pa3oBarensHOM mpoliecce Mo JUCHUIUIMHE UCTIONb3YIOTCS CleayIolre HHPopMaIu-
OHHBIE€  TEXHOJIOTHM,  SIBJISIIOIIMECS  KOMIOHEHTaMH  JJEKTPOHHOW  MH(OPMAlMOHHO-
oOpa3zoBatenbHOil cpeanl BITIY:

e Odunmanpueiit caiit BI'TIY,

KopnoparusHast ceTb 1 KOpriopaTUBHas 3ieKTpoHHas nouta bI'TIY;
Cucrema snexktponHoro ooyuenus @I'bOY BO «BI'TIY »;
DJeKTpOHHbIE OMOINOTEYHBIE CUCTEMBI,

MynbTUMEAUIHOE CONTPOBOKACHUE JIEKIIMHA U IPAKTUUECKUX 3aHATUH;
Tpenaxxeppl, BUPTyalbHbIE CPELBI;

8§ OCOBEHHOCTH U3YYEHUA JUCIHUIIJIMHBI THBAJIMJIAMU U JIMHAMMUA C
OI'PAHUYEHHBIMU BO3MOKHOCTSAMMU 310POBbA

[Tpu oOyueHHH JHIl ¢ OTPAHUYCHHBIMUA BO3MOYKHOCTSIMH 3/10POBbSI IIPUMEHSIOTCS a/1all-
THUBHBIE 00pa30BaTeIbHBIC TEXHOJIOTHH B COOTBETCTBHH C YCIOBHUSMHU, H3JI0KECHHBIMU B pa3zed
«Oco0eHHOCTH OpraHu3alk 00pa30BaTEIHLHOIO IMpoLecca MO 00pa30BaTeIbHBIM IPOTrpaMMamM
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JUIS. UTHBAJIMJIOB H JIUL C OTPAaHMYEHHBIMH BO3MOXXHOCTSIMHU 3/10pPOBBS» OCHOBHOM 00pa3zoBaTeib-
HOM MporpamMmsl (MCIHOJIb30BAHUE CHEIMATIbHBIX YUEOHBIX OCOOUI U JUIAKTUYECKUX MaTepHa-
JIOB, CHEIHMATIBHBIX TEXHUYECKHX CPEJICTB O0yUYSHHs KOJUIEKTUBHOTO ¥ MHIMBUAYAILHOTO TOJIb-
30BaHMsl, IPEIOCTABICHUE YCIIYT ACCUCTEHTA (IIOMOIIIHUKA), OKa3bIBAIOIIEr0 00yJaroLMes He-
00XOAMMYIO TEXHHYECKYIO TIOMOIIb U T.II.) C YY4ETOM MHAWBUIYAIBHBIX 0COOEHHOCTEH 00yda-
FOLIMXCSL.

9 CIIMCOK JIMTEPATYPbBI U UH®OPMAILIMOHHbIX PECYPCOB

9.1 Jluteparypa

1. Bporr, P. besonacHocth cereit. [Tomnoe pykoBomctso / P. Bparr, M. Ponc-Oycnu,
K. Ctpaccoepr. — M.: DKOM: bunowm. Jlabopatopust 3uanuii, 2011. — 911 c.(1)

2. Kazapun, O. B. HanexHocTs U 6€30MaCHOCTh MPOTPAMMHOIO OOECIICUCHUS :
yuebHoe nocobue g By30B / O. B. Kazapun, U. b. Illyounckuii. — MockBa : M3aarenscTBo
FOpaiir, 2022. — 342 c¢. — (Bricmee oopazoBanue). — ISBN 978-5-534-05142-1. — Texkcr :
anekTpoHHeld  //  OOpazoBartenpHass  miatrgopma  FOpaitir  [caiit]. —  URL:
https://urait.ru/bcode/493262 (nara obpamenus: 13.10.2022).

3. Cysoposa, I'. M. NndpopmannonHas 6e30macHOCTb : yueOHOe ocoOue JUist By30B
/ T. M. CyBopoBa. — Mocksa : U3narensctBo HOpaiit, 2022. — 253 ¢. — (Bsicmiee o6pazo-
Banue). — ISBN 978-5-534-13960-0. — Tekcr : snextponHbIil // ObpazoBaTenbHas IatT-
dopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/496741 (nata odpamenus: 13.10.2022).

JlomosHuTeNBHAS
1. Topcreitacon, I1. Kpunrorpadus u 6e3omacuocts B Texnosoruu .NET / I1. Topcreiin-
con, I'. A. Tanenr; nep. ¢ aurn. B.JI. Xopesa; nox pen. C.M. MonsiBko. — M.: bunowm.
Jlaboparopus 3Hanwmii, 2007. — 479 c.(1)

2. UYepemymkuH, A.B. Kpunrorpapudeckne mpoTtokonbl. OCHOBHBIE CBOWCTBA M
ySI3BUMOCTH: yueb.mocodue ais cryl. By3os / A.B. Uepemymkun. — M.: Akanemus, 2009. —
271 ¢.(2)

3. bapmen, C. Pa3paboTka npaBun uapopmaiionHoi 6e3onacHoct.: Ilep. ¢ anri. /
C. bapmen.— M.: U3narensckuit 1om «Bunbsamey, 2002. — 208 c.

4. T'epacumenko, B.A. HoBble HanpaBieHHs MPUMEHEHHsI KpUNTorpapuueckux Me-
TO/10B 3amuThl uHpopManuu. / B.A.T'epacumenko, A.A.Cksopuos, 1.E. Xaputonos. — M.:
Pamno u cBa3p, 1989. — 360 c.

5. 3amwura mporpammuoro obdecnieuenus / [{. I'poysBep — M.: Mup, 1992. — 280 c.

6. 3uma, B.M. be3omnacHocTh ri1o0abHBIX CEeTEBBIX TeXxHooruii. / B.M. 3uma, A.A.
Monnossia, H.A. MonnogsH. - CI16: BXB-ITerepoypr. - 2000. — 368 c.

7. TlerpakoB A.B. 3ammra 1 oxpaHa JMYHOCTH, COOCTBEHHOCTH, HH(POpMaIuu. — M.
Pamno u cBsa3p, 1997. — 320 c.

8. Ilerpenxo, C.A. Aynut 6ezonacunoctu Intranet/ C.A.Ilerpenko, A.A. [leTpenko. —
M.: IMK IlIpecc, 2002. — 416 c.

9. Coseros, b.41. Beenenue B Teopuro 3amutsl uHGopmaruu. / b.5. Cosetos, B.M.
3uma, A.A. MonnossiH. — CI16, M3aarensckuii ieatp CITIGIDOTY, 2001.

10. CnecuBues, A.B. 3amura nadopmanun B nepcoHanbHeix 9BM. / A.B. Crecus-
1eB. — M.: Paguo u cBa3b, 1992. — 190 c.

11. Crommmnre, B. Kpunrorpadus u 3ammra cereif: mpUHIUNBI U NpakTuka. [lep. ¢
anri. / B. Croamunre. — M.: U3a. nom «Bunssamey, 2001. — 672 c.

12. Hlnaiiep, b. Ipuxnagnas xkpunrorpadus. IIpoTokosbl, aaropuTMbl, UCXOAHBIE
TekcThl Ha si3bike Cu / bproc [Inaiiep. — M.: U3marensctBo TPUYM®, 2002 —816 c.

13. ABepuenkoB, B.M1. MeTonbl 1 cpecTBa MHXEHEPHO-TEXHUYECKOHN 3allUThl HH()OpMAITUH
[DnexTponHbIi pecypce] : yuebHoe mocodue / B.M. Apepuenkor, M.IO. PritoB, A.B. Ky-
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BBIKJIMH [U Ap.]. — OnekTpoH. aaH. — M. : ®JIMHTA, 2011. — 187 ¢. — Pexum go-
crymna: http://e.lanbook.com/books/element.php?pll 1d=60717 — 3aru. c s3xpana.

14. Anuxun, J1.B. UnpopmanronHast 6€30MacHOCTh U 3amuTa HHPOpMAIUU [ DISKTPOHHBIN
pecype] : . — Dnekrpon. gaH. — CII6. : UD0O CII6YYuD (MHCTUTYT 3IEKTPOHHOTO
oOyuennst CankT-IleTepOyprckoro yHUBEpCUTETa yIpaBiIeHUS U 3KOHOMHKH), 2011. —
269 c. — Pexum nmocryna: http://e.lanbook.com/books/element.php?pll 1d=63950 —
3ari. ¢ 3KpaHa.

9.2 Ba3bl faHHBIX 1 HHHOPMALIMOHHO-CIIPABOYHBIC CHCTEMBI

1. ®enepanbHbiii mopran «Poccuiickoe oopasoBanue» - http://www.edu.ru.

2. Nndopmarmonnas cucrema «EquHoe 0KHO 10cTyna K 00pa3oBaTesibHbIM pecypcamy -
http://www.window.edu.ru.

3. MenepanbHbIi HEHTP HHDOPMAIIMOHHO-00pa30BaTEIbHBIX pecypcoB - http://fcior.edu.
ru.

4. depepanbhblii moptan «MHPOPMAIHOHHO-KOMMYHHKAIMOHHBIC TEXHOJIOTHH B 00pa-
3oBaHumM - http://www.ict.edu.ru.

5. Poccuiickuii moprai oTKpeITOro oopasosanus - http://www.openet.ru/University.nsf/

6. denepanbHas YHHUBEPCHUTETCKas KOMITbIOTEpHas ceth Poccum - http://www.runnet
ru/res.

7. I'mobanpHast ceTh TUCTAHIIMOHHOTO 0Opa3oBanus - http://www.cito.ru/gdenet.

8. ITopran GecrmIaTHOrO TUCTAHIIMOHHOTO 0Opa3oBaHus - WWW.anriintern.com

9. Ilopran Hay4HOI1 AyIeKTpOHHOM OMbIHOTEeKHM - hitp://elibrary.ru/defaultx.asp.

10. Uudopmarmonnast cucrema «EQnHOE OKHO A0CTyIa K 00pa3oBaTelIbHBIM Pecypcamy. -

Pexxum noctyna: http:/ www.window.edu.ru/

HopmaTuBHBIE JOKYMEHTBI
1. TOCT 28147-89. Cucrembl 00padoTku uHGOpMAIMK. 3amuTa KpunTorpapudeckas.

ANropuT™MbI KpunTOrpapuuecKkoro npeodpazoBaHusl.

2. TOCT 34.10-94. NudopmanmonHas texHojorus. Kpumnrorpadudeckas 3amura
uHpopmanuu. [Iporenyps! BEIpaOOTKH U MPOBEPKH AIIEKTPOHHON LU(POBON MoAMMCH Ha Oa-
3€ aCHMMETPUYHOTO KPUIITOrpapuuecKoro alropuTMa.

3. PykoBomsmuii moxkymeHnt ['ocrexxomuccuu Poccuu. TepmMuHsl u onpeneneHus B
obnactu 3amutel oT HCJI k undopmanuu. M.: I'TK PO, 1992.

4. PyxoBopsumii nokymeHT I'ocrexkomuccun Poccun. KoHuenus 3amurel cpesicTs
BBIUMCIUTENbHON TEXHUKU U aBTOMATHU3MPOBAHHBIX CHCTEM OT HECAHKIIMOHHPOBAHHOTO J0-
cryna k uapopmanuu. M.: 'TK PO, 1992.

5. PykoBopsmuit noxkymeHnt ['ocrexxkomuccun Poccun. CpencTBa BHIYMCIUTENBHOM
TEXHUKHU. 3aluTa OT HEeCAHKIIMOHHUPOBAHHOTO jaocTyna K uHpopmaruu. [lokazatenu 3amm-
menHoct CBT ot HC/I x unpopmanuu. M.:I'TK P®, 1992.

6. PyxoBomsammii noxkymeHT ['ocrexxomuccuu Poccuu. ABTOMaTH3MpOBAaHHBIE CH-
CTeMbI. 3aluTa OT HECAHKIIMOHUPOBAHHOIO focTyna k uHdopmanuu. Knaccuduxamus asro-
MaTU3HPOBAHHBIX CUCTEM U TpeboBaHUs 110 3aumre uHpopmauuu. M.: I'TK PD, 1992.

7. http://www.intuit.ru
8. http://www.citforum.ru

9.3 D/1eKTPOHHO-0MOTHOTEYHbIE PeCYPChI
. OBC «OpaiiT». - Pexxum gocrymna: https://urait.ru
. oampen (0630p CMU). - Peskum mocryma: https://polpred.com/news
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10 MATEPUAJIBHO-TEXHUYECKAS BA3A

Jlnist mpoBeieHus 3aHATUI JIEKIIMOHHOTO U CEMHUHAPCKOTO TUIIA, TPYIIOBBIX U WHAUBUIY-
QNbHBIX KOHCYJbTALUW, TEKYIIErO0 KOHTPOJS U IPOMEXKYTOYHOM aTrTecTaluy HCIOJIb3YHOTCS
ayJUTOPUH, OCHAIIEHHBIC YI4COHON MeOelblo, ayIMTOPHOU JOCKOH, KOMITBIOTEPOM C yYCTaHOB-
JICHHBIM JIMIEH3UOHHBIM CIIEHHUATIN3UPOBAHHBIM IPOTPAMMHBIM 00€CIIE€YeHHEM, C BBIXOJOM B
AIIEKTPOHHO-OMOIIMOTEUHYIO CHCTEMY M DJEKTPOHHYIO HH(POPMAIMOHHO-00pa30BaTEIbHYIO
cpeny BITIY, MynbTUMEAMHHBIMH TPOEKTOPAMH, SKCIIO3UIIMOHHBIMH JKpaHaMH, Y4eOHO-
HarJSIIHBIMA TIOCOOUSIMH (MYJIbTUMEINHHBIC TIPE3EHTALINN ).

CamocrosrenbHas paboTa CTYCHTOB OPTaHU3YETCS B ayTUTOPHUAX OCHALICHHBIX KOMITb-

IOTEPHON TEXHUKOHN C BBIXOJOM B JIEKTPOHHYIO MH(GOPMAIMOHHO-00Pa30BaTEIbHYIO CPENY BY-
3a, B CIICIIMAJIM3UPOBAHHBIX JIA0OPATOPHUAX MO AUCIUIUIMHE, a TAK)KE B 3ajaX JAOCTyIMa B JIOKAJb-
Hyto cetb BI'TIY, B maboparopuu rncuxoiaoro-negarorndeckux UCCiaeI0BaHuM U JIp.

st oGecnieyeHust yueOGHOTO Ipoliecca He0OXOIUMO:

— JICKIIMOHHAS ayJUTOPHS C MYJIbTHUMEIHA-TIPOCKTOPOM;

— KOMIIBIOTEPHBIN KJ1acc ¢ BbIX010M B MIHTepHET u BHyTpeHHI0K0 ceTb bITIY;
— o¢wucusie nporpammbr: MS Office Word, MS Office Excel;

— cucrembl nporpammupoanus (C++, Java, Delphi, Pascal);

— Opaysepsl.

Hcnonszyemoe nporpammuoe obecrnieuenue: Microsoft @ WINEDUperDVC AllLng Up-
grade/SoftwareAssurancePack Academic OLV 1License LevelE Platform 1Year;, Mi-
crosoft®OfficeProPlusEducation AllLng License/SoftwareAssurancePack Academic OLV
1License LevelE Platform 1Year; Dr.Web Security Suite; Java Runtime Environment; Calculate
Linux.

Pazpabotuuk: CepoB M.A., KaHIUIaT TEXHUYECKUX HAYK
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11 JIUCT UIBSMEHEHUHA U JONMOJIHEHUM
YT1Bep:kaenue uzmMmenenuii u qonojgHennii B PIIJL nis peanuzanun B 2020/2021 yu. r.
PIT/] oOcyxnena u onodbpena amns peanusanuu B 2020/2021 yu. T. Ha 3aceqanuu Kadeapsl

nH(pOpPMATUKK U METOAMKHU TpenoaBanus nHPopMaTtuku (mpoTokos Ne 8 ot «17» wurons 2020
r.). B PIIJI BHECeHBI clieyroniye M3MEHEHHsS U JIONIOJIHEHHUS:

Ne nzmenenus: 1
No crpanuiipl ¢ u3MeHeHUeM: TUTYJIbHBIN JIUCT

VcKIIIOunTS: Bx104ynTs:!
TexcT: MUHHCTEPCTBO HAYKH U BBICIIETO 00- Texkcr: MunucTepeTBO Ipocserienus Poccuit-
pazoBanusi PO ckoit dexpeparuu

YTBep:xaenue usmenenuii u nonojnenui B PILI nns peamuzanmu B 2021/2022 yu. r.

PI1/] o6cyxnena u omodpena ams peanusanuu B 2021/2022 y4. T. Ha 3aceqanuu Kadeapsl
WH(pOpPMATUKK U METOJMKH TpenoaaBaHust nHGopmaTuku (mpoTokos Ne 7 ot «21» ampens 2021
r.).

YrBep:xknenue u3menenuii u gonojHennii B PILJL nus peanusanun B 2022/2023 yu. r.
PIT/] nmepecmotpena, obcyxneHa u ogqoopena st peanmsamnuu B 2022/2023 yaeGHOM roty Ha
3acenanuu kadeapsl UHPOPMATUKU ¥ METOMKH NpenogaBaHus nHbopMaTuku (mpoTokos Ne 1
ot 21 cenrsops 2022 1.).
B pabouyto mporpaMMy BHECEHBI CIEAYIONINE U3MEHEHUS U TOTIOTHEHHUS:

Ne uzmenenus: 2
Ne ctpanuIe! ¢ n3MeHeHNeM: 24-25

B Paznen 9 BHECeHbI H3MEHEHHSI B CIUCOK JIUTEPATyphl, B 0a3bl JaHHBIX U MH()OPMAITMOHHO-

CIIPaBOYHbBIE CCTEMBI, B 3JIEKTPOHHO-OMOIMOTEYHbIE PECYpChl. Y Ka3aHbl CChUIKH, 00ecnedn-
BAIOIIME JOCTYI 00YYaIOLIMMCS K JJIEKTPOHHBIM Y4eOHBIM H3AaHUAM U 3JIEKTPOHHBIM 00pa-

3oBaTesbHBIM pecypcaM ¢ caiita DI'BOY BO «bI'TIY ».




